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Preface

This preface describes the contents of Basic System Administration and provides pointers
to VMware® technical and educational resources.

This preface contains the following topics:
®  “About This Book” on page 11

®  “Technical Support and Education Resources” on page 13

About This Book

This manual, Basic System Administration, describes how to start and stop the Virtual
Infrastructure Client components, build your VMware Infrastructure environment,
monitor and manage the information generated about the components, and set up roles
and permissions for users and groups using the VMware Infrastructure environment.
This manual also provides information for managing, creating, and configuring virtual
machines in your datacenter.

In addition, this manual provides brief introductions to the various tasks you can
perform within the system as well as cross-references to the documentation that
describes all the tasks in detail.

Revision History

This manual is revised with each release of the product or when necessary. A revised
version can contain minor or major changes. Table P-1 provides you with the revision
history of this manual.

VMware, Inc. 1"
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Table P-1. Revision History
Revision Description

20060615 ESX Server 3.0 and VirtualCenter 2.0 version of VMware Infrastructure 3
Basic System Administration. This is the first edition of this manual.

20060921 ESX Server 3.0.1 and VirtualCenter 2.0.1 version of VMware Infrastructure
3 Basic System Administration. This edition includes minor changes to
virtual machine template, new virtual machine wizard, and migration
information.

Intended Audience

The information presented in this manual is written for system administrators who are
experienced Windows or Linux system administrators and who are familiar with
virtual machine technology and datacenter operations.

Document Feedback

If you have comments about this documentation, submit your feedback to:

docfeedback@vmware.com

VMware Infrastructure Documentation

The VMware Infrastructure documentation consists of the combined VirtualCenter and
ESX Server documentation set.

You can access the most current versions of this manual and other books by going to:

http://www.vmware.com/support/pubs

Conventions
Table P-2 illustrates the typographic conventions used in this manual.
Table P-2. Conventions Used in This Manual
Style Elements

Blue (online only) Cross-references and email addresses

Blue boldface (online only)  Links

Black boldface User interface elements such as button names and menu items
Monospace Commands, filenames, directories, and paths
Monospace bold User input

VMware, Inc.
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Table P-2. Conventions Used in This Manual (Continued)

Style Elements
Italic Document titles, glossary terms, and occasional emphasis
<Name > Variable and parameter names

Abbreviations Used in Graphics
The graphics in this manual use the abbreviations listed in Table P-3.
Table P-3. Abbreviations

Abbreviation Description

vC VirtualCenter

VI Virtual Infrastructure Client

server VirtualCenter Server

database VirtualCenter database

hostn VirtualCenter managed hosts

VM# Virtual machines on a managed host
user# User with access permissions

dsk# Storage disk for the managed host
datastore Storage for the managed host

SAN Storage area network type datastore shared between managed hosts
tmplt Template

Technical Support and Education Resources

The following sections describe the technical support resources available to you.

Self-Service Support

Use the VMware Technology Network (VMTN) for self-help tools and technical
information:

B Product information — http://www.vmware.com/products/

®  Technology information — http://www.vmware.com/vcommunity/technology
B Documentation — http://www.vmware.com/support/pubs

®  VMTN Knowledge Base — http://www.vmware.com/support/kb

®  Discussion forums — http://www.vmware.com/community

VMware, Inc. 13
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m  User groups — http://www.vimmware.com/vcommunity/usergroups.html

For more information about the VMware Technology Network, go to
http://www.vmtn.net.

Online and Telephone Support

Use online support to submit technical support requests, view your product and
contract information, and register your products. Go to
http://www.vmware.com/support.

Customers with appropriate support contracts should use telephone support for the
fastest response on priority 1 issues. Go to
http://www.vmware.com/support/phone_support.html.

Support Offerings

Find out how VMware support offerings can help meet your business needs. Go to
http://www.vmware.com/support/services.

VMware Education Services

VMware courses offer extensive hands-on labs, case study examples, and course
materials designed to be used as on-the-job reference tools. For more information about
VMware Education Services, go to http://mylearnl.vmware.com/mgrreg/index.cfm.
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VMware Infrastructure
Components

This chapter introduces VMware Infrastructure components and the operations that

you use when managing your virtual machines through ESX Server or VirtualCenter
Server.

This chapter contains the following topics:

“Two Approaches to Managing Virtual Machines” on page 17
“Components of VMware Infrastructure” on page 19

“Virtual Infrastructure Client Interfaces” on page 21
“Optional VirtualCenter Components” on page 21

“Managed Components” on page 22

“Functional Components” on page 24

“Access Privileges Components” on page 25

Two Approaches to Managing Virtual Machines

Virtual Infrastructure Client (VI Client) is a flexible, configurable solution for managing
your virtual machines. There are two primary methods for managing your virtual
machines:

VMware, Inc.

Directly through an ESX Server (a single or standalone host) that can manage only
those virtual machines, and their resources, installed on it.

Through a VirtualCenter Server that manages multiple virtual machines and their
resources distributed over many ESX Server hosts.
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The figure below illustrates the components in an ESX Server Virtual Infrastructure.
[VI Clientj [VI Client]

Host Agent

ESX Server host

datastore

Figure 1-1. VMware Infrastructure Components with an ESX Server

The figure below illustrates the components in a VirtualCenter Server Virtual
Infrastructure.

[VI CIient] [VI CIient] [VI CIient] [VI CIient] [VI CIient]
l l l l l

VirtualCenter VirtualCenter
License Server Server VC

database
VirtualCenter VirtualCenter
Agent Agent

ESX Server host ESX Server host

VirtualCenter

ESX Server host

datastore shared

datastore

Figure 1-2. VMware Infrastructure Components with a VirtualCenter Server
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Components of VMware Infrastructure

To run your VMware Infrastructure environment, you need the following items:

VMware, Inc.

ESX Server — The virtualization platform used to create the virtual machines as a
set of configuration and disk files that together perform all the functions of a
physical machine.

Through ESX Server, you run the virtual machines, install operating systems, run
applications, and configure the virtual machines. Configuration includes
identifying the virtual machine’s resources, such as storage devices.

The server incorporates a resource manager and service console that provides
bootstrapping, management, and other services that manage your virtual
machines.

Each ESX Server has a VI Client available for your management use. If your ESX
Server is a registered host with the VirtualCenter Management Server, a VI Client
that accommodates the VirtualCenter features is available.

VirtualCenter — A service that acts as a central administrator for VMware ESX
Server hosts that are connected on a network. VirtualCenter directs actions on the
virtual machines and the virtual machine hosts (the ESX Server hosts).

VirtualCenter Management Server (VirtualCenter Server) — The working core of
VirtualCenter. VirtualCenter Server is a single Windows Service and is installed to
run automatically. As a Windows Service, the VirtualCenter Server runs
continuously in the background, performing its monitoring and managing
activities even when no VI Clients are connected and even if nobody is logged on
to the computer where it resides. It must have network access to all the hosts it
manages and be available for network access from any machine where the VI
Client is run.

VirtualCenter database — A persistent storage area for maintaining status of each
virtual machine, host, and user managed in the VirtualCenter environment. The
VirtualCenter database can be remote or local to the VirtualCenter Server machine.

The database is installed and configured during VirtualCenter installation.

If you are accessing your ESX Server directly through a VI Client, and not through
a VirtualCenter Server and associated VI Client, you do not use a VirtualCenter
database.

Datastore — The storage locations for the virtual machine files specified when
creating virtual machines. Datastores hide the idiosyncrasies of various storage
options (such as VMFS volumes on local SCSI disks of the server, the Fibre Channel
SAN disk arrays, the iSCSI SAN disk arrays, or Network Attached Storage (NAS)
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arrays) and provide a uniform model for various storage products required by
virtual machines.

VirtualCenter agent — On each managed host, software that collects,
communicates, and executes the actions received from the VirtualCenter Server.
The VirtualCenter agent is installed the first time any ESX Server host is added to
the VirtualCenter inventory.

Host agent — On each managed host, software that collects, communicates, and
executes the actions received through the VI Client. It is installed as part of the ESX
Server installation.

VirtualCenter license server — Server that stores software licenses required for
most operations in VirtualCenter and ESX Server, such as powering on a virtual
machine.

VirtualCenter and ESX Server support two modes of licensing: license
server-based and host-based. In host-based licensing mode, the license files are
stored on individual ESX Server hosts. In license server-based licensing mode,
licenses are stored on a license server, which makes these licenses available to one
or more hosts. You can run a mixed environment employing both host-based and
license server-based licensing.

VirtualCenter and features that require VirtualCenter, such as VMotion, must be
licensed in license server-based mode. ESX Server-specific features can be licensed
in either license server-based or host-based mode.

For complete information on installing these components, refer to the Installation
and Upgrade Guide. For complete information on configuring ESX Server, refer to
the Server Configuration Guide.

VMware, Inc.



Chapter 1 VMware Infrastructure Components

Virtual Infrastructure Client Interfaces

Virtual Infrastructure Client interface options include:

Virtual Infrastructure Client (VI Client) — A required component and the primary
interface for creating, managing, and monitoring virtual machines, their resources,
and their hosts. It also provides console access to virtual machines.

VI Client is installed on a Windows machine with network access to your ESX
Server or VirtualCenter Server installation. The interface displays slightly different
options depending on which type of server you are connected to. While all
VirtualCenter activities are performed by the VirtualCenter Server, you must use
the VI Client to monitor, manage, and control the server. A single VirtualCenter
Server or ESX Server can support multiple, simultaneously connected VI Clients.

Virtual Infrastructure Web Access (VI Web Access) — A Web interface through
which you can perform basic virtual machine management and configuration and
get console access to virtual machines. It is installed with your ESX Server. Similar
to the VI Client, VI Web Access works directly with an ESX Server host or through
VirtualCenter. Refer to the VI Web Access Administrator’s Guide for additional
information.

VMware Service Console — A command-line interface for configuring your ESX
Server. Typically, this is used in conjunction with a VMware technical support
representative.

Optional VirtualCenter Components

Additional VirtualCenter features include:

VMware, Inc.

VMotion — A feature that enables you to move running virtual machines from one
ESX Server to another without service interruption. It requires licensing on both
the source and target host. The VirtualCenter Server centrally coordinates all
VMotion activities.

VMware HA - A feature that enables a cluster with High Availability. If a host goes
down, all virtual machines that were on the host are promptly restarted on
different hosts.

When you enable the cluster for HA, you specify the number of hosts you would
like to be able to recover. If you specify the number of host failures allowed as 1,
HA maintains enough capacity across the cluster to tolerate the failure of one host.
All running virtual machines on that host can be restarted on remaining hosts. By
default, you cannot power on a virtual machine if doing so violates required
failover capacity. See Resource Management Guide.
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VMware DRS — A feature that helps improve resource allocation across all hosts
and resource pools. VMware DRS collects resource usage information for all hosts
and virtual machines in the cluster and gives recommendations (or migrates
virtual machines) in one of two situations:

B Initial placement — When you first power on a virtual machine in the cluster,
DRS either places the virtual machine or makes a recommendation.

B Load balancing — DRS tries to improve resource utilization across the cluster
by performing automatic migrations of virtual machines (VMotion) or by
providing a recommendation for virtual machine migrations.

VMware Infrastructure SDK package — APIs for managing virtual infrastructure
and documentation describing those APIs. The SDK also includes the
VirtualCenter Web Service interface, Web Services Description Language (WSDL),
and example files. This is available through an external link. To download the SDK
package, refer to http://www.vmware.com/support/developer.

Managed Components

VirtualCenter monitors and manages various components of your virtual and physical
infrastructure. Some components are available for organizing potentially hundreds of
virtual machines and other objects. They can be renamed to represent their purposes;
for example, they can be named after company departments or locations or functions.
The managed components are:

22

Virtual Machines and Templates — A virtualized x86 personal computer
environment in which a guest operating system and associated application
software can run. Multiple virtual machines can operate on the same managed host
machine concurrently. Templates are a designated type of virtual machine.

Hosts — The primary component upon which all virtual machines reside. If the
Virtual Infrastructure Client is connected to a VirtualCenter Server, there can be
many hosts. If the Virtual Infrastructure Client is connected to an ESX Server, there
can be only one host.

NOTE

When VirtualCenter refers to a host, this means the physical machine on which the
virtual machines are running. All virtual machines within the VMware
Infrastructure environment are physically on ESX Server hosts. The term host in
this manual means the ESX Server host that has virtual machines on it.

Resource pools — A structure that allows delegation of control over the resources
of a host. Resource pools are used to compartmentalize all resources in a cluster.
You can create multiple resource pools as direct children of a host or cluster and
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configure them. Then delegate control over them to other individuals or
organizations. The managed resources are CPU and memory from a host or cluster.
Virtual machines execute in, and draw their resources from, resource pools.

Clusters — A collection of ESX Server hosts with shared resources and a shared
management interface. When you add a host to a cluster, the host’s resources
become part of the cluster’s resources. The cluster manages the resources of all
hosts. Refer to the Resource Management Guide.

Datastores — Virtual representations of combinations of underlying physical
storage resources in the datacenter. These physical storage resources can come
from the local SCSI disk of the server, the Fibre Channel SAN disk arrays, the iSCSI
SAN disk arrays, or Network Attached Storage (NAS) arrays.

Networks — Networks that connect virtual machines to each other in the virtual
environment or to the physical network outside.

Folders — Containers used to group objects and organize them into hierarchies.
This is not only convenient but also provides a natural structure upon which to
apply permissions.

There are three types of folders, each of which can contain other folders (of the
same type) and exactly one other type of object. These objects are:

®  Datacenters
®  Virtual machines (which include templates)

®  Compute resources (which include hosts and clusters)

The datacenter folders form a hierarchy directly under the root node and allow
users to group their datacenters in any convenient way. Within each datacenter is
one hierarchy of folders with virtual machines and/or templates and one hierarchy
of folders with hosts and clusters.

Datacenters — Unlike a folder, which is used to organize a specific object type, a
datacenter is an aggregation of all the different types of objects needed to do work
in virtual infrastructure: hosts, virtual machines, networks, and datastores.

Within a datacenter there are four separate hierarchies. Because it is not possible to
put networks or datastores into folders, these four hierarchies are always flat lists:
B Virtual machines (and templates)

®  Hosts (and clusters)

®  Networks
|

Datastores
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Datacenters act as the namespace boundary for these objects. You cannot have two
objects (for example, two hosts) with the same name in the same datacenter, but
you can have two objects with the same name in different datacenters. Because of
the namespace property, VMotion is permitted between any two compatible hosts
within a datacenter, but even powered off virtual machines cannot be moved
between hosts in different datacenters. Moving an entire host between two
datacenters is permitted.

Functional Components

The functional components monitor and manage tasks. The functional components are
available through a navigation button bar in the VI Client. The options are:

24

Inventory — A view of all the monitored objects in VirtualCenter. Monitored
objects include datacenters, resource pools, clusters, networks, datastores,
templates, hosts, and virtual machines.

Scheduled tasks — A list of activities and a means to schedule those activities. This
is available through VirtualCenter Server only.

Events — A list of all the events that occur in the VirtualCenter environment. Use
the Navigation option to display all the events. Use an object-specific panel to
display only the events relative to that object.

Admin - A list of environment-level configuration options. The Admin option
provides configuration access to Roles, Sessions, Licenses, Diagnostics, and
System Logs. When connected to an ESX Server, only the Roles option appears.

Maps — A visual representation of the status and structure of the VMware
Infrastructure environment and the relationships between managed objects. This
includes hosts, networks, virtual machines, and datastores. This is available only
through VirtualCenter Server.

Various information lists are generated and tracked by your Virtual Infrastructure
Client activity:

Tasks — These activities are scheduled or initiated manually. Tasks generate event
messages that indicate any issues associated with the task.

Events — Messages that report Virtual Infrastructure activity. Event messages are
predefined in the product.

Alarms — Specific notifications that occur in response to selected events. Some
alarms are defined by product default. Additional alarms can be created and
applied to selected inventory objects or all inventory objects.

VMware, Inc.
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B Logs — Stored reference information related to selected event messages. Logs are
predefined in the product. You can configure whether selected logs are generated.

Access Privileges Components

Each user logs on to a VirtualCenter or an ESX Server through the VI Client. Each user
is identified to the server as someone who has rights and privileges to selected objects,
such as datacenters and virtual machines, within the VMware Infrastructure
environment. VirtualCenter Server itself has full rights and privileges on all hosts and
virtual machines within the VMware Infrastructure environment. The server passes on
only those actions and requests from a user that the user has permission to perform.

The server grants access to each Virtual Infrastructure Client object, datacenter, folder,
or virtual machine. To do this, you assign a role and a user (or group) to each object.

Individual permissions are assigned through the VI Client by pairing a user and a role
and assigning this pair to a Virtual Infrastructure Client object:

®  Users and Groups — For VirtualCenter, users and groups are created and
maintained through the Windows domain or Active Directory database. Users and
groups are registered with VirtualCenter, or created and registered with an ESX
Server, through the process that assigns privileges.

B Roles — A set of access rights and privileges. There are selected default roles. You
can also create roles and assign combinations of privileges to each role.
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Using this Document

Basic System Administration describes the tasks you must complete to configure the
Virtual Infrastructure Client (VI Client) and virtual machines. Before using the
information in Basic System Administration, read the Introduction to VMuware
Infrastructure for an overview of system architecture and the physical and virtual
devices that make up a VMware Infrastructure system.

This introduction summarizes the contents of this guide so that you can find the
information you need. This guide covers these subjects:

B VMware Infrastructure components

B Administration tools

B System configuration

B Virtual machine management and configuration
B Access and permissions management

B System administration and management

Getting Started

The introductory discussion spans seven chapters and describes the system
components, system management tools, and the basic tasks you must complete to
configure your Virtual Infrastructure Client. The introductory part contains the
following chapters:

®  Using this Document — Summarizes the contents of this guide so that you can find
the information you need.

VMware, Inc. 27
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VMware Infrastructure Components — Introduces you to the VMware
Infrastructure components and operations you use when managing your virtual
machines through ESX Server or VirtualCenter Server.

Starting and Stopping the VMware Infrastructure Components — Describes how to
start and stop each of the VMware Infrastructure components. This includes the
ESX Server, VirtualCenter Server, Virtual Infrastructure Client, Virtual
Infrastructure Web Access, VirtualCenter host agent, VirtualCenter license server,
and the VMware Service Console.

Using the VI Client — Describes the specific layout and navigation of the VI Client.

System Configuration — Contains information for configuring administration
options, VirtualCenter Server settings, and managing host configuration options.
It also includes some basic system configuration information, such as how to
access and configure log files and set up SNMP.

Managing the VI Client Inventory — Describes how to perform tasks with objects in
your VMware Infrastructure environment. This includes folders, datacenters,
clusters, resource pools, networks, and datastores. These objects are used to
manage or organize the monitored and managed hosts and virtual machines.

Managing Hosts in VirtualCenter — Describes how to perform managed
host-related tasks.

Virtual Machine Management

The virtual machine management discussion consists of seven chapters that provide a
basic understanding of virtual machines and how to manage, configure, and customize
them. The virtual machine management part contains the following chapters:
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Creating Virtual Machines — Describes how to create virtual machines by using the
New Virtual Machine wizard and by cloning existing virtual machines.

Managing Virtual Machines — Describes virtual machine tasks, including adding a
virtual machine to and removing it from the VI Client and powering on and off
virtual machines.

Configuring Virtual Machines — Describes how to edit and configure your existing
virtual machines. It also discusses advanced virtual machine configuration
options.

Using Snapshots — Explains how to capture the entire state of the virtual machine
using the snapshots feature.

Working with Templates and Clones — Describes creating templates and using
virtual machine templates to create and provision new virtual machines.
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B Migrating Virtual Machines — Describes the process of migrating or moving a
virtual machine from one host to another.

®  Customizing Guest Operating Systems — Explains how to customize the identity
and network settings of your virtual machine’s guest operating system so that it is
ready to begin work immediately in your target environment.

System Administration
The system administration part contains the following chapters:

B Managing Users, Groups, Permissions, and Roles — Describes how to manage
access to VMware Infrastructure inventory objects. It explains how to configure
users, groups, roles, and permissions.

B Monitoring Your Vmware Infrastructure Environment — Describes the
performance monitoring pieces of the Virtual Infrastructure Client data presented
in the VI Client. It also describes the Virtual Infrastructure Client Maps feature.

B Managing Tasks, Events, and Alarms — Describes how to create, configure, and use
tasks, events, and alarms.

Appendixes

Basic System Administration provides these four appendixes with specialized
information you might find useful when configuring your VMware Infrastructure
environment:

B Defined Privileges — Includes tables with the permissions and roles that are
available with the VMware Infrastructure system.

®  Installing the Microsoft Sysprep Tools — Describes how to install the Microsoft
Sysprep tools on your VirtualCenter Server machine. Installing the Sysprep tools
is a requirement if you plan to customize a Windows guest operating system.

B Performance Chart Measurements — Includes tables with the measurement options
for each resource monitored on a host.
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Starting and Stopping the
VMware Infrastructure
Components

This chapter includes information on how to start and stop each one of the major
VMware Infrastructure components, ESX Server and VirtualCenter Server.

This chapter contains the following topics:
m  “ESX Server” on page 31

m  “VirtualCenter Server” on page 33

m  “VIClient” on page 34

m  “VIWeb Access” on page 36

B “VMware Service Console” on page 37

ESX Server

When you install ESX Server, it starts itself through the installation reboot process. If
your ESX Server is shut down, you must manually restart it.

To start your ESX Server

On the physical box where the ESX Server is installed, press the power button until the
power on sequence begins.

The ESX Server boots, discovers its virtual machines, and proceeds with its normal ESX
Server functions.

You have the option to power off or restart (reboot) any ESX Server host managed by
VirtualCenter. Powering off a managed host disconnects it from the VirtualCenter
Server but does not remove it from the inventory.
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To reboot or shut down your ESX Server

1

Start a Virtual Infrastructure Client.
Refer to “Configuring VirtualCenter Communication” on page 68 for information.
Display the inventory panel and the appropriate ESX Server hosts.

If connected to a VirtualCenter Server, display the inventory’s: Hosts & Clusters
panel. Select the appropriate root folder (by default labeled Hosts & Clusters) or
subfolder.

Select the appropriate ESX Server in the inventory panel.

From the main or right-click pop-up menu, choose Reboot or Shut Down, as
appropriate.

m  If Reboot is selected, the ESX Server shuts down and reboots.

®m  If Shut Down is selected, the ESX Server shuts down. You must manually
power the system back on.

Provide a reason for the shut down.

This information is added to the log.

To manually stop your ESX Server

1

32

Log on to your ESX Server service console.

Refer to “Connecting to the Service Console” on page 38 for information on
accessing the service console.

Execute the shutdown command.
For example:
: shutdown —-h now

ESX Server gracefully shuts down. When it is finished, a message indicates that it
is safe to power off your system.

Press the power button until the machine powers off.
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VirtualCenter Server

VirtualCenter manages multiple hosts that can contain multiple virtual machines. To
perform any activities with the VirtualCenter, you must use the Virtual Infrastructure
Client.

The VirtualCenter Server starts when you start the Windows machine on which it is
installed. It also restarts when this machine is rebooted.

The following sections discuss starting and stopping elements related to VirtualCenter:
®  “Verifying That VirtualCenter Server Started” on page 33
B “Restarting the VirtualCenter Server” on page 34

B “Stopping the VirtualCenter Server” on page 34

NOTE

When VirtualCenter is installed, all users in the local machine’s Administrators group
are assigned the Administrator role with full privileges in the VirtualCenter
environment. A VirtualCenter Administrator must set permissions for all other
VirtualCenter users. Refer to “Assigning Access Permissions” on page 263 for
additional information.

Verifying That VirtualCenter Server Started

VirtualCenter is a service, so proceed to your Windows services list and verify that the
service started.

To verify that the VirtualCenter Server is running
1 Go to the Services display for your version of Windows.

For example, select Control Panel > Administrative Tools > Services. Click
VMware Infrastructure Server.

The Status column indicates whether the service started.

2 Right-click the VMware Infrastructure Server and choose Properties. In the
VMware VirtualCenter Services Properties dialog box, click the General tab and
view the service status.
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Restarting the VirtualCenter Server

The VirtualCenter Server service starts when the machine on which it is installed is
booted. If you have manually stopped the VirtualCenter Server service or must start it
for any reason, perform the steps below.

To restart the VirtualCenter Server through Windows Services
1 Go to the Services display for your version of Windows.

For example, select Control Panel > Administrative Tools > Services. Click
VMware Infrastructure Server.

2 Right-click VMware Infrastructure Server, choose Start, and wait for startup to
complete.

3 Close the Properties dialog box.

Stopping the VirtualCenter Server

The VirtualCenter Server is a Windows service. You can use the Windows interface to
select the service and stop it.

You should not have to stop the VirtualCenter Server. It is best for the VirtualCenter
Server to have continuous operation. Continuous operation ensures that all monitoring
and task activities are performed as expected.

To stop the VirtualCenter Server
1 Go to the Services display for your version of Windows.

For example, select Start > Control Panel > Administrative Tools > Services. Click
VMware VirtualCenter Service.

2 Right-click the VMware VirtualCenter Server, choose Stop, and wait for it to stop.

3 Close the Properties dialog box.

VI Client

34

The Virtual Infrastructure Client is used to log on to either a VirtualCenter Server or an
ESX Server. Each server supports multiple VI Client logons. The VI Client can be
installed on any machine that has network access to the VirtualCenter Server or an ESX
server.

By default, administrators are allowed to log on to a VirtualCenter Server.
Administrators here are defined to be either:
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Members of the local Administrators group if the VirtualCenter Server is not a
domain controller.

Members of the domain Administrators group if the VirtualCenter Server is a
domain controller.

Starting the VI Client and Logging On

The VI Client is the interface to both the ESX Server and the VirtualCenter Server. When
you start the VI Client, it has a single opening page. When you log on, the VI Client

displays only the features and functions that are appropriate to the type of server you
logged on to.

To start a VI Client session

1
2

Log on to your Windows system.
The first time you start the VI Client, log on as the administrator.

a  If the managed host is not a domain controller, log on as either <local host
name>\<users> or <user>, where <user> is a member of the local
Administrators group.

b If the managed host is a domain controller, you must log on as
<domain>\<user>, where <domain> is the domain name for which the
managed host is a controller and <user> is a member of that domain’s
Domain Administrators group. This practice of running on a domain
controller is not recommended.

Launch the VI Client.

Double-click a shortcut or choose the application through Start > Programs >
VMware > VMware Virtual Infrastructure Client 2.

Log on to the desired server.

Enter or choose the server name, your user name, and your password for that
server. Click Log In to continue.

NOTE

Only previously typed servers appear in the Server pull-down list.
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If this is the first time you have logged on to the VirtualCenter Server, an empty
Inventory screen appears. Add a datacenter and host to begin monitoring and
managing your virtual machines through the Virtual Infrastructure Client. Refer to
“Managing the VI Client Inventory” on page 91 for additional information.
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Stopping the VI Client and Logging Off

When you no longer must view or alter the activities that VirtualCenter is performing,
log off of the VI Client.

To stop a VI Client session
1  Click the close box (X) in the corner of the VI Client window, or choose File > Exit.

The VI Client shuts down. The VI Client is logged off the server. The server
continues to run all its normal activities in the background. Any scheduled tasks
are saved and performed by the VirtualCenter Server.

NOTE Closing a VI Client does not stop the server.

VI Web Access

VI Web Access is the Web interface through which you can manage your virtual
machines. VI Web Access is installed when you install ESX Server. As with the VI
Client, VI Web Access can either be used to connect directly to an ESX Server or to
VirtualCenter. The functionality of VI Web Access is a subset of VI Client functionality.

The VI Web Access console provides a remote mouse-keyboard-screen (MKS) for the
virtual machines. You can interact with a guest operating system running in a virtual
machine and connect remotely to the virtual machine’s mouse, keyboard, and screen.

For information on how to use VI Web Access to configure virtual machines for ESX
Server and VirtualCenter, see the Virtual Infrastructure Web Access Administrator’s Guide.

Logging In and Out of VI Web Access

VI Web Access uses a Web interface and an internet connection to access your ESX
Server or VirtualCenter Server.

To log in to VI Web Access
1 Launch your Web browser.
2 Enter the URL of your ESX Server or your VirtualCenter Server installation:

https://<host or server name>/ui
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The VI Web Access login page appears.

¥Mware ¥irtual Infrastructure Web Access

Credentials
Login Mame:

Password:

Log In

The login page contains fields for your user name and password. This user name
and password are the same credentials you would use if you connected using the
VI Client. Also, the same permissions are used to determine if a user can view and
manipulate objects. VI Web Access does not have its own concept of users or
permissions.

3 Type your user name and password, and click Log In.
The VI Web Access home page appears.

After your user name and password are authorized by VI Web Access, the VI Web
Access home page appears. The VI Web Access home page contains:

B Details about virtual machines on the server to which you are connected.

B The option to access the details page for a virtual machine where you find
information about virtual devices, configuration options, and a summary of
recent events.

To log out of VI Web Access

Click the Log Out link found at the corner of every page. You are prompted to confirm
that you want to log out.

NOTE If you are using any remote client devices through VI Web Access, they are
disconnected when you log out.

VMware Service Console

In previous versions of ESX Server, the service console was one of the interfaces to ESX
Server hosts. Starting with ESX Server 3, many of the commands are deprecated.
Service console is typically used only in conjunction with a VMware technical support
representative.

The VMware Infrastructure SDK is used for scripted manipulation of your VMware
Infrastructure instead. The Virtual Infrastructure Client is the primary interface to all
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non-scripted activities, including configuring, monitoring, and managing your virtual
machines and resources.

Using DHCP for the Service Console

The recommended setup is to use static IP addresses for the service console. You can set
up the service console to use DHCP, if your DNS server is capable of mapping the
service console’s host name to the dynamically generated IP address.

If your DNS server cannot map the host’s name to its DHCP-generated IP address, you
must determine the service console's numeric IP address yourself. Another caution
against using DHCP is that the numeric IP address might change as DHCP leases run
out or when the system is rebooted. For this reason, VMware does not recommend
using DHCP for the service console unless your DNS server can handle the host name
translation.

\%

CAUTION Do not use dynamic (DHCP) addressing when sharing the network adapter
assigned to the service console with virtual machines. ESX Server requires a
static IP address for the service console when sharing a network adapter.

Connecting to the Service Console

Whether you use the service console locally or through a remote connection, you must
log on using a valid user name and password.

If you have direct access to the computer where ESX Server is running, you can log on
to the physical console on that computer.

To log on to the ESX Server service console
Press Alt-F2 to get to the log on screen.

Depending on the security settings for your ESX Server computer, you might be able to
connect remotely to the service console using ssh or Telnet. For more information on the
security settings, refer to the Server Configuration Guide.

Using Commands on the Service Console

38

The service console runs a modified version of Linux, and many of the commands
available on Linux or UNIX are also available on the service console. Detailed usage
notes for most service console commands are available as manual or man files.

To view the man page for a particular command

At the service console command line, type the man command followed by the name of
the command for which you want to refer to information, for example:
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man <command>
For additional information on commands, refer to the following resources:

B For more detailed information on ESX Server related commands, see the Server
Configuration Guide.

B For more information on Linux commands, consult a Linux reference book.
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Using the VI Client

This chapter describes the specific layout and navigation of the VI Client. It also
contains information for configuring admin options, VirtualCenter Server settings, and
managing host configuration options.

This chapter contains the following sections:
®  “VIClient Overview” on page 41

B “Sorting and Filtering Lists” on page 54
B “Using Custom Attributes” on page 55

B “Selecting and Viewing Objects” on page 57

VI Client Overview

The Virtual Infrastructure Client adapts to the server it is connected to. When the VI
Client is connected to a VirtualCenter Server, the VI Client displays all the options
available to the VMware Virtual Infrastructure environment, based on the licensing you
have configured and the permissions of the user. When the VI Client is connected to an
ESX Server, the VI Client displays only the options appropriate to single host
management.

The default Virtual Infrastructure Client layout is a single window with a menu bar, a
navigation bar, a toolbar, a status bar, a panel section, and pop-up menus.
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Figure 4-1. Virtual Infrastructure Client Layout

The VI Client areas are covered in the following sections:

B “Menu Bar” on page 43

®  “Pop-Up Menus” on page 45

®  “Console Menu” on page 45

B “Navigation Bar” on page 46

B “Inventory View Tabs” on page 49

®  “Toolbar” on page 52

B “Status Bar, Recent Tasks, and Triggered Alarms” on page 53

B “Panel Sections” on page 53
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Menu Bar

The menu bar provides access to all commands and operates in a manner consistent
with other Windows applications. The tables below list all the menu items available
from these five menus. The menu items available vary depending upon whether the VI
Client is connected to a VirtualCenter Server or an ESX Server. The menu bar options

are:

VMware, Inc.

File Menu - Similar to the File menu in most applications with two exceptions:

B A print menu item is not available on the File menu. To print, use the Print
Screen mechanism in Windows to take a copy of the VI Client window or
export the VirtualCenter data to another format and print from another
application.

B A save menu item is not available. The VI Client is similar to a browser. Most
user manipulations are persistent in the display of the VirtualCenter data.

In Table 4-1, an asterisk (*) indicates items that are available only when connected
to VirtualCenter Server.

Table 4-1. File Menu Items

File > New > Virtual Machine | Add Host* | Cluster* | Resource Pool | Folder*
| Datacenter* | Alarm* | Scheduled Task* | Add Permission

File > Export>  Export Events* | Export List | Licenses | Export Maps*

File > Report>  Host Summary | Performance

File > Exit

Edit Menu - Displays menu items relevant to the selected object.

Table 4-2. Edit Menu Items

Edit>  Rename | Remove | Customization Specifications | VI Client Settings

View Menu - Controls which panels are visible. This provides a menu item for
selecting one of the navigation buttons.

In Table 4-3, an asterisk (*) indicates items that are available only when connected
to VirtualCenter Server.

Table 4-3. View Menu ltems

View > Toolbar | Status Bar | Inventory | Scheduled Tasks* | Events | Administration
| Maps* | Filtering
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When connected to the VirtualCenter Server, the View > Inventory menu parses the
inventory object views into groups.

Table 4-4. View Menu > Inventory ltems

View > Inventory >  Hosts & Clusters | Virtual Machines & Templates | Networks |
Datastores

Inventory Menu — Displays menu items relevant to the selected object in the
inventory panel.

In Table 4-5, an asterisk (*) indicates items that are available only when connected
to VirtualCenter Server.

Table 4-5. Inventory Menu Items

Inventory > Datacenter > New Folder | New Cluster | Add Host | Remove |
Rename

Inventory > Virtual Machine >  Power On | Power Off | Suspend | Reset | Shut
Down Guest | Standby Guest | Restart Guest |
Snapshot | Migrate | Clone | Clone to Template |
Convert to Template | Open Console | Sent
Ctrl+Alt+Del | Answer Question | Report
Performance | Install VMware Tools | Edit Settings
| Rename | Remove from Inventory | Delete from
Disk

Inventory > Templates* > Power On | Power Off | Suspend | Reset | Shut
Down Guest | Restart Guest | Snapshot | Migrate
| Clone | Clone to Template | Convert to Template
| Open Console | Sent Ctrl+Alt+Del | Answer
Question | Report Performance | Install VMware
Tools | Edit Settings | Rename | Remove from
Inventory | Delete from Disk

Inventory > Host > New Virtual Machine | Connect* | Disconnect* |
Enter Maintenance Mode | Shut Down | Reboot |
Report Summary | Report Performance |
Advanced Settings | Remove* | Relocate VM Files

Inventory > Cluster* > Add Host | New Virtual Machine | New Resource
Pool | Edit Settings | Remove | Rename

Inventory > Resource Pool > New Virtual Machine | New Resource Pool |
Report Performance* | Remove | Rename

Inventory > Datastore* > Browse Datastore | Rename | Remove | Refresh
Inventory > Network* > Remove
Inventory > Permission > Add | Delete | Properties
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Table 4-5. Inventory Menu Items (Continued)

Inventory > Alarm* > Properties | Remove

Inventory > Scheduled Task*>  Run | Remove | Properties

B Administration Menu - Displays configuration options that apply across the
Virtual Infrastructure environment.

In Table 4-6, an asterisk (*) indicates items that are available only when connected
to VirtualCenter Server.

Table 4-6. Administration Menu Items

Administration >  Custom Attributes* | VMware VirtualCenter Settings* | Role |
Session* | Edit Message of the Day* | Collect Diagnostic
Information* | Legacy Templates*

B Help Menu - Displays the online help options, links to the VMware Web site, and
product version information.

Pop-Up Menus

Pop-up menus provide direct access to many of the menu items. Pop-up menus are
available from most objects in both the inventory panel and the information panel.

To view a pop-up menu

Right-click the selected object or press Shift+F10.

Console Menu
The console of a powered-on virtual machine is available through a connected server.
To view the virtual machine console

Click the Inventory Navigation button, click a powered-on virtual machine in the
Inventory panel, and click the Console tab in the Information panel.

To pop out the virtual machine console
Click the pop-out icon in the navigation bar.

A copy of the Console window separates from the VI Client. Additional menus appear.
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Additional menu items are available from the pop-out Console window.

The message line indicates
the number of active
connections to this virtual
machine.

Additional Console menu
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Log On to Windows
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password: | |

All connections to the virtual machine see the same display information. The message
line indicates if others are viewing the virtual machine.

The pop-out virtual machine Console has the following menu items. The embedded
Console has similar menu items but does not include all of the external Console menu
items.

Table 4-7. Virtual Machine Pop-Out Console Menu Items

File > Exit
View > Autofit | Fit | Fit Guest to Window
VM > Power On | Power Off | Suspend | Reset | Shut Down Guest | Restart Guest |

Snapshot | Migrate | Clone | Clone to Template | Convert to Template | Open
Console | Sent Ctrl+Alt+Del | Answer Question | Report Performance | Install
VMware Tools | Edit Settings | Rename | Remove from Inventory | Delete from
Disk

Navigation Bar

The navigation bar provides shortcut buttons that load the matching toolbar and panel
into the VI Client window. The navigation bar combines and displays associated tasks
and information. When a button has been selected, it remains selected to indicate the
current view. The buttons represent the VI Client functional areas. Depending upon
whether the VI Client is connected to a VirtualCenter Server or an ESX Server, the listed
buttons vary.

Each navigation bar button has a primary information panel and associated tabs. The
Inventory button has an inventory panel from which you can select objects. Each
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selected object has its own set of associated information panel tabs. This information is
in one of the following two sets of panels:

Navigation bar provides shortcuts to generalized areas of related activities. The options
are Inventory and Admin, when the VI Client is connected to either an ESX Server or a
VirtualCenter Server. When the VI Client is connected to a VirtualCenter Server
additional options are available: Scheduled Tasks, Events, and Maps and Inventory
button pull-down menu items (Hosts & Clusters, Virtual Machines & Templates,
Networks, and Datastores).

5 10.17.87.224 - ¥irtual Infrastructure Client 10l =|

File Edit WYiew Inventory Administration Help

- + Show text on botkam
[ﬂ = @ @l @ & Show text on right
Inventary Scheduled Tasks Ewents Admin Maps
Shiow text only
« 2 |mulp B & B

@ Don't show bexk

Figure 4-2. Navigation bar shortcuts

To view the Inventory button options

Click the arrow on the Inventory navigation bar button to refer to the inventory group
options. Choose View > Inventory > Hosts and Clusters (or Virtual Machines and
Templates, Networks, or Datastores.

Refer to “Managing the VI Client Inventory” on page 91 for information on the
differences between the Inventory button views.

B Inventory button — A view of all the monitored objects in VirtualCenter.
Monitored objects include datacenters, resource pools, clusters, networks,
datastores, templates, hosts, and virtual machines.

The Inventory button displays an inventory panel and an information panel. The
information panel contains several tabs. The set of tabs that is displayed varies
depending upon the inventory object selected in the inventory panel.

There are four different Inventory button views:

B Hosts and Clusters — displays the inventory hierarchy of all inventory objects
except templates, networks, and datastores.

B Virtual Machines and Templates — displays the list of virtual machines and
templates.

®  Networks - displays the list of networks.

®  Datastores — displays the list of datastores.
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All four of the Inventory options are divided into two subpanels, the inventory
panel and the information panel. This Inventory option displays all the objects
contained within VirtualCenter, such as folders, datacenters, hosts, clusters,
resource pools and virtual machines. When connected to an ESX Server the
inventory option displays all the objects contained within the ESX Server, such as
host, resource pools, and virtual machines. Through selecting objects in either of
the two subpanels, you perform and specify actions.

There are four different inventory views. Each relates to some of the eight different
inventory objects: hosts, clusters, folders, datacenters, virtual machines and
templates, resource pools, networks, and datastores.

All four views have the (single) root node, allow any folders below the root node
(that can only contain other folders and datacenters) and datacenters. Below
datacenters the hierarchy is split up into networks, datastores, virtual machine and
templates, and hosts, clusters, and resource pools.

B Scheduled Tasks button — A list of activities and a means to schedule those
activities. This is available through VirtualCenter Server only.

The Scheduled Tasks and Events buttons, available only when connected to a
VirtualCenter Server, display a single information panel.

m  Events button - A list of all the events that occur in the VirtualCenter environment.
Use the Navigation option to display all the events. Use an object-specific panel to
display only the events relative to that object.

B Admin button - A list of environment-level configuration options. The Admin
option provides configuration access to Roles, Sessions, Licenses, Diagnostics, and
System Logs. When connected to an ESX Server only, the Roles option appears.

The Admin button displays a set of tabbed information panels. Selected
configuration options are available through these tabs.

B Maps button — A visual representation of the status and structure of the Virtual
Infrastructure environment. This includes hosts, networks, virtual machines, and
datastores. This is available through VirtualCenter Server only.

The Maps button, available only when connected to a VirtualCenter Server,
displays an inventory panel and a topology panel.

To change the look of the navigation bar

Right-click the navigation bar and choose the appropriate option.
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Inventory View Tabs

You can access the general display of data and activity through the information panel
of the VI Client window. The information panel is the visual center of your monitoring
activities. Through the information panel, you can view status, resource usage, and
performance information about your hosts, virtual machines, and datacenters. In the
information panel, you can also view scheduled tasks, available templates, and a list of
events.

When the VI Client is connected to a VirtualCenter Server a Maps option is also
available. Refer to “Monitoring Your Vmware Infrastructure Environment” on
page 269 for information on the Maps feature.

When an object is removed from the inventory, its log and event history remains until
purged through the aging processes. Data is kept for a specified window of time. As the
time window shifts, older data is purged.

B Admin tabs — A subset of the Admin button. The Admin tabs are a set of panels
that display configuration-oriented information pertaining to the serve that the VI
Client is connected to. The tab options are Roles and System Logs. When the VI
Client is connected to a VirtualCenter Server, a Sessions and Licenses tab is also
available.

B Inventory tabs — A subset of the Inventory button. The Inventory tabs are a set of
panels that display task-oriented information pertaining to the selected inventory
object. Each inventory object has its own set of tabs. The tab options are: Summary,
Datacenters, Virtual Machines, Hosts, Migrations, Resource Allocation,
Performance, Configuration, Tasks &Events, Alarms, Console, Permissions, and
Maps.

When you click the Inventory button in the navigation bar, an information panel
appears on the right side of the screen. When you select an object (host, virtual
machine, folder, datacenter, cluster, resource pool) from the inventory panel, the
information panel displays tabs corresponding to the selected object. This data
remains until you click another Inventory button.

NOTE You can use either the navigation bar or the information panel tabs to view events
information.
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Table 4-8 lists the available panels and their source mapping.

Table 4-8. Inventory View Tabs

ESX Server or
VirtualCenter Button, Tab, or
Panel Name Server Toggle Description
Admin both navigation bar Lists selected configuration options and
button information.
Alarms VirtualCenter inventory panel Lists the configured alarms for the
tab selected object.
Alarms VirtualCenter toggle button Lists the triggered alarms for the selected
object.
Configuration both inventory panel Provides access to configuring the
tab selected host.
Console both inventory panel Displays a remote console to interact
tab directly with the virtual machine.
Through the remote console you can take
selected actions upon the virtual machine.
Datacenters VirtualCenter inventory panel Lists the datacenters organized under the
tab selected folder.
Datastores Virtual Center navigation bar Provides access for managing datastores.
button: Datastores
Events ESX Server inventory panel Lists the event messages that report on the
tab status of the selected object.
Hosts both inventory panel Lists the hosts assigned to the selected
tab inventory object.
Inventory both navigation bar Provides access for managing all the
button: Hosts & inventory objects.
Clusters
Licenses VirtualCenter admin panel tab Lists the licenses configured in the license
server.
Maps VirtualCenter navigation bar Displays relationships between the
button selected inventory objects.
Migrations VirtualCenter inventory panel Lists the migrations suggested or
tab completed for the selected cluster.
Networks Virtual Center navigation bar Provides access for managing networks.

button: Networks
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ESX Server or
VirtualCenter Button, Tab, or
Panel Name Server Toggle Description
Performance both inventory panel Displays the performance charts for the
tab selected host or virtual machine resources.
The charts for datacenters and hosts
display combined charts that show the
usage of each resource.
Permissions both inventory panel Lists the users and groups that have
tab permissions on the selected object and at
what level the permission was assigned.
Resource VirtualCenter inventory panel Lists the distribution of the selected host’s
Allocation tab resources: CPU, memory.
Roles both admin panel tab Provides access for configuring user roles.
Scheduled Tasks  VirtualCenter navigation bar Provides access for creating and
button managing scheduled tasks.
Sessions VirtualCenter admin panel tab Lists the VI Client sessions connected to
the VirtualCenter Server.
Summary both inventory panel Displays a collection of data for the
tab selected object.
System Logs both admin panel tab Lists selected log files for the servers.
Tasks VirtualCenter toggle button Lists the recent tasks for the selected
object.
Tasks & Events VirtualCenter inventory panel Lists the tasks completed and the event

tab

messages that report on the status of the
selected object.

Templates Virtual Center navigation bar Provides access for managing templates.
button: Virtual
Machines &
Templates
Virtual both inventory panel Lists the virtual machines assigned to the
Machines tab selected datacenter or host and group. To
access, click the Virtual Machines tab and
the virtual machines in the group are
displayed.
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Toolbar

The toolbar provides buttons for the most commonly used actions.

To view or hide a toolbar

Choose View > Toolbars.
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Different toolbar buttons are displayed depending on the navigation task and
inventory object selected. Some toolbar options might be dimmed depending on the
object selected.

To change the look of the toolbar

Right-click the toolbar and choose the appropriate option.
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Status Bar, Recent Tasks, and Triggered Alarms

The status bar appears at the bottom of the window. It contains icons to view triggered
alarms or recent tasks. The Tasks button displays any currently running or recently
completed active tasks. Included is a progress bar indicating the percentage complete
of each task. The recent tasks and the triggered alarm panels display across the bottom
of the VI Client window.

To hide or view the status bar

Choose View > Status bar.

To hide or view recent tasks or triggered alarms

Click the Tasks or Alarms icons in the status bar.

Triggered Alarms *
Obiject | Status | Mame | Triggered
vy 169, eng. vmware. cam [a]=]e] g? Mew Alarm 2/10{2006 4:37:04 PM
wCy 174, eng. vmware. com [@]=]e] g? Mews Alarm 2/10{2006 4:35:22 PM
7 Tasks @ Alarms | v
Recent T asks *®
Marme | Target | Skatus | Reason | =
Power On Virkual Machine Gh winkermuteZ_wi... 0% (1 roob 111212006 614
Power OFF Yirtual Machine G wintermutez_wi... & Completed rook 111212006 6:4:
< |
[¥% Tasks | Vi

Panel Sections

In the body of the VI Client page is a panel section. In most views, there is a right and
a left panel: the inventory panel and the information panel. These panels can be resized.

B Inventory panel — Displays a hierarchical list of Virtual Infrastructure objects
when the Inventory or Maps button is selected from the navigation bar.

®  Information panels — Display lists and charts. Depending on the navigation
button or Inventory button item selected, the information panel is divided into
tabbed elements.

To select an object

Single-click the appropriate object in either the inventory panel or on the information
panel.
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To close or open a panel
Click the arrow in the panel menu bar.

When the panel is hidden, the panel menu bar is a strip along the side of the VI Client
window.

To resize a panel
Click a resizing panel side and drag it to an appropriate size.

Your choices for the panels are persistent across VI Client sessions. If you run multiple
VI Client sessions using different user names, the settings from the last session to quit
determine the values for the next VI Client session.

Sorting and Filtering Lists

54

Sort any list in the VI Client by clicking the column label heading. A triangle in the
column head shows the sort order as ascending or descending.

You can also filter a list, sorting and including only selected items. A filter is sorted by
a keyword. Choose the columns you want to include in the search for the keyword.

To sort a list

Click a column heading to sort the list by entries in that column. The current selection
does not change.

To change between ascending and descending order

Click the triangle in the column heading.

To choose items in a list

Click an individual item. Press Shift-click or Ctrl-click to choose multiple items. All
lists can be sorted.

To view or remove columns in a list

Right-click the column header and choose the column name from the list.

To filter the list view

1  Click the arrow to view a list of attributes from which to choose. Type text directly
into the filtering field to specify search criteria.

The Filter field does not support boolean expressions or special characters and is
not case sensitive.
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2 Click OK to display only those virtual machines that match the criteria. Click Clear
to change the filter.

NOTE There is a one-second interval between keystrokes. If you type in the text and wait for
one second, the search starts automatically. You don’t have to click OK or Enter.

The list is updated based on whether filtering is on or off. For example, if you are in the
Virtual Machines tab, you have filtered the list, and the filtered text is “powered on”,
you only refer to a list of virtual machines whose state is set to powered on. If the state
of any of these virtual machines changes to something else, they are removed from the
list. New virtual machines that are added are also being filtered. Filtering is persistent
for the user session.

To remove a filter
Click Clear, or delete the entry in of the filtering field and click OK.
The VI Client displays the full list of available items.

To choose columns to search for the filtering keyword
Right-click in the contains field, and select or deselect the appropriate column names.

Filtering is inclusive, not exclusive. If the keyword is found in any of the selected
columns, the line item is included in the list.

To export a list

1  Select the list to export.

2 Choose File > Export > Export List.

3 Type a file name, select a file type in the dialog box, and click Save.

A file is stored in the specified file name, file type, and location.

Using Custom Attributes

Attributes are the resources that are monitored and managed for all the managed hosts
and virtual machines in your Virtual Infrastructure environment. Attributes’ status and
states appear on the various inventory panels.

Custom attributes can be used to associate user-specific meta-information with virtual
machines and managed hosts. After you create the attributes, set the value for the
attribute on each virtual machine or managed host, as appropriate. This value is stored
with VirtualCenter and not with the virtual machine or managed host. Then use the
new attribute to filter information about your virtual machines and managed hosts. If
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you no longer need the custom attribute, remove it. A custom attribute is always a
string.

For example, suppose you have a set of products and you want to sort them by sales
representative. Create a custom attribute for sales person name, Name. Add the custom
attribute, Name, column to one of the list views. Add the appropriate name to each
product entry. Click the column title Name to sort alphabetically.

The custom attributes feature is available only when connected to a VirtualCenter
Server.

To add a custom attribute
1  Choose Administration > Custom Attributes.
This option is not available when connected only to an ESX Server.

2 Add a custom attribute and click Add.

Custom Attributes B3
Mame

Mew Attribute

Add I
Remove |

Cloze |

The attribute is added to the list of virtual machine characteristics.

3 To change the attribute name, click in the Name field and type the name you want
to assign to the attribute.

4 Enter the values for the custom attribute.

Hosts Clusters

Datacenters  Vitual Machines JEBEU Tasks & Ewents ' Alarm: ' Pemissions Maps
Mame, or State contains. = Clear
Marme: | State | status | % CPU | % Memory |[Memory...|CPUL.|NIC... | Dept Reference | Uptime
[E testservertengam.. Comnected (00 10 0 204775 2 2 Accounting
| (5 wintermuteD.eng.v..  Discannect... QOO EX 0 2579,00 2 HEales |

a  Select the object (one level up the hierarchy) that contains the objects to which
you want to apply the attribute.
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For example, if you want to enter attribute values for managed hosts, select the
datacenter and the Hosts tab for a list of hosts.

b For each managed host or virtual machine, click the new attribute’s column.
In the information panel, the new attribute is added to the header.

¢ Type the attribute value that is appropriate for each managed host or virtual
machine.

Selecting and Viewing Objects

This section describes common Windows procedures that affect the Virtual
Infrastructure Client. Navigation topics are discussed in the following sections:

B “Selecting Objects” on page 57
B “Monitoring Objects” on page 58

®  “Performing Actions on Objects” on page 59

Selecting Objects

VirtualCenter objects are datacenters, networks, datastores, resource pools, clusters,
hosts, and virtual machines. Selecting an object does the following;:

®  Allows you to view the status of the object.

B Enables the menus so you can choose actions to take on the object.

To select an object

1  Click the appropriate navigation bar option such as Inventory, Scheduled Tasks,
Events, Admin, or Maps.

2 If you select Inventory, browse through the hierarchy in the inventory panel until
you see the icon for an object. Click it.

When an object is selected, the object label in the inventory panel backfills and the
information panel updates its display to reflect the data for the selected object.

To view an object menu

Select the appropriate object and choose the appropriate action from the menu bar.
Alternatively, right-click the object.

A pop-up menu with the object’s available actions appears.

For each type of object, such as datacenter, host, or virtual machine, a corresponding set
of tabs appears in the information panel. For example:
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®m  If you select a managed host in the inventory panel while connected to
VirtualCenter, the information panel displays Summary, Virtual Machines,
Resource Allocation, Performance, Configuration, Tasks & Events, Alarms,
Permissions, and Maps tabs.

®  Ifyou select the inventory panel while connected to an ESX Server, the information
panel displays Summary, Virtual Machines, Resource Allocation, Performance,
Configuration, Users & Groups, System Logs, Events and Permissions tabs.

®m  Ifyou select a datacenter, the information panel displays Virtual Machines, Hosts,
Tasks & Events, Alarms, Permissions, and Maps tabs.

The inventory panel and information panel share a single selection list. Selecting an
object in one panel deselects any other object in the other panel.

Menu actions, from either the menu bar or a pop-up menu, apply to the currently
selected object. If no object is selected, no menu actions are available. A pop-up menu
can appear only for a selected object. Refer to “Pop-Up Menus” on page 45 for
additional information on the pop-up menu options.

To change the name of an object

Select an item and press F2 or click the text of the selected item. Type the new name.

Monitoring Objects

VI Client monitors VirtualCenter or ESX Server activities. For a host to be monitored by
VirtualCenter, it must be registered with the VirtualCenter Server. Refer to “Adding a
Host” on page 101 for information on adding objects to your VirtualCenter Server. If an
ESX Server host is not registered with a VirtualCenter Server, you can connect to the
ESX Server directly, also using the VI Client.

To check the status of an object
1  Start the VI Client.
2 Click the appropriate button in the navigation bar.

m  If you click the Inventory or Maps button, drill through the inventory panel
lists to view individual objects such as hosts, datacenters, and virtual
machines.

m  If you click the Scheduled Tasks, Events, or Admin button, the information
panel displays the scheduled tasks, events, or administrative wizard
appropriate to the choice.

3 Click the object to view it.
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When you select an object, the object label in the inventory panel is shown in blue
and the information panel updates its display to reflect the object’s data.

Click the appropriate tab in the information panel.

The data corresponding to the object and tab selected is shown. Click through the
tabs to view the information about the object, as needed.

Performing Actions on Objects

This section describes only the basic process for performing tasks in the Virtual

Infrastructure Client. This section does not describe specific settings and conditions.

Refer to the chapter or book specific to the task you want to perform for additional
information.

To view an object, you must have the necessary permission assigned for that object. The

type of action you can take on an object depends upon the specific privileges assigned

to your username and group.

There are three methods for taking actions upon objects in VirtualCenter:

Selecting the action from the menu bar at the top of the VirtualCenter window.
Refer to “Menu Bar” on page 43.

Selecting the action from the object’s pop-up menu or button. The procedure listed
below describes how to choose the action from the object menu or button.

Scheduling the action through the Scheduled Tasks panel. Refer to “Managing
Scheduled Tasks” on page 293 to information on scheduling tasks.

To perform an action on a Virtual Infrastructure object

1
2
3

VMware, Inc.

Start the Virtual Infrastructure Client.
Connect to the appropriate server.

To select an object you want to view or upon which you want to perform an action,
select the appropriate inventory view, browse through the hierarchy in the
inventory panel until you see its icon, and click it.

An object can be selected in the inventory panel or the information panel.
If the object is not in the view:
®m  Verify you are logged on to the correct server.

B Add the host to VirtualCenter control, if needed. Refer to “Managing Hosts in
VirtualCenter” on page 99 for information.

Once an object is selected:
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m  Choose a menu item from the main menu.
B Right-click the object and choose from the pop-up menu.
5 Follow the prompts.

Depending on the action you selected, either the view in the information panel changes
or a wizard prompts you for information to complete the transaction.
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This chapter includes basic system configuration information, such as how to access
and configure log files, configure firewalls, and set up SNMP. Some topics have
extensive information discussed in separate chapters or books. Where this occurs,
references are provided.

Some of the topics in this chapter are typically one-time configuration tasks, though
certainly the settings can be altered when needed.

This chapter contains the following topics:

®  “Host Configuration for ESX Server and VirtualCenter” on page 61
m  “VirtualCenter Configuration” on page 66

B “Configuring VirtualCenter Communication” on page 68

B “Virtual Machine Configuration” on page 71

®  “Working with Active Sessions” on page 73

®  “SNMP Configuration” on page 74

®  “System Log Files” on page 81

Host Configuration for ESX Server and VirtualCenter

ESX Server hosts are configured and managed through the Virtual Infrastructure
Client. Some host-related configuration is specific to VirtualCenter. Other host
configuration applies to standalone hosts as well as VirtualCenter registered host
scenarios.
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The Server Configuration Guide describes the tasks you must complete to configure ESX
Server host networking, storage, and security. In addition, it provides overviews,
recommendations, and conceptual discussions to help you understand these tasks. It
explains how to deploy an ESX Server host to meet your needs. Before using the
information in the Server Configuration Guide, read the Introduction to Virtual
Infrastructure for an overview of system architecture and the physical and virtual
devices that make up a Virtual Infrastructure system.

This section summarizes the host configuration options and the contents of the Server
Configuration Guide so that you can find the information you need.

Configuring a Host

Select a host and the Configuration tab for the host. The configuration tab displays all
of the configuration options available.

Hardware Tab

The hardware tab displays the following configuration options:

B Processors — Displays the host’s processor information such as type, speed,
manufacturer. The properties dialog box allows you to enable or disable
Hyperthreading.

B Memory — Displays the host’s memory configuration, including total memory
available, amounts for the host’s system, amounts for the virtual machines, and
amounts for the ESX Server Service Console. The properties dialog box allows you
to set the amount dedicated to the ESX Server Service Console.

m  Storage (SCSI, SAN, NFS) - Displays the storage volumes configured for the host
and details about each storage device. This includes volume labels, file system
type, block size, extents, and capacity. The Refresh, Remove, Add Storage, and
Properties dialog boxes allow you to change volume properties, add extents,
manage paths, add disk or LUN datastores, and add network file system (NFS)
datastores.

®  Networking — Displays current networks attached to the host. The Refresh, Add
Networking, Remove, and Properties dialog boxes allow you to configure ports
and network adapters, and define connection types to the host’s virtual machine,
VMkernel, and service console.

B Storage Adapters — Displays storage adapter configuration, such as device type,
SAN identification, LUN identification, path, and capacity. The Rescan, Hide
LUNSs, and Properties dialog boxes allow you to scan for new storage devices or
VMFS volumes, hide the LUN information for each selected storage adapter, and
view VMotion configuration status.
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Network Adapters — Displays network adapter information, including device
type, speed, vSwitch, and network identification.

Software Tab

The software tab displays the following configuration options:

Licensed Feature — Displays the current status of licensing in your Virtual
Infrastructure environment. This includes license sources, license server, or license
file; license type; and add-on licensing, such as VMotion or HA. The Edit dialog
boxes allow you to specify license source, license types, and licensing for
additional features.

DNS and Routing — Displays DNS and routing information. This includes host
name and domain, DNS servers connected to the host, search domains, and default
gateways. The Properties dialog box allows you to specify these identification
items.

Virtual Machine Startup/Shutdown - Displays a list of virtual machines on the
host and their startup or shutdown status. The Properties dialog box allows you to
configure when to power on and power off each resident virtual machine. Options
include starting or stopping at selected times relative to the host powering off or
powering on.

Security Profile — Displays the firewall information for incoming and outgoing
connections. The Properties dialog box allows you to define remote access
conditions. This includes Shell type, SNMP, and several associated clients, servers,
and agent incoming and outgoing communication ports and protocols.

System Resource Allocation — Displays the host’s resource allocation settings. This
includes memory and CPU usage. The Edit dialog boxes allow you to configure
amounts of CPU shares and memory shares are reserved for host use. The
Simple/Advanced toggled dialog box allows you to configure the host’s resource
pools CPU and memory reserved shares for selected host functions.

Refer to the Resource Management Guide for complete information on configuring
and using your virtual machine resources.

Advanced Settings — Displays a list of settings that VMware recommends you use
only when directed to by VMware technical support.

NOTE Refer to the Server Configuration Guide for configuration information on configuring
networking, storage, and security.
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Viewing Network Configuration Information

The ESX Server networking chapters provide you with a conceptual understanding of
physical and virtual network concepts, a description of the basic tasks you must
complete to configure your ESX Server host’s network connections, and a discussion of
advanced networking topics and tasks. The networking section contains the following
chapters:

®  Networking — Introduces you to network concepts and guides you through the
most common tasks you must complete when setting up the network for the ESX
Server host.

B Advanced Networking — Covers advanced networking tasks such as setting up
MAC addresses, editing virtual switches and ports, and DNS routing. In addition,
it provides tips on making your network configuration more efficient.

®  Networking Scenarios and Troubleshooting — Describes common networking
configuration and troubleshooting scenarios.

Viewing Storage Configuration Information

The ESX Server storage chapters provide you with a basic understanding of storage, a
description of the basic tasks you perform to configure and manage your ESX Server
host’s storage, and a discussion of how to set up raw device mapping. The storage
section contains the following chapters:

®  Introduction to Storage — Introduces you to the types of storage you can configure
for the ESX Server host.

®  Configuring Storage — Explains how to configure local SCSI storage, Fibre
Channel storage, and iSCSI storage. It also addresses VMFS storage and
network-attached storage.

B Managing Storage — Explains how to manage existing datastores and the file
systems that comprise datastores.

®  Raw Device Mapping - Discusses raw device mapping, how to configure this type
of storage, and how to manage raw device mappings by setting up multipathing,
failover, and so forth.

Viewing Security Configuration Information

The ESX Server security chapters discuss safeguards VMware has built into ESX Server
and measures you can take to protect your ESX Server host from security threats. These
measures include using firewalls, leveraging the security features of virtual switches,

and setting up user authentication and permissions. The security section contains the

following chapters:
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B Security for ESX Server Systems — Introduces you to the ESX Server features that
help you ensure a secure environment for your data and gives you an overview of
system design as it relates to security.

B Securing an ESX Server Configuration — Explains how to configure firewall ports
for ESX Server hosts and VMware VirtualCenter, how to use virtual switches and
VLAN:Ss to ensure network isolation for virtual machines, and how to secure iSCSI
storage.

B Authentication and User Management — Discusses how to set up users, groups,
permissions, and roles to control access to ESX Server hosts and VirtualCenter. It
also discusses encryption and delegate users.

B Service Console Security — Discusses the security features built into the service
console and shows you how to configure these features.

B Security Deployments and Recommendations — Provides some sample
deployments to give you an idea of the issues you must consider when setting up
your own ESX Server deployment. This chapter also tells you about actions you
can take to further secure virtual machines.

Viewing ESX Server Command Information

The Server Configuration Guide includes appendixes that provide specialized
information you might find useful when configuring an ESX Server host:

®  ESX Server Technical Support Commands — Covers the ESX Server configuration
commands that can be issued through a command line shell such as SSH. While
these commands are available for your use, you should not consider them an API
upon which you can build scripts. These commands are subject to change and
VMware does not support applications and scripts that rely on ESX Server
configuration commands. This appendix provides you with VMware Virtual
Infrastructure Client equivalents for these commands.

B Using vmkfstools — Covers the vmkfstools utility, which you can use to perform
management and migration tasks for iSCSI disks.
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VirtualCenter Configuration

Sets of properties and settings dialog boxes make adjustments to the corresponding
VirtualCenter environment.

66

To view the VMware VirtualCenter Configuration

Select Administration > Server Settings.

Changes to this setting apply to the current VirtualCenter Server only. If you log out
and log on to another VirtualCenter Server, the settings are specific to that
VirtualCenter Server.

The dialog box tabs display and allow you to configure:

License Server — Specify the license server and whether a host license server is
superseded when the host is added to the VirtualCenter inventory.

Refer to the Installation and Upgrade Guide.

Statistics — Specify the collection intervals, statistics collection thread limit, and
statistics collection level. Specifies the number of threads used for collecting
performance statistics from managed hosts.

Specifies the level of detail for performance statistics collection. Legal values are
minimal, typical, and full. The default is full.

Specifies how often, in seconds, VirtualCenter checks if any scheduled tasks are
ready to be executed or alarms should be triggered. The default is 5 seconds.

Verifies that all users and groups known to VirtualCenter currently exist in
Windows. For example, if user Smith is assigned permissions and in the domain
the user’s name is subsequently changed to Smith2, VirtualCenter concludes that
Smith no longer exists and removes permissions for that user.

Refer to “Setting the Statistics Collection Intervals” on page 274.

Runtime Settings — View the unique runtime settings for the VirtualCenter
installation. This includes the VirtualCenter unique ID number and the
VirtualCenter TCP/IP port number.

Generates unique MAC addresses and UUIDs for virtual machines. In some cases,
it is possible to have more than one VirtualCenter running in the same company.
Each of these VirtualCenter Servers must have its own unique identification. By
default, an ID value is generated randomly. However, this value is editable. The
only requirement is that it be a unique number from 0 to 63.

Specifies the port through which a VirtualCenter client sends data to the
VirtualCenter Server.
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Refer to “Configuring VirtualCenter Communication” on page 68.

Active Directory — Specify the active directory timeout, maximum number of users
and groups to display in the Add Permissions dialog box, and the frequency for
performing a synchronization and validation of VirtualCenter’s known users and
groups.

Specifies the maximum number of users and groups the VirtualCenter stores from
the selected domain. To specify no maximum limit, enter zero (0).

Specifies, in seconds, the maximum time VirtualCenter allows the search to run on
the selected domain. Searching very large domains can take a very long time. This
value must be greater than zero (0).

Refer to Chapter 15, “Managing Users, Groups, Permissions, and Roles,” on
page 247.

Mail - Specify the SMTP server and mail account.

Refer to “Managing Events” on page 303.

SNMP - Specify the SNMP receiver URLs, ports, and community strings.
Refer to “SNMP Configuration” on page 74.

Web Service — Specify the HTTP and HTTPS ports for the Web Service to use.
Refer to “Configuring VirtualCenter Communication” on page 68.

Timeout Settings — Specify the VI Client connection timeout values for normal
operations and long operations. Timeout normal specifies how long, in seconds,
the VirtualCenter client waits for a response from the VirtualCenter Server before
timing out. The default is 30 seconds. Timeout long specifies how long, in seconds,
the VirtualCenter client waits for a response from the VirtualCenter Server for long
operations. The default is 120 seconds.

Refer to “Starting the VI Client and Logging On” on page 35.

Logging Options — Specify the degree of detail and extent of logs collected during
normal VirtualCenter operations. Specifies verbose logging when set to 1. Used for
advanced debugging and troubleshooting. Use this field only when directed by
VMware technical support.

Refer to “System Log Files” on page 81.

Database — Specify the password required to access the VirtualCenter database
and the maximum number of database connections to be created.

Refer to “Using MIBs with Your SNMP Traps” on page 74.
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Configuring VirtualCenter Communication

The VirtualCenter Server and ESX Server receives data transmissions from the VI Client

on port 902. Ensure this is properly configured prior to connecting your VI Client to

your VirtualCenter Server or ESX Server.

NOTE

The procedures described here are not available for communication with an ESX Server.

ESX Server only uses port 902. You cannot change the port number ESX Server uses to

communicate with either a VI Client or the VirtualCenter Server. Refer to the Server

Configuration Guide for complete information on security, communication, and port

configuration with an ESX Server directly.
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If a firewall is preventing the VI Client from connecting to the VirtualCenter Server, you

have three options for correcting this:

Reconfigure your firewall to allow the VI Client to communicate through port 902
on the VirtualCenter Server or ESX Server. Refer to the instructions for your
firewall.

Use some port other than 902 (and if necessary, configure your firewall to open this
other port). The VI Client and the VirtualCenter Server must both be configured to
use the same port.

Refer to “Configuring the Port That VirtualCenter Server Uses” on page 69 for
information on changing this port number in your VirtualCenter Server.

If neither of the preceding options is possible and your firewall allows Web traffic
to pass to the server, you can connect the VI Client to the VirtualCenter Server
using a standard Web connection.

CAUTION If you use this option to open a communication channel between your
VirtualCenter Server and VI Client, the VirtualCenter console does not
work.

Refer to “Configuring VirtualCenter Communication over a Web Connection” on
page 69 for information on setting up the Web site port.
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Configuring the Port That VirtualCenter Server Uses

There is a default port number assigned, 902. This procedure applies only to
communication between a VI Client and a VirtualCenter Server. Do not use this to
attempt to change the port number for communication between a VI Client and an ESX
Server.

NoOTE Changing the port number is a very rare operation.

To change the default port number

1  Start the VI Client and log on to the VirtualCenter Server.
Refer to “Using the VI Client” on page 41.

2 Choose Administration > Server Settings.

3 Click the Runtime Settings option.

4  Enter the port number your VI Client is using to communicate with the
VirtualCenter Server. Click the Finish option. Click the Finish button.

The port must be less than 64000.
5 To accept the changes, restart the VirtualCenter Server.

Refer to “VirtualCenter Server” on page 33.

Configuring VirtualCenter Communication over a Web
Connection

One alternative to connecting the VirtualCenter Server and VI Client on opposite sides
of a firewall is through a standard Web connection.

W CAUTION If you use this option to open a communication channel between your
VirtualCenter Server and VI Client, the VirtualCenter console does not
work.

To enable your VI Client to connect with the VirtualCenter Server across a firewall
using a Web tunnel, change the Web site port address on your VirtualCenter Server.

To open a Web port between the VirtualCenter Server and the VI Client using IS
1 On the VirtualCenter Server, install Internet Information Services (IIS) Manager.

Typically, this is installed by default with the Microsoft Windows operating
system.
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Enable IIS.

For example, choose Start > Control Panel > Administrative Tools > Internet
Services Manager. Select Internet Information Services.

From the IIS manager, open the Windows dialog box.

Expand the <server_name>. Right-click on Default Web Site. Choose Properties >
Web Site tab.

Set the port value for the VirtualCenter service.

In the Web Site Description block, enter the value of the TCP Port or, if allowed, the
SSL port.

A value of 80 is the default nonsecure TCP Web site port. A value of 443 is the
default secure SSL. Web site port.

Set the dll directory.
a If needed, create the directory:
C:\1inetpub\wwwroot\vpx\
b Set the permissions for this directory to allow execution.
¢  Copy the file VmdbHttpProxy.dll to this directory.
The file is in \ Program Files\ VMware\ VMware VirtualCenter.
Verify that the change has been applied.
Stop and restart the default Web site.
Each time you update the VirtualCenter version, repeat this process.

When you start the VI Client, enter the VirtualCenter Server Web site address as
listed in the Server field.

If you are using the secure Web port or any other nondefault port, use the full
name: http:<server name>:<port>.

For example, http:vcserver:443.

If you are using the default nonsecure Web site port, any of the following
combinations work: http:<server name>, <server name>80, or http:<server
name>: 80.

VMware, Inc.



Chapter 5 System Configuration

Virtual Machine Configuration

Sets of properties and settings dialog boxes make adjustments to the corresponding
virtual machine element.

To view the resources of a virtual machine

Select a virtual machine. Click the Summary tab. Refer to the Resources section of the
Summary tab.

Listed are the current CPU and memory usage, in addition to the datastores and
networks associated with the selected virtual machine.

Refer to the Resource Management Guide for complete information on configuring and
using your virtual machine resources.

To view the virtual machines on a host
Select a host. Click the Virtual Machines tab.

This is a list of all the virtual machines running on the selected managed host and the
percentage of resources allocated to the virtual machine.

To view the configuration of a virtual machine

Refer to the chapters in “Virtual Machine Management” on page 111 for complete
information about creating virtual machines and editing the configuration of virtual
machines.

Select a virtual machine and choose Edit Settings.

This displays the Virtual Machine Properties dialog box. From this dialog box you can
edit the following virtual machine configuration items:

®  Hardware — Adds or removes the hardware elements to your virtual machine:

Memory

CPU

Floppy drive
CD/DVD drive
Network adapter
SCSI controller
Hard disk

Serial port

Parallel port

Ethernet adapter
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SCSI device

Options — Lists some general virtual machine settings, actions to take during a
power state change, and actions taken for debugging during a process.

General - Contains virtual machine name, virtual machine configuration file
path and name, virtual machine working location, guest operating system,
and version of the guest operating system installed.

VMware Tools — Contains power control settings for the virtual machine’s
toolbar power icons and a run scripts option specifying if and when to run a
VMware Tools script.

Power Management — Allows you to specify the virtual machine’s response
when the guest operating system is on standby.

Advanced - Contains settings for logging, masking the CPU and mask usage,
and additional configuration parameters, which are used only when indicated
by VMware technical support.

Resources — Modifies the resource shares on the managed host of a virtual
machine.

CPU - Allows you to specify the CPU resource allocation shares, reservation,
and limit for the selected virtual machine.

Memory — Allows you to specify the memory resource allocation shares,
reservation, and limit for the selected virtual machine.

Disk — Allows you to specify the disk resource allocation shares and shares
value for the selected virtual machine.

Advanced CPU - Allows you to specify the hyperthreading and scheduling
affinity for the CPU running the selected virtual machine.
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Working with Active Sessions

When your VI Client is connected to a VirtualCenter Server, you can view the list of
users logged on to the server. This is not available when your VI Client is connected to
an ESX Server host.

To view the users that are currently logged on to a VirtualCenter Server

From the VI Client connected to a VirtualCenter Server, click the Admin button in the
navigation bar. Then click the Sessions tab.

|J-_T,J 10.17.86.106 - ¥Mware ¥irtualCenter

File Edit WYiew Inventory Administration Help

& . Vil g = & 9

Inventary Scheduled Tasks Ewents Admin Maps Feedback

o
A

Sessions

Active Sessions: 4 Message of ;I hange
Idle Sessions: 0 the day: | = _I
Maote: Clicking chanae will broadeast the message to all loaged-n users

User Mame | Full Mame | Cnline Time | Status |
Adminiztrator 2/1/2006 2714:40PM  Active
Adminiztrator 1/30/2006 1:08:32 P Active
Adminiztrator 2/2/200611:43:308M  This Session
Adminiztrator 2/2/2006 1:0231PM Active

Z Tasks @ Alams | &

To terminate an active session

1  From the VI Client connected to a VirtualCenter Server, click the Admin button in
the navigation bar. Then click the Sessions tab.

2 Right-click the session to close. Choose Terminate.

3 To confirm the termination, click OK.

To send a message to all users logged on to an active session

1  From the VI Client connected to a VirtualCenter Server, click the Admin button in
the navigation bar. Then click the Sessions tab.

2 Type into the Message of the day field.
3 Click the Change button.
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The text is sent as a notice message to all active session users and to new users
when they log in.

SNMP Configuration

The SNMP agent controls a database called the SNMP Management Information Base
(MIB), a standard set of statistical and control values.

74

The following sections discuss SNMP configuration:

“Using MIBs with Your SNMP Traps” on page 74

“Understanding SNMP Trap and Variable Definitions” on page 75

“Using SNMP to Monitor the Computer Running ESX Server” on page 77
“Setting Up ESX Server SNMP” on page 79

“Configuring SNMP Trap Destinations” on page 80

“Configuring SNMP Management Client Software” on page 80
“Configuring SNMP Security” on page 81

“Using SNMP with Guest Operating Systems” on page 81

Using MIBs with Your SNMP Traps

VirtualCenter allows you to configure SNMP version 1 traps for alarm notification of
events occurring in VirtualCenter. However, continue to use your ESX Server MIBs for
host-related alarms.

The traps defined here are sent typically to other management programs. These
management programs must know how to interpret the SNMP traps sent by
VirtualCenter.

To configure your management program to interpret VirtualCenter SNMP traps

1

Download the management information base (MIB) definitions:

® VMWARE-ROOT-MIB.mib
m  VMWARE-TRAPS-MIB.mib

The MIB definition files can be found at C:\Program Files\VMware\VMware
VirtualCenter\MIBS when the default installation directory is used.

Modify your management program to include and interpret the VMware MIBs.

Refer to your management program documentation for information on adding
MIB definitions to your program.
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A technical note describing the MIB definitions can be found at
www.vmware.com/pdf/vc_dbviews_11.pdf.

Understanding SNMP Trap and Variable Definitions

You can download two groups of SNMP MIB definitions. The SNMP trap tree for VI
Client is located at:

.iso.dod.org.internet.private.enterprise.vmware.vmwTraps.
(.1.3.6.1.4.1.6876.50.).

The SNMP trap type for VMware VirtualCenter is 201.
Table 5-1 lists the identification mapping for each VirtualCenter MIB group.
Table 5-1. Identification Mapping

Identification Map Label
1.3.6.1.4.1.6876.50.301  vpxdTrapType

1.3.6.1.4.1.6876.50.302  vpxdHostName

1.3.6.1.4.1.6876.50.303  vpxdVMName

1.3.6.1.4.1.6876.50.304  vpxdOldStatus

1.3.6.1.4.1.6876.50.305  vpxdNewStatus

1.3.6.1.4.1.6876.50.306 ~ vpxObjValue

The following tables describe the VMware SNMP MIB root and primary sub-trees.
Currently each sub-tree has its own MIB file. The tables list the variables used in the
SNMP Trap groups.

Table 5-2 lists the definition mapping from VMWARE-ROOT-MIB.mib.

Table 5-2. Definition Mapping

Label Identification Mapping
vmware enterprises 6876
vmwSystem vmware 1

vmw VirtMachines vmware 2
vmwResources vmware 3
vmwProductSpecific vmware 4

vmwTraps vmware 50
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Table 5-2. Definition Mapping

Label Identification Mapping
vmwOID vmware 60
vmwExperimental vmware 700

Table 5-3 lists the trap types from VMWARE-TRAPS-MIB.mib. The first five traps are
generated from the ESX Server, and the last one from the VirtualCenter Server.

Table 5-3. Trap Types

Trap Label Description Variables

vmPoweredOn  Sent when a virtual machine is vmlID, vimConfigFile
powered on from a suspended or a
powered off state.

vmPoweredOff ~ Sent when a virtual machine is vmlID, vimConfigFile
powered off.

vmHBLost Sent when a virtual machine detectsa ~ vmID, vmConfigFile
loss in guest heartbeat.

vmHBDetected Sent when a virtual machine detectsor ~ vmID, vmConfigFile
regains the guest heartbeat.

vmSuspended Sent when a virtual machine is vmlID, vimConfigFile
suspended.

vpxdTrap Sent when entity status changed. vpxdTrapType, vpxdHostName,

vpxdVMName, vpxdOldStatus,
vpxdNewsStatus, vpxdObjValue

Table 5-4 describes the variables and parameters used in the VMware Virtual
Infrastructure Client defined SNMP traps. All variables are read-only. The data type
field refers to the SNMP version 1 type described by the structure of management

information (SMI). And all variables and parameters are mandatory.

Table 5-4. Variables and Parameters

Variable Description Syntax

vmID The ID of the affected virtual machine generating the INTEGER
trap. If the virtual machine ID is non-existent, (such as for
a power-off trap) -1 is returned.

vmConfigFile The configuration file of the affected virtual machine DisplayString
generating the trap.

vpxdTrapType The trap type in the preceding traps. DisplayString

vpxdHostName  The name of the host in the preceding traps. DisplayString
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Table 5-4. Variables and Parameters
Variable Description Syntax

vpxdVMName The name of the virtual machine in the preceding traps.  DisplayString

vpxdOldStatus The old status in the preceding traps. DisplayString
vpxdNewStatus ~ The new status in the preceding traps. DisplayString
vpxdObjValue The current object value in the preceding traps. DisplayString

Using SNMP to Monitor the Computer Running ESX Server

ESX Server ships with an SNMP agent that allows you to monitor the health of the
physical machine where ESX Server is running and of virtual machines running on it.
This agent is based on Net-SNMP with enhancements to support data specific to ESX
Server. Background information on Net-SNMP is available at
net-snmp.sourceforge.net.

The ESX Server SNMP agent can be used with any management software that can load
and compile a management information base (MIB) in SMIv1 format and can
understand SNMPv1 trap messages.

The location of the VMware sub-tree in the SNMP hierarchy is:
.iso.org.dod.internet.private.enterprises.vmware (.1.3.6.1.4.1.6876).

You can choose to use SNMP with or without any ESX Server MIB items.

Information About the Physical Computer

SNMP get variables allow you to monitor a wide variety of items about the physical
computer and how virtual machines are using its resources. Some of the key types of
information available are:

®  Number of CPUs on the physical computer

B CPU resources on the physical computer being used by particular virtual machines
B Amount of RAM installed on the physical computer

B Physical memory used by the service console

B Physical memory used by particular virtual machines

B Physical memory that is not being used

®  Usage data for disks on the physical computer, including number of reads and
writes and amount of data read and written
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B Usage data on the physical computer’s network adapters, including packets sent
and received and kilobytes sent and received

B State of the VMkernel (loaded or not loaded)

NOTE

If the variable showing whether the VMkernel is loaded says no, any values reported
for any other variable should be regarded as invalid.
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Information About the Virtual Machines

SNMP get variables allow you to monitor a number of items about particular virtual
machines running on the computer. Some of the key types of information available are:

B Path to the virtual machine’s configuration file

B Guest operating system running on the virtual machine

B Amount of memory the virtual machine is configured to use

B State of the virtual machine’s power switch: on or off

B State of the guest operating system: on or off (running or not running)
®  Disk adapters seen by the virtual machine

B Network adapters seen by the virtual machine

®  Floppy disk drives seen by the virtual machine

B State of the floppy drive: connected or disconnected

B CD-ROM drives seen by the virtual machine

m  State of the CD-ROM drive: connected or disconnected

SNMP Traps

Five SNMP traps notify you of critical events in particular virtual machines. The
affected virtual machine is identified by ID number and configuration file path. The
traps notify you:

B When a virtual machine is powered on or resumed from a suspended state.

®  When a virtual machine is powered off.

®  When the virtual machine detects a loss of heartbeat in the guest operating system.
B When a virtual machine is suspended.

®  When the virtual machine detects that the guest operating system’s heartbeat has
started or resumed.
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NOTE VMware Tools must be installed in the guest operating system to support the traps that
detect loss and resumption of the guest’s heartbeat.

Setting Up ESX Server SNMP

ESX Server SNMP support is a module you can load into a daemon based on the
net-snmp package. It is compiled for version 5.0.9.2.30E.19 of that package. That
version of net-snmp is installed in the VMware service console by default.

Installing the ESX Server SNMP Module

The VMware-specific SNMP modules are automatically installed when you install
ESX Server. By default on a fresh install, ESX Server components are enabled in SNMP,
and VMware traps are always on.

Installing the ESX Server MIB Module

You must make manual changes after upgrading ESX Server because the MIB module
is not present in upgrades, only fresh installs. You might also have to make changes
after installing third-party management agents because the state of the configuration is
unknown.

Configuring the ESX Server Agent from the Service Console

The following procedures must be performed after installing or upgrading third-party
management applications.

To enable or disable ESX Server MIB

1 Log onto the service console as the root user.

2 Edit the /etc/snmp/snmpd.conf configuration file.

3 Add or remove the following line to enable or disable VMware MIB items:
dlmod SNMPESX /usr/lib/vmware/snmp/1ibSNMPESX.so

To start the SNMP agents automatically

You can set the SNMP daemon to start whenever ESX Server boots by logging on as the
root user on the service console and running the chkconfig command:

chkconfig snmpd on
To start the SNMP agents manually

If you must start the SNMP agent manually, log on as root in the service console and
run the following command:
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/etc/rc.d/init.d/snmpd start

By default, the agent starts and runs as background processes.

To enable and disable traps

1

Edit the config.xml file.

The configuration parameter snmp/generateTraps in the
/etc/vmware/host/config.xml file determines whether to generate a trap. By
default, a trap is generated.

Restart vmware_hostd to see the change take effect.

Configuring SNMP Trap Destinations

VMware traps are generated to the destinations specified in the configuration file.

To configure traps (SEE UPDATE)

1
2
3

Log on to the service console as the root user.
Modify the /etc/snmp/snmpd.conf file.

Using a text editor, add the following line, replacing mercury. solar.comwith the
name of the host on your network that will receive traps.

trapsink mercury.solar.com
Repeat this line to specify more than one destination.

Add the following line, replacing public with a community name of your choice:
trapcommunity public.

Only one instance of this line is allowed.

Save your changes.

Configuring SNMP Management Client Software

To use your SNMP management software with the ESX Server agent, take the steps
needed to accomplish the following;:

In your management software, specify the ESX Server machine as an SNMP-based
managed device.

Set up appropriate community names in the management software. These must
correspond to the values set in the master SNMP agent’s configuration file, for
example, rocommunity, trapcommunity, and trapsink.
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B Load the ESX Server MIBs into the management software so you can view the
symbolic names for the ESX Server variables. You can find the MIB files on
ESX Server, in the /usr/1ib/vmware/snmp/mibs directory.

Configuring SNMP Security

The ESX Server SNMP package takes the simplest approach to SNMP security in the
default configuration. It sets up a single community with read-only access. This is
denoted by the rocommunity configuration parameter in the configuration file for the
snmpd daemon, snmpd. conf. You should change this file.

Other enhancements to the SNMP security mechanism allow an administrator to set up
a more elaborate permissions scheme. See the snmpd. conf (5) man page for details.

Using SNMP with Guest Operating Systems

To use SNMP to monitor guest operating systems or applications running in virtual
machines, install the SNMP agents you normally would use for that purpose in the
guest operating systems. No special configuration is required on ESX Server.

The virtual machine uses its own virtual hardware devices. You should not install
agents intended to monitor hardware on the physical computer in the virtual machine.

System Log Files

In addition to lists of events and alarms, Virtual Infrastructure Client generates
assorted logs. These logs contain additional information about activities in your
VMware Infrastructure environment.

The following sections discuss system log files:
B “Viewing System Log Entries” on page 82
®  “External System Logs” on page 83

B “Exporting Diagnostic Data” on page 86

“Collecting Log Files” on page 87
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Viewing System Log Entries
The following two procedures describe how to access and view system logs.

82

To view system log entries

1

|47 10.17.247.225 - ¥Mware Host Agent

Click the Admin button in the navigation bar. Click the System Logs tab.

From the drop-down list, choose the log and entry you want to view.
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|Showing all entries 2
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From the VI Client connected to either a VirtualCenter Server or an ESX Server,
display the administration panel and view the system log tab.
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1
filtering options.

2
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ted items

With the log you want to filter displayed, choose View > Filtering to refer to the

Enter text into the data field. Click Clear to empty the data field.
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External System Log

]

VMware technical support might request several files to help resolve any issues you
have with the product. The following table describes additional log files you might

need

Table 5-5. External System Logs

Operating
Component System File Name Location
ESX Server 2.x ESX Server vmware-serverd. log [var/log/vmware/
Service log
ESX Server 3.x  ESX Server hostd.log /var/log/vmware/
Service log
VI Client ESX Server vpxa.log [var/log/vmware/vpx/
Agent log
VI Client Windows Virtual Infrastructure
Installation log Client host.
VI Client Windows temp_dir\viclient-x.log Temp directory
Service log x(=0, 1, 9)
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Table 5-5. External System Logs (Continued)

Component

Virtual
Machine
Console logs

Operating
System File Name Location

Windows vmware-<username>-<PID>.log Temp directory
Example:
C:\Documents and
Settings\<username>\Local
Settings\Temp
The path to this file appears in the
About dialog box. In a console,
choose Help > About VMware
Virtual Infrastructure Client,
and look under Additional
Information.

Linux ui-<PID>.1log Temp directory
Example:
/tmp/vmware-<username>/

The path to this file appears in the
terminal when you start the
console.

If you encounter problems with the VMware Virtual Machine console on a remote VI
Client, please submit a support request and this log file.

Virtual
Machine
Console
Installation log

Windows VMInst.log Temp directory
Example:
C:\Documents and
Settings\<username>\Local
Settings\Temp.
The Local Settings folder is
hidden by default. To refer to its
contents, open My Computer,
choose Tools > Folder Options,
click the View tab, and choose
Show Hidden Files and Folders.

Linux VMInst.log /etc/vmware/
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Operating

Component System File Name Location

Virtual Windows vmware. log In the same directory as the

Machine log configuration file (. vmx) of the
virtual machine that had
problems.
The path to the log file of the
active virtual machine appears in
the About dialog box. In a
console, choose Help > About
VMware Virtual Infrastructure
Client, and look under
Additional information.

Linux vmware. log In the same directory as the
configuration file (. vmx) of the
virtual machine that had
problems.

Run the support script or save the log file before you launch the failed virtual machine

again.

Virtual Windows event-<path_to_ On the virtual machine managed

Machine’s configuration_file> host.

Event log .vmx.log C:\Program
Files\VMware\VMware
Virtual Infrastructure\
vmserverdRoot\eventlog

Linux /var/log/vmware

Virtual ESX Server vmkernel-core.<date> and /root directory after you reboot
Machine vmkernel-log.<date> your machine.

Kernel Core

file

Virtual Windows . vmx On the virtual machine managed
Machine and Linux host.

Configuration

file

Service ESX Server /var/log/messages

Console log

Service ESX Server

Console

Availability

report

VMkernel ESX Server /var/log/vmkernel in the
Messages service console
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Table 5-5. External System Logs (Continued)

Operating
Component System File Name Location
VMkernel ESX Server /var/log/vmkernel in the
Alerts and service console
Availability
report
VMkernel ESX Server /var/log/vmkwarning in the
Warning service console

Exporting Diagnostic Data

There is an option for exporting all or part of your log file data.

To export diagnostic data

1 From the VI Client connected to a VirtualCenter Server or ESX Server, open the

Save Diagnostic Data dialog box.

2 Click the Admin button, click the System Logs tab, choose the log to export from
the pull-down list, and click the Export Diagnostic Data button on the Admin task

bar.

3 Ifthe VIClientis connected to VirtualCenter Server, specify the host whose log you
want to export and the location for storing the log files.

@Save Diagnostic Data E

—Diagnostic Data

the hosts below:

‘ou may download diagnostic data for Yirtual Center Server and any of

Bl O Hosts & Clusters
= O Mew Folder

OJ[F5 Mew Datacenter 1
= [ Mew Datacenter
B [ MHew Falder
@ veri6d.engvmware,com
= BAif cluster test das
ME vey174.eng.yvmware,com

IV Include information From YirtualCenker Server

Download diagnostic data to the Following location:

Browse... |

o1

Cancel |
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4 If the VI Client is connected to an ESX Server, specify the location for the log files.

Download Support Data for this Host H
Save in: I@ by Wirtual Machines j - EF EH-
] hostperreportperf_files [} vpx dlis
D hatfixes D Wek _SERVICE_PACKS
" IMetware & [Z%Win NT4_SERVICE_PACKS
1 oidhits 2 winizk Server p2v
| IRedHat 7.1 [Cwinzk Server YPX
| stray vm files [Z1winzk Server ¥PX too

|1 besk win MT4 guesk working
" Itest Win NT4_Swr_SP3
|Itest Win NT4_Svr_SP6
|_test winzk Pro no os
|tk winzk Pro p2v boat

File rame: Im j Save I
Save as lype: IZip filez [*.tgz) j Cancel |

4

5 Click OK.

A file is created of the selected data and stored at the specified location, using the
vm-support script. If no file extension is provided, the default is a text file. The file
contains Type, Time, and Description.

Collecting Log Files

VMware technical support might request several files to help resolve your problem.
The following describes script processes for generating and collecting some of these
files.

To set VirtualCenter verbose logging in the Virtual Infrastructure Client
1 Choose Administration. Click Server Settings > Logging Options.
2 Choose Verbose from the pop-up menu.

3  Click OK.

To collect Virtual Infrastructure log files
Choose from the options:
®  Toview the viclient—*.1log files, change to the directory, %temp%.

®  If you are running the VI Client on the VirtualCenter Server machine, download
the log bundle.
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To collect ESX Server VMkernel files

m  If the VMkernel fails, normally an error message appears for a period of time and
then the virtual machine reboots.

®m  Ifyou specified a VMware core dump partition when you configured your virtual
machine, the VMkernel also generates a core dump and error log.

More serious problems in the VMkernel can freeze the machine without an error
message or core dump.

To collect ESX Server Service Console files
1 Run the following script on the service console:
/usr/bin/vm-support

This script collects and packages all relevant ESX Server system and configuration
information and ESX Server log files. This information can be used to analyze the
problem you are encountering.

2 Save the resulting file:

esx—<date>-<unique-xnumbers>.tgz

To collect ESX Server Service log files
1 Ina text editor, open the following file:

B On a Windows host, edit config.in1i, located in C:\Documents and
Settings\All Users\Application Data\VMware\VMware Virtual
Infrastructure\.

B On a Linux host, edit /etc/vmware/config.
2 Add the following lines to the file:

vmauthd.logEnabled = TRUE
log.vmauthdFileName = "vmauthd.log"

This creates a file called vmauthd. log. On a Windows host, this file appears by
default in C:\Windows\system32 or C:\WINNT\system32. On a Linux host,
this file appears by defaultin /var/log/vmware.

3 Save and close the configuration file.

The log is enabled on a Linux host.You can enable logging for the VMware
Authorization Service (known as vmware—authd on Linux hosts) manually.
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4 On a Windows host, choose Start > Administrative Tools > Services. Right-click
VMware Authorization Service and choose Restart.

This enables logging on the Windows host.
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Managing the VI Client
Inventory

This chapter describes how to manage the objects in your VMware Infrastructure
environment. This includes folders, datacenters, clusters, resource pools, networks,
and datastores. These objects are used to help manage or organize the monitored and
managed hosts and virtual machines.

NOTE The views and capabilities displayed vary depending on whether the VI Client is
connected to a VirtualCenter Server or an ESX Server. Unless indicated, the process,
task, or description applies to both kinds of VI Client connections.

This chapter describes how to add or remove inventory objects. Included is a reference
to the documentation that describes these items and related activities in detail.

Each object in the Virtual Infrastructure Client has its place in the overall hierarchy. An
object’s position is determined by the object’s functionality.

This chapter presents the following topics:

B “Understanding VI Client Objects” on page 91
B “Adding an Inventory Object” on page 96

B “Moving Objects in the Inventory” on page 97

B “Removing an Inventory Object” on page 98

Understanding VI Client Objects
There are several ways to get insight into the relationships between different objects:

B Viewing through the Maps feature — shows the inventory object relationships in
graphical form.
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®  (Clicking an object in the inventory — provides a list of tabbed content that lists
related objects.

For example, a datastore has a virtual machine tab that lists the virtual machines
that use the datastore. There is also a host tab that list the hosts that can access the
datastore.

B Viewing Inventory > Hosts and Clusters — provides a view of the set of virtual
machines that run on a particular host, cluster, or resource pool. Each object has a
tab that displays all the virtual machines associated or contained within in.

However, the Hosts and Clusters view is not a complete list of available virtual
machines and templates. Only the Inventory > Virtual Machines and Templates
option displays all the virtual machine and templates. Through this view you can
organize virtual machines into arbitrary folder hierarchies.

The Virtual Infrastructure Client is used to connect directly to an ESX Server or

indirectly to an ESX Server through a VirtualCenter Server. The VI Client displays only
those functions that are appropriate to the type of server connected to it. For example,
if the VI Client is connected to an ESX Server, the clusters functionality is not displayed.

The figure below lists the objects of a VMware Infrastructure environment. The objects
are in hierarchical order. Templates, networks, and datacenters are displayed on their
own inventory panel. All other objects appear in the Hosts & Clusters inventory panel.
All four panels are linked to the root folder.
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root folder |

e —

host

template
template

@

Virtual Machines and Templates

network

'm Networks
Datastores

Figure 6-1. Virtual Infrastructure Client Hierarchy
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When the VI Client is connected to an ESX Server, the root is the host itself. Contained
objects include the host root resource pool, child resource pools, and virtual machines.
Clusters, folders, datacenters, networks, and datastores do not appear in the inventory
when the VI Client is connected only to an ESX Server.

Some objects serve only as organizational structures. These provide a means for you to
organize your objects by department, group, company function, location, and so on.

Other objects limit a group of contained objects. For example, a VMotion failover can
occur only within a cluster, not between clusters. Similarly a VMotion failover can occur
only within a datacenter, not between datacenters.

The Virtual Infrastructure Client objects are as follows:

B Root folder — In VirtualCenter Server only. Child objects are datacenters or
subfolders. The root folder is set as a default for every VirtualCenter Server. You
can change the name, but not add or remove it.

®  Folders — In VirtualCenter Server only. Child objects are datacenters, hosts,
clusters, virtual machines, or subfolders.

B Datacenters — In VirtualCenter Server only. Child objects are folders, clusters, or
hosts.

A datacenter contains clusters, hosts, and virtual machines. All actions taken upon
managed hosts and virtual machines are applied within their datacenter. Within a
datacenter, you can monitor and manage virtual machines separately from their
hosts and use VMotion. You cannot perform migration between datacenters.

B Clusters — In VirtualCenter Server only. Child objects are hosts, virtual machines,
or resource pools.

If your system is licensed, you can enable the following cluster features:

B VMware HA — Allows VirtualCenter to migrate and restart a virtual machine
when a host fails. VMware HA is not listed as an inventory object itself, but it
allows the cluster object to be seen.

B VMware DRS — Monitors the VirtualCenter environment, makes initial placement
recommendations, makes virtual machine migration recommendations, and
enables VirtualCenter to automatically place and migrate virtual machines on
hosts to attain the best use of cluster resources. VMware DRS is not listed as an
inventory object itself, but it allows the cluster object to be seen.

Refer to the Resource Management Guide for comprehensive information on using
Virtual Infrastructure Client clusters.
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®  Hosts — Child objects are virtual machines or resource pools. Hosts are ESX Server
systems. The term host refers to the virtualization platform that is the host to the
virtual machines. Host is the default top structure for a standalone ESX Server.

When the VirtualCenter Server is connected to the Virtual Infrastructure Client, all
ESX Server systems registered with VirtualCenter are simply referred to as hosts.
ESX Server systems directly connected to the Virtual Infrastructure Client are
referred to as standalone hosts.

Refer to the Server Configuration Guide for comprehensive information on
configuring your ESX Server.

B Resource pools — Child objects are virtual machines or resource pools. They are
available on ESX Server hosts as well as through VirtualCenter Servers.

A Virtual Infrastructure Client resource pool is used to allocate host-provided CPU
and memory to the virtual machines resident to the host.

Refer to the Resource Management Guide for comprehensive information on using
Virtual Infrastructure Client resource pools.

B Virtual machines — Located within a host, virtual disks on a datastore, associated
within a cluster or resource pool. Can be listed as a child object to hosts, clusters,
or resource pools. Can be moved between hosts or clusters. When adding to a
cluster or resource pool, you must specify or have in the cluster or resource pool a
designated target host.

®  Networks —In VirtualCenter Server only. Child object to datacenters. Networks are
discovered when hosts are added to the VMware Infrastructure environment.

Refer to the Server Configuration Guide for comprehensive information on
configuring your ESX Server.

®  Datastores — In VirtualCenter Server only. Child object to datacenters. Datastores
are discovered when hosts are added to the VMware Infrastructure environment.
This includes the discovery of datastores that are local to the managed host as well
as datastores on the SAN or NAS.

Refer to the Server Configuration Guide for comprehensive information on
configuring your ESX Server.
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Adding an Inventory Object

Each inventory object can be added only to its corresponding hierarchical parent. Only
permissible objects are listed on the parent menus. These pairings are as follows:

To add an inventory object

1 From a VI Client, display the appropriate inventory view.

2 Select the appropriate parent icon in the inventory panel. From the pop-up menu,
choose New <Object> where <Object> is a folder, datacenter, cluster, resource
pool, host, or virtual machine.

|

If the new object is a folder or datacenter, a new icon is added to the inventory.
For example, a new datacenter is added to the hierarchy. Type in a useful name.

[ 10.17.86.106 - ¥Mware YirtualCenter El= M= &3
File Edt View Inventory Administration Help
(e il 2 = $o %
Inventaory Scheduled Tasks Events Admin Maps Feedback
S
« & | ¢ B
5 [ Hosts & Clusters Subfolder Test

a

u Mews Datacenter
Bl [l Closter-1 Datacenters
B vevi7a.engvmmare
@ Grafted from voy17=
= [ vevitd.eng.vmmware.cor
@& Re-RK1
ey 169-rha-bus
G weylBg-rho-lsi
G weylB9-testrp
B wey169-w2kient-bu:

Name |
Mew Datacenter

= [ [ Subfolder Test

< | |
Recent Tasks X
Name: | Target | Status | Reasan I= Time
Creabe Datacenter @ Subfolder Test @ Completed Adrninistrator 1/17/2006 2:49:27 PM
Rename Folder [ subfolder Test @ Completed Administrator 1/17/2006 2:49:13 PM
Create Folder [ HostsaClusters @ Completed Administrator 1/17/2006 2:48:59 PM

¥ Tasks G lams | v

m  If the objectis a cluster, resource pool, host, or virtual machine, a wizard appears.

Answer the prompts and click Finish.

For additional information, refer to the appropriate manual:
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B Cluster — Refer to the Resource Management Guide.
B Resource pool — Refer to the Resource Management Guide.
B Host - Refer to “Managing Hosts in VirtualCenter” on page 99.

B Virtual machine — Refer to “Managing Virtual Machines” on page 141.
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Moving Objects in the Inventory

Some objects can be manually moved between folders, datacenters, resource pools, and
hosts.

To move an object using drag-and-drop

1
2
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From a VI Client, display the appropriate inventory view.

Select the object to be moved from the appropriate inventory view by clicking it.

A box is displayed around it. This indicates the object is selected.

Drag the moving object to the target object.

If the moving object is allowed to move to the target, the target object is
displayed with a box around it, indicating it is selected.

If the moving object is not allowed to move to the target, a naught sign (zero
with a slash) appears, and the object is not moved.

The inventory objects can be moved as follows:

Root folder, root host (ESX Server), networks, and datastores — Cannot be
moved.

Folders — Can be moved within a datacenter.
Datacenter — Can be moved to folders at a sibling or parent level.

Cluster — Can be moved between folders and within datacenters at a sibling
or parent level.

Host — When managed by a VirtualCenter Server, if a host is in a cluster, all
virtual machines on the host must be shut down and the host must be placed
into maintenance mode before it can be moved from the cluster. A host can be
moved between clusters and datacenters.

Resource pools — Can be moved to other resource pools and folders.

Virtual machines — Can be moved to other resource pools, clusters, folders,
datacenters, or hosts. When adding to anything other than a host, you must
specify a target host.

Correct the conditional situation, if needed.

When you release the mouse button after dragging the object moves to the new
location or an error message indicates what needs to be done to permit the move.
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Removing an Inventory Object

When you remove an object (such as a folder, datacenter, cluster, or resource pool),
VirtualCenter removes all child inventory objects (such as datacenters, clusters, hosts,
and virtual machines contained within the object). All the associated tasks and alarms
are also removed. Assigned processor and migration licenses are returned to available
status. Virtual machines that were on a managed host remain on the host, but are no
longer managed by VirtualCenter.

NOTE The remove option does not delete virtual machines from its datastore.
To remove an inventory object
1  From a VI Client, display the appropriate inventory view.
2 Select the object. From the pop-up menu, choose Remove.
3 To confirm that you want to remove the object, click Yes and follow the prompts,
as needed.
Once confirmed, VirtualCenter removes all clusters, hosts, and virtual machines
within the datacenter from the managed inventory. In addition, all the associated
tasks, alarms, and events are also removed. Assigned processor and migration
licenses are returned to available status. Virtual machines that were on the
managed host remain on the host. The root folder cannot be removed.
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VirtualCenter

This chapter describes how to have hosts managed by VirtualCenter. For information
on configuration management of hosts, refer to the Server Configuration Guide.

NOTE The views and capabilities displayed vary depending on whether the VI Client is
connected to a VirtualCenter Server or an ESX Server. Unless indicated, the process,
task, or description applies to both kinds of VI Client connections.

This section contains the following;:

“Hosts Overview” on page 99

“Understanding Host States” on page 101

“Adding a Host” on page 101

“Connecting or Disconnecting a Host” on page 104
“Automatically Reconnecting a Host” on page 106
“Removing a Host from a Cluster” on page 106
“Removing a Host from VirtualCenter” on page 108

“Host Advanced Configuration Options” on page 110

Hosts Overview

A host is a virtualization platform, an ESX Server, that supports virtual machines. A
VirtualCenter managed host is an ESX Server host that is registered with VirtualCenter.
The task of managing a host is accomplished through the Virtual Infrastructure Client.

VMware, Inc.
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This VI Client can be connected either directly to an ESX Server host or indirectly to ESX
Server hosts through a connection to a VirtualCenter Server.

NOTE

ESX Server supports a maximum of five direct, concurrent VI Client connections.

When ESX Server hosts are connected to the VI Client directly, you manage them
individually as standalone hosts. Most of the host configuration and virtual machine
configuration features still apply. Features that require multiple hosts, such as
migration with VMotion of a virtual machine from one host to another, are not available
through the standalone host connection.

When ESX Server hosts are managed by VirtualCenter, they are added to the VMware
Infrastructure environment through a VI Client connected to a VirtualCenter Server.
Managed hosts are hierarchically placed in datacenters, folders, or clusters under the
root node folder.

CAUTION If an ESX Server host is connected with a VirtualCenter Server and you
attached a VI Client to manage the ESX Server host directly, you receive an
error message but are allowed to proceed. This might result in conflicts on
the host, especially if the host is part of a cluster. This action is strongly
discouraged.

100

All virtual machines on managed hosts are automatically discovered and imported into
VirtualCenter. When you add multiple managed hosts, the VirtualCenter Server
identifies any naming conflicts that exist between virtual machines and alerts the
system administrator, who can then rename virtual machines as necessary. Configure
the virtual machine display names. The name can be up to 80 characters long and may
contain alphanumeric characters and the underscore (_) and hyphen (-) characters. The
name must also be unique across all virtual machines within a virtual machine group.

When the VirtualCenter Server connects to a managed host, it does so as a privileged
user. The individual Virtual Infrastructure Client user does not necessarily need to be
an administrative user on the managed host. Refer to “Assigning Access Permissions”
on page 263 for information on setting up Virtual Infrastructure Client users.
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Understanding Host States

Actions taken upon a managed host require that the managed host be in a specific state.
Whenever an operation is performed on a managed host, the host state changes. While
the state is in transition, the state field displays a term that describes the transition.

NOTE

Disconnecting a managed host differs from removing the managed host from the
VirtualCenter Server. Disconnecting a managed host does not remove it from the
VirtualCenter Server; it temporarily suspends all VirtualCenter Server monitoring
activities. The managed host and its associated virtual machines remain in the
VirtualCenter Server inventory. Removing a managed host removes the managed host
and all its associated virtual machines from the VirtualCenter Server inventory.

Adding a Host

Virtual machines exist on managed hosts within the network. Hosts are added to the
VMware Infrastructure environment. The VirtualCenter Server discovers and adds all
the virtual machines contained within that managed host to the VMware Infrastructure
environment.

If you are connecting your VI Client to an ESX Server directly, the procedures in this
section do not apply.

NOTE

When adding or removing hosts, make sure NFS mounts are active. If NFS mounts are
unresponsive, the operation fails.

To add a host to the VirtualCenter Server
1  Ensure a communication channel through a firewall, if needed.

If any managed host in the VirtualCenter environment is behind a firewall, ensure
that the managed host can communicate with the VirtualCenter Server and with
all other hosts on port 902 or another configured port. Refer to Installation and
Upgrade Guide and the Server Configuration Guide for additional information.

2 Click the Inventory button in the navigation bar. Expand the inventory as needed,
and click the appropriate datacenter, folder, or cluster.

3 Select the appropriate datacenter or cluster, and choose New Host from the main
or pop-up menu.
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4  Enter the managed host connection settings.

) Add Host Wizard =[]

Specify Connection Settings
Twpe in the information used

to connect to this hast,

Connection Settings
B Host Summary
Virtual Machine Account
Choose Resource Poal
Ready ta Complete

4 3]

[~ Connection

Enter the name of IP address of the host to add to WirtualCenter.

Host name: I

[~ Authorization
Enter the Administrator account information for the host. Yiveare

WitualCenter wil use this infarmation to connect to the host and establish a
permanent account for its operations.

Ussmame: [
Passwod [

For more information about this

wizard, see the online documentati

<ok Conce
4

a  Type the name of the managed host in the Host name field.

b  Enter the Username and Password for a user account that has administrative
privileges on the selected managed host.

VirtualCenter uses the root account to log on to the system and then creates a
special user account. VirtualCenter then uses this account for all future
authentication.

5  To confirm the Host Summary information, click Next.

6 If you are adding the host to a cluster:

) Add Host Wizard =[]

Choose the Destination Resource Pool
hoose where to place this host's wirtual machines in the resource pool heirarchy,

Connection Settings

Host Summary.

Choose Resource Pool
Ready to Complete

Virtual Machine Resources
‘what would you like to do with the virtual machines and resource poals for
thiz host?

£ Put this host's vitual machines in the cluster's root resource pool

r Create a new resoure poal for this host's vinual machines and
resource pools,

Name:  [Grafted from

For more information about this
wizard, see the online documentati

<ok Conce

4
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Specify what should happen to the resource pools on the host.
The options are:
®  Put all the host’s virtual machines into the cluster’s root resource pool.

B Create new resource pool for the host’s virtual machines. The default
resource pool name is derived from the host’s name. Type over the text to
supply your own name.

Click Next.

Refer to the Resource Management Guide.

7 If you are adding the host to a datacenter:

a

b

Identify the location of the host’s virtual machines.

Select from the list of inventory objects displayed in the Selection box.

8  To confirm completing the Add Host wizard, click Finish.

When the dialog box is complete and you click Next, VirtualCenter does the
following;:

Searches the network for the specified managed host and identifies all the
virtual machines on the managed host. If you click Cancel, the host is removed
from the VirtualCenter inventory.

Connects to the managed host. If the wizard cannot connect to the managed
host, the managed host is not added to the inventory.

Verifies that the managed host is not already being managed. If it is already
being managed by another VirtualCenter Server, VirtualCenter displays a
message. If the wizard can connect to the managed host but for some reason
cannot remain connected to the VirtualCenter Server, the host is added, but is
in a disconnected state. This occurs, for example, if the host is already being
managed by another VirtualCenter Server.

Reads the number of processors on the managed host and allocates the
appropriate number of licenses. The number of processors is stored in the
VirtualCenter database and is verified upon each managed host reconnection
and VirtualCenter startup.

NOTE

Newer processors have two CPU cores in each processor package. Systems
with dual-core processors must use ESX Server 2.5.2 or later. VirtualCenter
licenses are issued by pairs of processor packages, not by processor cores.
Therefore, if the system is using two dual-core processors or two single-core
processors, the system requires a single 2-processor VirtualCenter license.
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B Verifies that the managed host version is supported. If it is not, and the
managed host version can be upgraded, VirtualCenter prompts you to
perform an upgrade.

B Imports existing virtual machines.

Connecting or Disconnecting a Host

You have the option to disconnect and reconnect a managed host that is being managed
by a particular VirtualCenter Server. This section describes how to reconnect a
managed host.

NOTE Disconnecting a managed host differs from removing the managed host from
VirtualCenter. Disconnecting a managed host does not remove it from VirtualCenter; it
temporarily suspends all VirtualCenter monitoring activities. The managed host and its
associated virtual machines remain in the VirtualCenter inventory. Removing a
managed host removes the managed host and all its associated virtual machines from
the VirtualCenter inventory.

To connect or disconnect a managed host

1  From the VI Client connected to a VirtualCenter Server, click the Inventory button
in the navigation bar. Expand the inventory as needed, and click the appropriate
managed host.

2 Select the appropriate managed host icon in the inventory panel, and choose
Connect or Disconnect from the pop-up menu.

3 When disconnecting, confirm the action. Click Yes.

When the managed host’s connection status to VirtualCenter is changed, the
statuses of the virtual machines on that managed host are updated to reflect the
change.
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If the managed host is disconnected, the word “disconnected” is appended to the
object name in parentheses, and the object is dimmed. All associated virtual
machines are similarly dimmed and labeled.
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If the managed host is connected, the disconnected designation is removed and the
object name is in full black print. All associated virtual machines are similarly
labeled.
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Automatically Reconnecting a Host

The VirtualCenter Server tries to reconnect to a managed host if the connection is lost.
You can define how long VirtualCenter tries to re-establish the connection. This feature
is not available when the VI Client is connected directly to an ESX Server.

To configure automatic managed host reconnection
1 From the VI Client, display the inventory.

2 Choose Administration > Server Settings. When the wizard opens, choose the
Connection Options list item.

() virtualCenter Configuration Wizard EE M=l &3
Select Timeout Settings
‘what settings should YirtualCenter use for connections and timeouts?
License Server ~Client Connection Timeout
Statistics
Runtime Settings Normal Oy
perations Seconds
Active Dirsctory 0
il
j— Long Operations Minutes
P g Cp 120
Web Service
Connection Options
Loaging Cotions —Host Reconnect Threshold
Einish Reconnect time imit 0 Minutes
For mare information about this wizard, < Back Mext = Sl |
see the online documentation. -
4

3 Enter a value in minutes in the Host Reconnect Threshold box.

4  To exit the wizard, click the Finish list item. Then click Finish again.

Removing a Host from a Cluster
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Hosts can be removed from a cluster by selecting them from either the inventory or list
views and dragging them to a new location within the inventory (either to a folder as a
standalone host or to another cluster). When a host is removed from a cluster, the
resources it provides are deducted from the total cluster resources. The virtual
machines deployed on the host are either migrated to other hosts within the cluster or
remain with the host and are removed from the cluster, depending on their current
state. Hosts can be removed from a cluster only if all of the virtual machines on it are
powered off, and the host is placed into maintenance mode.
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Refer to the Resource Management Guide for complete cluster information.

To remove a host from a cluster

1
2
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From the VI Client connected to a VirtualCenter Server, display the inventory.

To remove the VirtualCenter agent from the managed host, ensure that the

managed host is in a connected state.

Power off all virtual machines on the host.

Select the appropriate managed host icon in the inventory panel, and choose Enter
Maintenance Mode from the pop-up menu. Click Yes.
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The host icon changes and the term “maintenance mode” is added to the name in

parentheses.

Move the host:

a  Select the host icon in the inventory panel, and drag it to the new location.

The host can be moved to another cluster or another datacenter. When the new
location is selected, a blue box surrounds the cluster or datacenter name.

b  Release the mouse button.

VirtualCenter moves the host to the new location.
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6  Select the host, and from the pop-up menu choose Exit Maintenance Mode.

7 Restart any virtual machines, as needed.

Removing a Host from VirtualCenter

Removing a managed host from VirtualCenter breaks the connection and stops all
monitoring and managing functions of that managed host and of all the virtual
machines on that managed host. The managed host and its associated virtual machines
are removed from the inventory. Historical data remains in the VirtualCenter database.

NOTE

If at all possible, remove managed hosts while they are connected. Removing a
disconnected managed host does not remove the VirtualCenter agent from the
managed host.
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Removing a managed host differs from disconnecting the managed host from
VirtualCenter. Disconnecting a managed host does not remove it from VirtualCenter; it
temporarily suspends all VirtualCenter monitoring activities. The managed host and its
associated virtual machines remain in the VirtualCenter inventory.

Removing a managed host from VirtualCenter does not remove the virtual machines
from the managed host or datastore. It removes only VirtualCenter’s access to the
managed host and virtual machines on that managed host.

The figure below illustrates the process for removing a managed host from
VirtualCenter. In the example here, notice the lost link between the VirtualCenter
Server and the removed managed host, while the managed host files remain on the
datastore.
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1. Registered host and virtual machines

host A N

VirtualCenter

host B @

shared datastore

1%
r

2. Remove host. Virtual machines stay on the host’s datastore.

hostA| N\

VirtualCenter

host B @

o 08
Fl

shared datastore

Figure 7-1. Removing a Host

To remove a managed host

1
2
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From the VI Client connected to a VirtualCenter Server, display the inventory.

To remove the VirtualCenter agent from the managed host, ensure that the
managed host is in a connected state.

The managed host can be in a connected or disconnected state when you remove
it. However, removing a managed host while it is disconnected does not remove
the VirtualCenter agent from the managed host.

Power off all virtual machines on the host.

If the host is part of a cluster, select the appropriate managed host icon in the
inventory panel and choose Enter Maintenance Mode from the pop-up menu.
Confirm placement. Click Yes.

109



Basic System Administration

Select the appropriate managed host icon in the inventory panel, and choose
Remove from the pop-up menu.

Remove Compute Resource E

& Removing a compute resource will also remove all the virtual machines and resource pools, Are you sure you want to do this?

es Mo |

Click Yes to remove the managed host. Click No to keep the managed host.

If you click Yes, VirtualCenter removes the managed host and associated virtual
machines from the VirtualCenter environment. VirtualCenter then returns all
associated processor and migration licenses to available status.

Host Advanced Configuration Options

110

Refer to the Resource Management Guide for complete information on configuring and
using the resource allocation features, which include VMware HA and VMware DRS.

Refer to the Server Configuration Guide for complete information on configuring hosts.
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Creating Virtual Machines

The Virtual Infrastructure Client (VI Client) provides you with the ability to deploy and
manage virtual machines as quickly and simply as possible. The VI Client provides a
simple and flexible user interface from which you can create new virtual machines
through manual configuration, from templates, or by cloning existing virtual machines.
All virtual machines are created in place using a wizard that guides you through the
steps to produce a complete and working virtual machine.

The process of creating a virtual machine includes selecting the specific type of virtual
machine creation that you want from either the main or pop-up menus.

This chapter describes how to create virtual machines using the New Virtual Machine
wizard and by cloning an existing virtual machine. The wizard walks you through the
steps required to define a virtual machine. This chapter includes information on setting
parameters based on the guest operating system used and the resources allocated. After
you create the virtual machine, you must install the guest operating system and
VMware Tools.

This chapter contains the following sections:

®  “Using the New Virtual Machine Wizard” on page 114
B “Installing a Guest Operating System” on page 132

B “Installing and Upgrading VMware Tools” on page 133

To perform the activities described in this chapter, you must have appropriate
privileges on the host machine.

VMware, Inc. 113



Basic System Administration

Using the New Virtual Machine Wizard

There are a number of ways in which you can start the virtual machine creation process.
From the File > New menu, you can choose to create a new virtual machine, deploy a
virtual machine from a template, or clone a virtual machine from an existing virtual
machine. In the inventory panel, you can select an object and use its pop-up menu to
complete the tasks listed in table Table 8-1.

Depending on the selection, you see a slightly different set of screens tailored for the
particular process you chose. Any choices that are not applicable are disabled. For
example, Clone is disabled if there are no virtual machines in your inventory. In all
cases, however, the widest range of choices is available for optimal flexibility.

Table 8-1. Inventory Object Options

Inventory Object Item on Pop-Up menu

Virtual machine Clone This Virtual Machine

Virtual machine folder =~ Create New Virtual Machine
Deploy Virtual Machine from Template
Clone an Existing Virtual Machine

Host Create New Virtual Machine
Deploy Virtual Machine from Template
Clone an Existing Virtual Machine

Cluster Create New Virtual Machine
Deploy Virtual Machine from Template
Clone an Existing Virtual Machine

Resource pool Create New Virtual Machine
Deploy Virtual Machine from Template
Clone an Existing Virtual Machine

Datastore Create New Virtual Machine
Deploy Virtual Machine
Clone an Existing Virtual Machine

Template Deploy Virtual Machine from this Template

NOTE

Before you create the virtual machine, check the installation notes for the guest
operating system you intend to install in it. You can find this information in the Guest
Operating System Installation Guide, available from the Help menu or from the VMware
Web site at: http://www.vmware.com/support/guestnotes/doc/index.html

114
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Creating Typical Virtual Machines

New virtual machines can be added to clusters or hosts using the New Virtual Machine
Wizard. The typical path is abbreviated because some assumptions are made about the
virtual machine configuration. If you want to fully customize your virtual machine, see
“Creating Custom Virtual Machines” on page 121.

To create a new virtual machine through the typical path

1
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From the VirtualCenter client, click Inventory in the navigation bar and expand the
inventory as needed.

In the inventory list, select the managed host to which you want to add the new
virtual machine.

The Summary tab for the host appears.
Choose File > New > Virtual Machine.
The New Virtual Machine wizard appears.
Select Typical, and click Next.

The Typical choice shortens the process by skipping some choices that rarely need
changing from their defaults. The following steps guide you through the typical
path. The next section guides you through the custom path.

Type a virtual machine name, and click Next.

5 Mew Virtual Machine Wizard =10l

Select a Name and Location for this ¥irtual Machine ES% 3.x virtual machine
srhat do you want to cal this virtual machine and where do you want it |ocated?

Wizard Type Provide a name For the new wirtual machine and select its location in the inventory panel below,
Name and Folder Yirtual machine names can contain up to 80 characters, but they must be unique within each
Datastors inventory Folder.

Guest Operating System
CPUs
Memary
Netwark
Wirtual Disk Capacity
Reary to Complete Yirtual Machine Tnventory Location:
[=] Ll EvalDatacenter

[5] Discovered Virtual Machine

) vz

Virtual Machine Mame:
ITestMachine

Help = Back | Mext = I Cancel |

V.
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8

The name you enter in the Virtual Machine Name field is the name that is listed
in the VirtualCenter client inventory. It is also used as the name of the virtual
machine’s files. The name can be up to 80 characters long and may contain
alphanumeric characters and the underscore ( _) and hyphen (-) characters. This
name should be unique across the entire datacenter and must be unique within the
folder.

Select a folder or the root of a datacenter, and click Next.

If the resource pool option is available, select the resource pool in which you want
to run the virtual machine, expand the tree until you locate the proper resource
pool, highlight it, and click Next.

Resource pools allow you to manage your computing resources within a host or
hosts by setting them up in a meaningful hierarchy. Virtual machines and child
resource pools share the resources of the parent resource pool. For more
information on resource pools, see the Resource Management Guide.

[ New Yirtual Machine Wizard =] E3

Select a Resource Pool
‘Within which resource pool do you want to run this virtual machine?

izard Type Select the resource pool within which wou wish o run this virtual machine.
Mame and Folder
Resource Partition Resource Pools allow hierarchical management of computing resources

within a host or cluster, Virtual machines and child pools share the

Datastore )
resources of their parent poal,

Guest Operating Systemn

CPUs = Q voy 174, eng. vmware, com
Memory & resourcePool
Mebwork

Wirkual Disk Capacity
Ready to Complete

For more information about this wizard, < Back I Mext = I Cancel |

see the online documentation,

4

Select a datastore in which to store the virtual machine files, and click Next.
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You should choose a datastore large enough to hold the virtual machine and all of
its virtual disk files. For ESX Server hosts, the Datastore is configured on that host,
including VMFS, NAS, and iSCSI volumes.

@ New ¥irtual Machine Wizard M=

Choose a Datastore for the Yirtual Machine
Where do you want to store the virtual machine files?

hizard Type Select & datastore in which ko stare the Files For the virtual machine,

Marne and Folder

Resource Partition It is advisable to choose a datastore that is large enough to accomodate the virtual
Datastore machine and all its virtual disk files, so that they may all reside in the same place,
Guest Operating System
CPUs

[Memary

Metwork,

Virtual Disk, Capacity
Ready to Complete = _— . o ﬂ

For mare information about this wizard, < Back. I Mext = I Cancel |

se the online documentation,
4

GB Available

Under Guest Operating System, select the operating system family (Microsoft
Windows, Linux, Novell NetWare, Solaris, or Other), select the version from the
pull-down menu, and click Next.

This is the operating system for your virtual machine. Your choice should be based
on your planned use of the virtual machine.

NOTE

If you are installing a Linux operating system, use the LSILogic adapter.

VMware, Inc.

Refer to the Guest Operating System Installation Guide for details.
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The wizard does not install the guest operating system for you. The New Virtual
Machine Wizard uses this information to select appropriate default values, such as
the amount of memory needed.

{2 New ¥irtual Machine Wizard M=

Choose the Guest Dperating System
What Guest operating system do you plan to use with this virtual machine?

Wizard Tyoe Guest Operating System:
Marmne and Folder
Resaurce Partition & Microsoft Windows
Diatastore O Linue
Guest Operating System
CPUs € Movell Metware
Mernory € Solaris
Metwork
Wirtual Disk Capacity " Other
Ready ko Complete
Wersion:

For more information about this wizard, < Back I et = I Cancel |

see the online documentation,

4

10 Select the number of virtual processors in the virtual machine from the pull-down
list, and click Next.

Licensing is required to power on SMP. See the Installation and Upgrade Guide for
more information on licensing.

NOTE The Virtual CPUs page does not appear if the host is single-processor or the guest
operating system does not support SMP (for example, NetWare and Windows NT
4.0).

11 Configure the virtual machine’s memory size by selecting the number of
megabytes.
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The minimum, recommended, and maximum sizes are based on the guest
operating system. Regardless of the guest operating system, the minimum

Chapter 8 Creating Virtual Machines

memory size is 4MB. The maximum depends on the host, but for ESX Server 3.0 it

is 16384MB (16GB). The memory size must be a multiple of 4MB.

[ New Yirtual Machine Wizard =] E3

Memory

Configure the wirtual machine's memory size,

‘Wizard Type

Mame and Folder
Resource Partition
Datastore

Guest Operating System
Memory

Mebwork

Wirkual Disk Capacity
Ready to Complete

Specify the amount of memory allocated to this virtual
machine. The memory size must be a multiple of 4MB,

Memory For this virtual machine:

1 =
J 256 g

+ 16354

Fis vy
Ta set the memory o one of the indicated values, you
may click the colored triangle on the slider above or in the
legend belov,

£ Guest OS recommended minimurm 128 MB
& Recommended memory 256 ME
&4 Guest 05 recommended maximum 4096 MB

For more information about this wizard, < Back I Mext = I el |

see the online documentation,

4

The colored triangles along the slider represent these three amounts as indicated
by the key on the wizard. You can also drag the slider or select the number using
the up and down arrows.

12 Click Next.

VMware, Inc.
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13 Choose the networks to connect to and their options by selecting how many
network adapters (NICs) you want to connect to, the names of the networks, and
whether you want to connect to them at power on.

(= New ¥irtual Machine Wizard

Choose Networks

Which network connections will be used by the virtual machine?

M=l B3

‘Wizard Type

Mame and Folder
Resource Pool
Dratastore

Guest Operating System
CPUs

Memary

Network

‘irtual Disk, Capacity
Ready to Complete

—(Create Metwork Connections

How many NICs do wou want to connect?

Metwork

Connect ak Power On

NIC 13|y Metwork

=l |7

Far mare information about this

wizard, see the online documentati

z Back | Mext = I

Cancel |

4

If you do not want the virtual network adapter to connect when the virtual
machine is powered on, deselect the Connect at Power On check box.

The Network pull-down menu lists the port groups that are configured for virtual
machine use on the host. If no virtual machine port groups are configured, a
warning dialog box appears, and you are not allowed to configure any virtual

network cards.

14 Click Next.

15 Specify the size of the virtual disk.

(%] New ¥irtual Machine Wizard

Define ¥irtual Disk Capacity
What size do you want this virtual disk to be?

“izard Type

Mame and Folder
Resource Pool
Datastore

faest Operating Svstem
CPUs

Mermnory

Tetwork

¥irtual Disk Capacity
Ready to Complete

Set the maximum size For the wirtual disk,

Datastore:
Awailable Space (GE):

Disk. Size:

Istoragel

21.8

For mare information about this
wizard, see the online documentati

= Back | hext = I Cancel |

Y
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Enter the disk size in megabytes (MB) or gigabytes (GB). The default is 4GB. The
available space on the selected VMFS volume is listed. You can configure a disk
from as small as 1MB to as large as 2TB (2048GB), using a whole number of MB or
GB.

The virtual disk should be large enough to hold the guest operating system and all
of the software that you intend to install with room for data and growth.

You cannot change the virtual disk’s maximum capacity later, but you can install
additional virtual disks later by using the Virtual Machine Properties dialog box.

For example, you need about 1GB of actual free space on the file system containing
the virtual disk to install Windows Server 2003 and applications, such as Microsoft
Office, inside the virtual machine.

Click Next.
On the Ready to Complete page, review your options, and click Finish.

Before you can use your new virtual machine, you must partition and format the
virtual disk and then install a guest operating system and VMware Tools. The
operating system'’s installation program can handle the partitioning and
formatting steps for you.

Creating Custom Virtual Machines

This section describes the steps taken when you select the custom path in the New
Virtual Machine wizard. The custom path provides more flexibility and options.

To create a new virtual machine through the custom path

1
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From the VirtualCenter client, click Inventory in the navigation bar, and expand
the inventory as needed.

In the inventory list, select the managed host to which you want to add the new
virtual machine.

Choose File > New > Virtual Machine.

The New Virtual Machine wizard appears. The menu in the left panel differs from
the menu offered in the typical virtual machine configuration wizard.

Select Custom, and click Next.

The following steps guide you through the custom path.
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Type a virtual machine name, and click Next.

Select a Name and Location for this ¥irtual Machine

New Yirtual Machine Wizard

What do vwou want to call this wirtual machine and where do you want it located?

H[= 3

Wizard Type
Name and Folder
Resource Pool
Datastore

Guest Operating Svstem
CPLUs

Mermary

Metwork

I/0 Adapters
Select a Disk

Disk Capacity
Advanced Options
Ready to Complete

Provide & name for the new virtual machine and select its location in
the inventory panel below, Wirkual machine names can contain up ko
80 characters, buk they musk be unique within each inventory Folder,

Wirtual Machine Mame:

Wirtual Machine Inventory Location:

[l [ Mew Datacenter
[ [Mew Folder

For more information about this

wizard, see the online documentati

= Back I Mext = I

Cancel |

4

The name you enter in the Virtual Machine Name field is the name that is listed
in the VirtualCenter client inventory. It is also used as the name of the virtual
machine’s files. The name can be up to 80 characters long and may contain
alphanumeric characters and the underscore ( _) and hyphen (-) characters. This
name should be unique across the entire datacenter and must be unique within the

folder.

Select a folder or the root of a datacenter, and click Next.

To select the resource pool in which you want to run the virtual machine, expand
the tree until you locate the proper resource pool, highlight it, and click Next.
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Resource pools allow you to manage your computing resources within a host or
host by setting them up in a meaningful hierarchy. Virtual machines and child
resource pools share the resources of the parent resource pool.

(2] New ¥irtual Machine Wizard H[=]

Select a Resource Pool
Within which resource pool do wou want to run this virtual machine?

Wizard Type Select the resource pool within which you wish to run this wirkual mac
Marmne and Folder

Resource Pool Resource pools allow hierarchical management of computing
Datastare resources within a host or cluster, Yirtual machines and child pools
Guest Operating System shate the resources of their parent poal.

CPLUs Q voy 169, eng. ¥Imware, com

Memory

Mekbwork

I)C Adapkers

Select a Disk.

Disk. Capacity

Advanced Options
Ready ko Complete

Far mare infarmation about this I I |
< Back. Mext = Cancel
wizard, see the online documentati = —

4

8  Select a datastore in which to store the virtual machine files, and click Next.

Choose a datastore large enough to hold the virtual machine and all of its virtual
disk files. For ESX Server hosts, the Datastore is configured on that host, including
VMES, NAS, and iSCSI volumes.

(%] New ¥irtual Machine Wizard _[O] ]

Choose a Datastore for the Yirtual Machine
Where do you wank ta store the virtual machine files?

Wizard Type Select & datastore in which ko stare the files For the virtual machine,

Marne and Folder

Resource Pool 1t is advisable to choose a datastore that is large enough to accomodate the vittual
Datastore machine and all its wirkual disk files, so that they may all reside in the same place.
Guest Operating System Mame | Cluster Compliant | B Available | ﬂ
CRUs leqato-14 Mo 22345

Memary legato-13 Mo 5.55

Metwork valenato-09 Mo 231.66

1/ Adapters

S.e‘m 5 D'?k 155 best Mo 0.00
Disk Capacity
. legato-alexl Mo 2,58
Advanced Cptions :
Ready to Complete atirarntestiun Mo 289,18 -
Far mare infarmation about this <Back | Next = I cancel |

wizard, see the online documentati

4
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9  Under Guest operating system, select the operating system family (Microsoft
Windows, Linux, Novell NetWare, Solaris, or Other).
10 Choose the version from the pull-down menu.
@ Mew Yirtual Machine Wizard Hi=l
Choose the Guest Operating System
What Guest operating system do you plan to use with this virtual machine?
hiizard Type Guest Operating Syskem:
Mame and Folder
Resource Pool & Microsaft Windows
Cakastore o (Ui
Guest Operating System .
CPls € Movell NetWware
Memory " Solaris
Mebwork
1/ Adapters " Other
Seleck a Disk
Disk Capacity WErsion:
Advanced Options wdard Edition
Ready to Complate
For more information about this I
wizard, see the online documentati <Back | Mext = Cancel |
Y
The wizard does not install the guest operating system for you. The New Virtual
Machine wizard uses this information to select appropriate default values, such as
the amount of memory needed.
11 Click Next.
12 Select the number of virtual processors in the virtual machine from the pull-down
list, and click Next.

NOTE The Number of Virtual CPUs page does not appear if the host is single-processor
or the guest operating system does not support SMP (for example, Netware and
Windows NT 4.0).

13 Configure the virtual machine’s memory size by selecting the number of
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megabytes.

The minimum, recommended, and maximum sizes are based on the guest
operating system. Regardless of the guest operating system, the minimum
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memory size is 4MB. The maximum depends on the host, but for ESX Server 3.0 it
is 16384MB (16GB). The memory size must be a multiple of 4MB.

(% New ¥irtual Machine Wizard =]

Memory
Configure the wirtual machine's memary size,

Wizard Type Specify the amount of memory allocated to this virbual

Mame and Folder machine. The memary size must be a multiple of 4MB.

Resource Pool

Datastore Memory For this virtual machine:

Guesk Operating Svskem

CPLs =1 MB

Memory

Mekwork, s

/O Adapters Ta set the memory ta ane of the indicated values, you

Select a Disk :‘nay cl:cllj The colored triangle on the slider above or in the

Disk Capacity egend helow.

Advanced Options M Guest 05 recommended minimurn 128 ME

Ready to Complste A Recommended memory 256 ME

A Guest OF recommended maximum 4096 MB

For mare information about this =Back | ’ml Cancel |

wizard, see the online documentati

4

14 Click Next.

15 Choose the networks to connect to and their options by selecting how many NICs
you want to connect to, the names of the networks, and whether you want to
connect to them at power on.

(2] New Virtual Machine Wizard H[=] 3

Choose Networks
which network connections wil be used by the wirtual machine?

Wizard Tvoe —(Create Network Connections
Mame and Folder
Resource Pool Haw miary MICs do you wank ta conneck? |2 ,l
Datastore

Guest Operating System Metwark, Connect at Power On

CPUs

o MIC 12 [y etwork | v
|

Memary

Network HIC 2 ¥
1j0 Adapters Y Network |

Select a Disk.

Disk. Capacity
Advanced Options
Ready bo Complete

For more information about this = Back | NethI Cancel |

wizard, see the online documentati

4
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If you do not want the virtual network adapter to connect when the virtual
machine is powered on, deselect the Connect at Power On check box.

The Network pull-down menu lists the port groups that are configured for virtual
machine use on the host. If no virtual machine port groups are configured, a
warning dialog box appears, and you are not allowed to configure any virtual
network cards.

Click Next.
Choose the type of SCSI adapter you want to use with the virtual machine.

Two IDE adapters and a SCSI adapter are installed in the virtual machine. The IDE
adapter is always ATAPL For the SCSI adapter, you can choose between a BusLogic
or LSI Logic SCSI adapter.

NOTE

If you create an LSI Logic virtual machine and add a virtual disk that uses BusLogic
adapters, the virtual machine boots from the additional disk.

In the Select I/O Adapter Types page, the default for your guest operating system
is already selected. Older guest operating systems default to the BusLogic adapter.
The LSI Logic adapter has improved performance, works better with non-disk
SCSI devices, and is included with Windows Server 2003.

You can download the driver from the LSI Logic Web site. See the Guest Operating
Installation Guide for details about the driver and the guest operating system you
plan to install in this virtual machine.

NOTE

The choice of SCSI adapter does not affect whether your virtual disk is an IDE or
SCSI disk.

18

Select the type of disk, and click Next.

You can store virtual machine data in a new virtual disk, an existing virtual disk,
or a mapped storage area network (SAN) logical unit number (LUN).

A virtual disk comprises one or more files on the file system that appear as a single
hard disk to the guest operating system. These disks are portable among hosts.

Mapping a SAN LUN gives your virtual machine direct access to that SAN,
allowing you to use existing SAN commands to manage storage for the disk.
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See the SAN Configuration Guide for details about SAN LUN configuration.
®m  If you choose to create a new virtual disk, go to Step 19.
®  If you choose to use an existing virtual disk, go to Step 23.

®  Ifyou choose to create a mapped SAN LUN, go to “Mapping a SAN LUN” on
page 130.

19 If you chose to create a new virtual disk, you must select the size of the virtual

VMware, Inc.

disk, specify a datastore location for the disk, and click Next. (SEE UPDATE)

1% New ¥irtual Machine Wizard

Specify Disk Capacity and Location
How large do you want this disk ko be and where should it be located?

iizard Type —Disk caparity
Hame and Folder
Resource Pool v Writethrough

Disk Size: I 3: IGb j'
Datastore
v allocate all disk space now

Guest Operating System —

[V split disk inka 2 GE Files

CPlls —Location
Mernary " Stare with the wirbual machine

Disk Capacity
Advanced Options

Hetwark This option will skare the virtual disk on the same datastore as the
LI Adapters wirbual machine.
Select a Disk

Datastore

——

{* Specify a datastare

Ready to Complete
Choose a datastore on which to store the virtual disk

Browse... |
= Back | Mexk = I

Datastore

Far more information about this

X ! X Cancel |
wizard, see the online documentati

4

Enter the disk size in megabytes (MB) or gigabytes (GB). The default is 4GB. The
available space on the selected VMFS volume is listed. You can configure a disk
from as small as IMB to as large as 2TB (2048GB), using a whole number of MB or
GB.

The virtual disk should be large enough to hold the guest operating system and all
of the software that you intend to install with room for data and growth.

You cannot change the virtual disk’s maximum capacity later, but you can install
additional virtual disks later by using the Virtual Machine Properties dialog box.

For example, you need about 1GB of actual free space on the file system containing
the virtual disk to install Windows Server 2003 and applications, such as Microsoft
Office, inside the virtual machine.
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You can locate the virtual disk on the same datastore as the virtual machine or
select a datastore in another location. Use the Browse button to locate a datastore.
The Browse for Datastore dialog box appears.

Select a datastore

Mame ‘ Size | Free Space -
legato-15 241.56 GB 95.68 GB

legato-03 266,25 GB 206,73 GB

legata-12 265,25 GB 150,89 GB

w3templatel 266,25 GB 163.73GB

w3aukol 266,25 GB 129.94 GB

w3aukoZ 266,25 GB 122,60 GB

w3autod 266,25 GB 53.61 GB

w3legato-07 266,25 GB £26,15 6B

w3legato-08 266,25 GB 198.87 GB _I;I
4| | »

)
7

20 Select the virtual device node and disk mode for the virtual disk.

(% New Yirtual Machine Wizard =] B3

Specify Advanced Options
These advanced options do not usualy need to be changed.

Wigard Tvpe Specify the advanced options for this vitual disk. These options do not normally
Iame and Folder need to be changed.

Resource Pool —Virhual device node

Datastore

Guest Operating Swstem Hode ISCS\ [0:0) ﬂ
Mermnnty

Ttk —Mode

1/0 Adaprers

Select a Disk I Independert

Disk Caparit Independent disks are nat affected by snapshats.

Advanced Options T P

Ready ko Complete Changes are immediately and permanently

written to the disk.

" Nonpersistent
Changes to this disk are discarded when yau
power off or revert to the snapshot.

For more information about this < Back | MNexk = I Cancel |

wizard, see the online documentati

4

21 If you select Independent disk mode, choose one of the following:
a  Persistent — Changes are immediately and permanently written to the disk.

b  Nonpersistent — Changes to the disk are discarded when you power off or
revert to the snapshot.

22 Click Next, and click Finish.

You have finished creating a virtual machine that uses a new virtual disk.
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Before you can use your new virtual machine, you must partition and format the
virtual disk and install a guest operating system and VMware Tools. The operating
system’s installation program might handle the partitioning and formatting steps
for you. See the Guest Operating System Installation Guide.

23 If you chose to use an existing virtual disk, click Browse and navigate to the
virtual disk you want to use. Click Next.

24  Select which virtual device node should be used by your virtual disk.

(2 New ¥irtual Machine Wizard [_ o] =]

Specify Advanced Options
These advanced options do not usually need ta be changed.

izard Type Specity the advanced options for this vitual disk. These options do not namally
IMame and Folder need to be changed.

Resource Pool
Datastore

Guest Operating Swstem Hode ISCSI [0:0) j
Mernory:
Tetwork —Mode

1/ Adapters
Select a Disk I Independent

Disk. Capacity Independent disks are not affected by shapshots.

r—Yirtual device node

Advanced Options
Ready ko Complete

£ Persistent

Changes are immediately and permanently
written o the disk.

¢ Monpersistent

Changes to this disk are discarded when vou
pawer off or revert to the snapshot.

For mare information about this
= Back Next = I Caniel
wizard, see the online documentati = | — |

4

25 If you select Independent mode, choose one of the following;:
a  Persistent — Changes are immediately and permanently written to the disk.

b Nonpersistent — Changes to the disk are discarded when you power off or
revert to the snapshot.

26 Click Next.
The Ready to Complete New Virtual Machine window appears.
27 Review the options for your new virtual machine and click Finish.

You have finished creating a virtual machine that uses an existing virtual disk.
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Mapping a SAN LUN

Instead of storing virtual machine data in a virtual disk file, you can store the data
directly on a SAN LUN. This is useful if you are running applications in your virtual
machines that must know the physical characteristics of the storage device.

When you map a LUN to a VMFS volume, VirtualCenter creates a file that points to the
raw LUN. Encapsulating disk information in a file allows VirtualCenter to lock the
LUN so that only one virtual machine can write to it.

NOTE This file has a .vmdk extension, but the file contains only disk information describing
the mapping to the LUN on the ESX Server system. The actual data is stored on the
LUN.

Using VirtualCenter, you cannot deploy a virtual machine from a template and store its
data on a LUN. When you deploy a virtual machine from a template, you can store its
data in a virtual disk file.
To map a SAN LUN
1 From the Select a Disk page, select Mapped SAN LUN.
2 Click Next.
3 Select a LUN for the raw disk.
(=] New ¥irtual Machine Wizard [_ O]
Select and Configure a Raw LUN
Which LUM would you lke ko use For this raw disk?
twizard Tvpe | apacit: =
Mame and Folder i 268,000 GB
Resource Pool ] 266,422 GB
Datastore ferfsfdevices/disksfvmhba0:0:2:0 266,422 GB
Guest Operating System Jemfs/devicesdisks/vmhbal:0:3:0 266,422 GE
CFUs Jemfs/devicesdisks/vmhbal: 0:4:0 266,422 GE |
Jemfs/devicesdisks/vmhbai: 0:5:0 266,422 GE
Memory Jemfs/devicesdisks/vmhbal: 0:6:0 266,422 GE
Hetwark Jvmfs{devicesidisksivmhba:0:7:0 266,422 GB
10 Adapters Jurnfsjdevices/disksfvmhban:0:8:0 266,422 GB
Select a Disk, Tymfsjdevicesidisks/vmhbal:0:9:0 266,422 GE
Select Target LUN Jwmfs/devicesidisksivmhba0:0:10:0 1,000 G&
e Lot ot oo a0 0123 266,422 8
o vmfsjdevices/disks/vmhbal:0:12: .
Cgmpatlb;hty Mode Tumfsjdevicesfdisksfvmhba0:0:13:0 266,422 GB
Advanced Options Tumfsjdevicesfdisksfvmhba0:0:14:0 241.570 GB
Ready to Complate fvmfs{devices/disksfvmhbaD:0:15:0 1.000 GB
fumfsidevices/disksfvmhbal:0:16:0 1.000 GB
fernfsfdevices/disksfvmhba0:0:17:0 1.000 GB LI
For more information about this I
wizard, see the online documentati LBack | Mext 2 Cancel |
Y
4  Click Next.
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Select a datastore onto which to map the LUN.

1% New ¥irtual Machine Wizard =] E3

Select a Datastore
Onto which datastore do wou want o map this LUN?

‘Wizard Type
Mame and Folder Select datastore on which to store the LUM mapping from the list belaw, Yau will

Resource Pool use the disk map on this datastore bo access the virkual disk,

Datastore

Guest Operating System { Datastore |_# Hosts |_ =

CPUs z :

Memary legato-12 2

Metwork, w3templatel 2

1fO Adapters w3autol z

Select a Disk w3aukoZ 2

Select Target LU v3auto3 Z

Select Datastore valegato-07 z

Comnpatibiity Mode I\w:;:tgna_tlo‘;ﬂﬁ g

Advanced Options logato-12 =

Ready to Complete v3legato-09 >
storagel 1 i
iSC5I kest 2

For mare information about this < Bark | ’W Cancel |

wizard, see the online documentati

Y

Click Next.

Select a compatibility mode, either physical or virtual.

Physical compatibility mode allows the guest operating system to access the
hardware directly. Physical compatibility is useful if you are using SAN-aware
applications in the virtual machine. However, a LUN configured for physical
compatibility cannot be cloned, made into a template, or migrated if the
migration involves copying the disk.

Virtual compatibility mode allows the virtual machine to use VMware
snapshots and other advanced functionality. Virtual compatibility allows the
LUN to behave as if it were a virtual disk, so you can use features like disk
modes. When you clone the disk, make a template out of it, or migrate it (if the
migration involves copying the disk), the contents of the LUN are copied into
a virtual disk (. vmdk) file.

Subsequent screens offer different options, depending on your choice.

On the Specify Advanced Options page, you can change the virtual device node
and click Next.

The Ready to Complete New Virtual Machine page appears.

Review the options for your new virtual machine, and click Finish.

You have finished creating a virtual machine with a virtual disk that is mapped to
a LUN.
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Installing a Guest Operating System

A new virtual machine is like a physical computer with a blank hard disk. Before you
can use it, you must partition and format the virtual disk and install an operating
system. The operating system’s installation program might handle the partitioning and
formatting steps for you.

Installing a guest operating system inside your virtual machine is essentially the same
as installing it on a physical computer. The basic steps for a typical operating system

are:

1  Start VMware VirtualCenter.

2 Insert the installation CD-ROM for your guest operating system, or create an ISO
image file from the installation CD-ROM. Use the Virtual Machine Settings editor
to connect the virtual machine’s CD-ROM drive to the ISO image file and power on
the virtual machine.

NOTE You might need to change the boot order in the virtual machine BIOS so that the
virtual machine attempts to boot from the CD/DVD device before trying other boot
devices. To do so, press F2 when prompted during virtual machine startup.
Using an ISO image is faster than using a CD-ROM.

3 To power on your virtual machine, click the Power On button.

When a virtual machine is powered on, a green right arrow is displayed next to the
virtual machine icon in the inventory list, and the options in the Commands panel
change as shown in the following image:
w VLY LOFW LRSS
=B éyl\f?c‘;.le?n“g_.r\;rg:\zr:.com State: Powered Off
G veyl74-tho-lsi Host: vcyl74.eng.vymw
& Active Tasks:
(5 woyl74-wakient-lsi
G weyl74-w2kas-bus Commands
[ Power on
[ Edit Settings
E@ Migrate ko Mew Host
E,E' Clone to Mew Yirtual Machine
é'-] Convert ko Template
4  Follow the instructions provided by the operating system vendor.
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To customize a guest operating system, see “Customizing Guest Operating
Systems” on page 189.
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Installing and Upgrading VMware Tools

VMware Tools is a suite of utilities that enhances the performance of the virtual
machine’s guest operating system and improves management of the virtual machine.
Installing VMware Tools in the guest operating system is vital. Although the guest
operating system can run without VMware Tools, you lose important functionality and
convenience.

When you install VMware Tools, you install:
B The VMware Tools service (or vmware—guestd on Linux guests).

B A set of VMware device drivers, including an SVGA display driver, the vmxnet
networking driver for some guest operating systems, the BusLogic SCSI driver for
some guest operating systems, the memory control driver for efficient memory
allocation between virtual machines, the sync driver to quiesce I/O for
Consolidated Backup, and the VMware mouse driver.

®  The VMware Tools control panel that lets you modify settings, shrink virtual disks,
and connect and disconnect virtual devices.

B Aset of scripts that helps you to automate guest operating system operations. The
scripts run when the virtual machine’s power state changes.

B A component that supports copying and pasting text between the guest and
managed host operating systems in Microsoft Windows guest operating systems.
The copy and paste option is not supported in Linux guest operating systems.

Configure the guest operating system before installing or reinstalling VMware Tools.
This enables VMware tools to determine the correct mouse configuration and module
configuration.

NOTE

If the guest operating system is installed but not correctly configured when you install
VMware Tools, the VMware Tools installation does not work correctly. This can cause
the guest operating system to crash.

Limitations

The following are VMware Tools limitations:
®  Shrink disk is not supported.

®  For Microsoft Windows NT, the default scripts for suspend and resume do not
work.

The mouse driver installation fails in X windows versions earlier than 4.2.0.

VMware, Inc. 133



Basic System Administration

This section includes the following information:
B “VMware Tools Properties Dialog Box” on page 135
B “Automated VMware Tools Upgrades” on page 138

NOTE

If you do not have VMware Tools installed in your virtual machine, you cannot use the
shutdown or restart options. You can use only the Power options. If you want to shut
down the guest operating system, shut it down from within the virtual machine console
before you power off the virtual machine.
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The installers for VMware Tools for Windows, Linux, and NetWare guest operating
systems are built into ESX Server as ISO image files. An ISO image file looks like a
CD-ROM to your guest operating system and even appears as a CD-ROM disc in
Windows Explorer. You do not use an actual CD-ROM disc to install VMware Tools, nor
do you need to download the CD-ROM image or burn a physical CD-ROM of this
image file.

When you choose Virtual Machine > Install VMware Tools from the VMware
VirtualCenter menu, VMware VirtualCenter temporarily connects the virtual
machine’s first virtual CD-ROM disk drive to the ISO image file that contains the
VMware Tools installer for your guest operating system. You are ready to begin the
installation process.

To install or upgrade VMware Tools (SEE UPDATE)
1 From VirtualCenter, power on the virtual machine.

2 When the guest operating system starts, choose Virtual Machines > Install
VMware Tools.

3 From inside the virtual machine, click Yes to launch the InstallShield Wizard.

®  If you have autorun enabled in your guest operating system (the default
setting for Windows operating systems), a dialog box appears.

B If autorun is not enabled, run the VMware Tools installer. Click Start > Run
and enter D:\setup.exe, where D: is your first virtual CD-ROM drive.

4  Follow the onscreen instructions.

B On Windows Server 2003, the SVGA driver is installed automatically, and the
guest operating system uses it after it reboots.

®  After you install VMware Tools, Windows 2000 and Windows XP guest
operating systems must be rebooted to use the new driver.
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VMware Tools Properties Dialog Box

When VMware Tools is installed in your virtual machine, a VMware Tools icon is
displayed in the virtual machine’s system tray.

To display the VMware Tools Properties dialog box

Double-click the VMware Tools icon in the system tray from inside the guest operating
system.

The VMware Tools Properties dialog box appears with the Options tab displayed.

) ¥Mware Tools x|

Options | Devicesl Scriptsl Shrinkl About I

Mizcellaneous Option:

™ Time synchronization between the vitual machine and the
congole operating system.

¥ Show Wware Tools in the taskbar.

QK | Cancel Apply Help

Options Tab

From this tab you can synchronize the time between the guest and service console and
show VMware Tools in the taskbar.

To synchronize the time between the guest and service console

The guest service can synchronize the date and time in the guest operating system with
the time in the service console once every minute.

1 Inthe VMware Tools control panel, select the Other tab (Options in a Linux guest),
and select Time synchronization between the virtual machine and the host
operating system.

In addition, the guest service can synchronize the date and time in the guest with
the service console in response to various system events, (for example, when you
resume from disk). You can disable this in the configuration file by setting;:

time.synchronize.resume.disk = FALSE
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2 Click Apply.
3  To show VMware Tools in the taskbar, select the check box and click Apply.
4  Click OK to exit the Properties dialog box.

Devices Tab

On the Devices tab you can view a list of all removable devices (such as floppy and
CD-ROM drives) available to the virtual machine and whether they are connected or
disconnected. You can also connect or disconnect any of the listed devices.

To connect a device to the virtual machine
1  Select the Devices tab.

2 Select the check box by the device you want to connect.

@l ¥Mware Tools Properties ll
Options  Devices | Scriptsl Shrinkl About I

Check a device to connect it to the virtual machine.

IV IDE 1.0

™ Floppy 1

QK I Cancel Apply Help

3 Click Apply.
4  Click OK to exit the Properties dialog box.

Scripts Tab

Through VMware Tools you can run scripts that execute when you change the power
state of your virtual machine (that is, when you power on, power off, suspend, or
resume the virtual machine).

A default script for each power state is included in VMware Tools. These scripts are
located in the guest operating system in C:\Program Files\VMware
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Table 8-2. VMware Tools Scripts

Task Default Script
Suspend the guest operating system suspend-vm-default.bat
Resume the guest operating system resume-vm-default.bat

Shut down the guest operating system poweroff-vm-default.bat

Power on the guest operating system poweron-vm-default.bat

To run a script event

1 Click the Scripts tab.

@l ¥Mware Tools Properties ll

Dptionsl Devices Scripts | Shrinkl About I

Script Event: ISuspend Guest Operating System j
] Operating 1u]

Shut Down Guest Dperating System
Power On Guest Dperating System

' Default script

" Custom script

C:\Program FilesiMwareiybdware Toolshsus Browsze... |

Edi. | Runbow |

QK I Cancel | Apply | Help |

2 Choose a power operation from the Script Event pull-down menu.

3 Select a script to associate with this event. To select a script other than the default,
click Custom Script, click Browse, and select the new script.

Once you have selected a script, you can edit it or run it to test it.
4 To edit a script, click Edit.
The script opens in your default editor. Make your changes there.
To test the script, click Run Now.
To disable the running of a script, clear the Use Script check box.

Click Apply to save your settings.

x® NN o O

Click OK to exit the properties dialog box.
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About Tab

The About tab contains information about VMware Tools, such as the build number.

Automated VMware Tools Upgrades

In ESX Server 3, VMware Tools and virtual hardware can be upgraded simultaneously
for multiple virtual machines without interacting with the virtual machine from the
virtual machine console. This new feature allows you to upgrade VMware Tools and
virtual hardware for one or more virtual machine from earlier releases. The user
performing the upgrade must have permission to do so.

The following are limitations on VMware Tools mass upgrades:

B Only virtual machines managed by VirtualCenter 2 can be upgraded.

B Mass upgrades are available only for Linux and Microsoft Windows 2000 and later.
®  FreeBSD, NetWare, and Windows NT are not supported.

®  The virtual disk must be on a VMFS-3 volume.

B Virtual machines must be powered off.

B Because the mass upgrades command-line tool is installed as part of the
VirtualCenter 2 server installation and runs on VirtualCenter Server, the upgrader
runs on Microsoft Windows only.

To mass upgrade tools and virtual hardware on multiple virtual machines

This tool, available from the VirtualCenter installation directory, can be used only from
the command line with the following options:

vmware-vmupgrade.exe —-u user [-p password] [-n vmname] [-h host]
[-m maxpowerons] [-s] [-q]

Table 8-3. Command-Line Options
Option Description

-u user Specifies a user with sufficient privileges on the target virtual machine,
including VirtualMachine.Config.*, VirtualMachine.Interact.*, and
VirtualMachine. Provisioning.*

-p password Specifies a password on the command line. If this is omitted, the tool
immediately prompts for a password.

—-n vmname The name of the virtual machine to upgrade. This name corresponds
to the display name of a virtual machine. Specify multiple virtual
machines using multiple -n parameters. The -n option is ignored if -h
is specified.
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Table 8-3. Command-Line Options (Continued)
Option Description

-h host Attempts to upgrade all the virtual machines on a particular host. Fails
if the specified host if not version ESX 3.0 or greater.

—-m maxpowerons On a particular host, power-on only this number of virtual machines
at a time.
-0 port Specifies the VirtualCenter Server port, if one other than the default

port 902 has been configured.

-t maxpowerontime After the tools upgrade is scheduled on a virtual machine, the virtual
machine is powered on and allowed to run through the tools
installation process. In most cases, the guest powers down the machine
automatically when the process completes. This parameter allows a
user to set the maximum amount of time for a virtual machine to be
powered on in case the guest is unable to shut down the machine itself.

-s Skips the tools and only does the virtual hardware upgrade.
-q Works quietly. Doesn’t produce status or completion messages on
shutdown.
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Managing Virtual Machines

This chapter describes virtual machine tasks, including adding and removing virtual
machines and powering virtual machines on and off.

NOTE The views and capabilities displayed vary depending on whether the VI Client is
connected to a VirtualCenter Server or an ESX Server. Unless indicated, the process,
task, or description applies to both kinds of VI Client connections.

This chapter contains the following sections:
B “Changing Virtual Machine Power States” on page 141
B “Adding and Removing Virtual Machines” on page 150

B “Starting and Shutting Down Virtual Machines” on page 155

Changing Virtual Machine Power States

The power state of a virtual machine indicates whether the virtual machine is active and
functional. There are three basic states: on, off, and suspend. To achieve the on state,
you can power on the machine, reset the machine, or resume activity from a suspended
state. To achieve the off state, you can power off the machine or suspend all virtual
machine activity. Each virtual machine power state change has a different effect on the
guest operating system in the virtual machine.

There are also several access points for making changes to these power states. You can
change a power state change by:

B Selecting the virtual machine and the power option from the Inventory > Virtual
Machine menu.
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Selecting Power on from the Commands area.
Selecting the power option from the pop-up menu.

Scheduling a power state change through the Scheduled Tasks button in the
navigation bar.

The power state topics are covered in the following sections:

“Understanding Virtual Machine Power States” on page 142
“Understanding Transitional Power States” on page 144

“Manually Powering a Virtual Machine On and Off” on page 144
“Using Suspend and Resume” on page 145

“Scheduling a Power State Change for a Virtual Machine” on page 146

Understanding Virtual Machine Power States

The basic power state options include:

Power on — Powers on the virtual machine and boots the guest operating system if
the guest operating system is installed.

Power off — Powers off the virtual machine. The virtual machine does not attempt
to shut down the guest operating system gracefully.

Suspend - Pauses the virtual machine activity. All transactions are frozen until you
issue a resume command.

Resume — Allows virtual machine activity to continue and releases the Suspended
state.

Reset — Shuts down the guest operating system and restarts it. This operation
depends on the operating system being shut down. If shutdown is not automatic
for that operating system, VMware Tools must be installed.

The following power options perform extra functions in addition to the basic virtual

machine power operations. VMware Tools must be installed in the virtual machine to

perform these functions:

Shut down guest — Shuts down the guest operating system gracefully.

Standby guest — Suspends the guest operating system and run VMware tools
suspend scripts.

Restart guest — Shuts down and restarts the guest operating system without
powering off the virtual machine.
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Toolbar power buttons perform as follows:

Power off — Powers off the virtual machine. A power off operation displays a
confirmation dialog box indicating that the guest operating system might not shut
down properly.

Power on — Powers on a virtual machine when a virtual machine is stopped, or
resumes the virtual machine and runs a script when it is suspended and VMware
Tools is installed and available. Resumes the virtual machine and does not run a
script when VMware Tools is not installed.

Suspend - Suspends the virtual machine without running a script when VMware
Tools is not installed, or runs a script, and suspends the virtual machine when
VMware Tools is installed and available.

Reset — Resets the virtual machine when VMware Tools is not installed, and
restarts the guest operating system when VMware Tools is installed and available.
A reset operation displays a confirmation dialog box indicating that the guest
operating system is not shut down properly.

NOTE

The specific form of the power state action can be modified to include guest
operating system shutdowns or not and to include running scripts or not. To
configure power operation settings choose host > Configuration > Virtual
Machine startup/shutdown.

VMware, Inc.
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Understanding Transitional Power States

Actions taken on a virtual machine require that the virtual machine be in specific power
states. Whenever a power operation is performed on a virtual machine, the virtual
machine power state changes and all other commands are locked out until the first
command is completed.

The figure below illustrates states, transitions, and state-changing commands for
virtual machines.

powered off remove

power on power off

powered on

resume suspend

conmans [

Figure 9-1. Virtual Machine Power State Changes

Manually Powering a Virtual Machine On and Off

Before changing any power state on a virtual machine, you must have added the virtual
machine to your Virtual Infrastructure environment. Refer to “Adding and Removing
Virtual Machines” on page 150.

To manually change the power state of a virtual machine

1  Click the Inventory button in the navigation bar.

2 Expand the inventory as needed, and click the appropriate virtual machine.
3 Choose from the following options:

m  Click the power option from the toolbar.
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NOTE The Power Off button on the toolbar, by default, performs a “hard” power off.
To perform a graceful shutdown of a guest operating system, use the
right-click option or shut down the operating system directly from inside the
guest. Alternatively, the behavior of the power button can be changed on a
per-virtual machine.

B Right-click the virtual machine and choose a power option.

NOTE The pop-up menu on a virtual machine displays two options: Power Off and
Shut Down. Power Off, sometimes called “hard” power off, is analogous to
pulling the power cable on a physical machine, and always works. Shut
Down, or “soft” power off, leverages VMware tools to perform a graceful
shutdown of a guest operating system. In certain situations, such as when
VMware Tools is not installed or the guest operating system is hung,
shutdown might not succeed.

If an option is not currently available, it is dimmed and unselectable.

After the power option is selected, Virtual Infrastructure Client displays messages
in Recent Tasks indicating the transition modes.

Using Suspend and Resume

The suspend and resume feature is most useful when you want to save the current state
of your virtual machine and pick up work later with the virtual machine in the same
state.

Once you resume and do additional work in the virtual machine, you cannot return to
the state the virtual machine was in at the time you suspended. To preserve the state of
the virtual machine so you can return to the same state repeatedly, take a snapshot.
Refer to “Using Snapshots” on page 221 for more information.

The speed of the suspend and resume operations depends on how much data changed
while the virtual machine was running. In general, the first suspend operation takes a
bit longer than later suspend operations do.

When you suspend a virtual machine, a file with a . vmss extension is created. This file
contains the entire state of the virtual machine. When you resume the virtual machine,
its state is restored from the .vmss file.

VMware, Inc. 145



Basic System Administration

146

To suspend a virtual machine

1

3

If your virtual machine is running in full screen mode, return to window mode by
pressing the Ctrl-Alt key combination.

Click Suspend on the VMware Virtual Infrastructure Client toolbar.

When VMware Virtual Infrastructure Client completes the suspend operation, it is
safe to exit VMware Virtual Infrastructure Client.

Choose File > Exit.

To resume a virtual machine that you have suspended

1

Start VMware Virtual Infrastructure Client, and select a virtual machine that you
have suspended.

Click the Power On button on the VMware Virtual Infrastructure Client toolbar, or
choose the Power On option from the pop-up menu or the Commands window.

NOTE

Applications you were running at the time you suspended the virtual machine are
running, and the content is the same as it was when you suspended the virtual
machine.

Scheduling a Power State Change for a Virtual Machine

Depending upon your permissions, you can create a scheduled task to change the
power state of the virtual machine in the VI Client.

To create a scheduled task that changes the power state

1

Click the Scheduled Tasks button in the navigation bar.
The list of scheduled tasks appears.

Right-click and choose New Scheduled Task, or choose File > New > Scheduled
Task.

The Select a Task to Schedule window appears.

(] Select a Task to Schedule M=] E3

Fleaze zelect the type of tazk that you would like to schedule.

Change the p

Cancel |

Select Change the power state of a virtual machine, and click OK.
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The Change a Virtual Machine’s Power State wizard appears and displays the

Select an Entity page.

(%] Change a ¥irtual Machine's Power State =] B3

Select an Entity
Select the entity which will be the object of the task

Select an Entity | [ Hosts & Clusters

Select an Power Op - J_Il Hom Datacenter

Select an Entity & nodet

nodez2

node3
wey169-rh9-bus
wey169-rh9-si
woy169-w2k3ent-bus
woy169-wek3ent-lsi
wey169-wkas-bus
woy174-rh9-bus
woy174-rh9-lsi

woy 1 74-wzk3ent-bus
woy 1 74-wk3ent-lsi
woyl 74-wkas-bus

HEIHIIHIIIID

1 —

For more information ab < Back I Mext = I Canicel |

see the online document:
4

Select the virtual machine whose state you want to change.

The Select a Power Operation screen appears.

(%] Change a ¥irtual Machine’s Power State H=] &3

Select an Power Operation

Select the type of power operation you would like to
rerfarm nn A virknal markins.

Select an Entity
Select an Power |

Select an Entity

Power Operation

& Power o
7 Power off
© Shut Down
" Suspend

T Reset

KT —
Far mare infarmation abr . pack I Mext = I Cancel |

see the orline documents
4

Click a Power Operation option.
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6  Click Next.

7 Select the virtual machine whose power state changes.

(%] Change a ¥irtual Machine's Power State =]

Select an Entity
Select the entity which will be the object of the task

Select a Virtual Machine

[l [/ Hosts & Clusters
Select an Power Operat =
. =] Ll Nesws Dakacenter
Select an Entity =
E vy 169, eng, vmware, com
Schedule the Task
E vy 174, eng. vmware, com

Iy
Faor mare information about this wizl - pagg I Mest = el |
see the online documentation. — —

4

8  Click Next.

The Schedule the Task screen appears.

9  Name the task, give a description, and specify the timing of the task.
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To refer to the calendar, click Later, and click the drop-down arrow to choose a date
from the displayed calendar. A red circle indicates today’s date and a dark circle
indicates the scheduled date.

(%] Change a ¥irtual Machine's Power State M=l
Schedule the Task
Select the time and recurrence for the task
Select a virtual Maching Task Mame I
Select an Power Operat
Select an Entity T azk Description |
Schedule the Task
—Frequency
Start Time
i Once
£ After Startup
" Hourly 1200 pm
© Dail 2 I\I\u"ednesday, December 21, 2005 = |
December, 2005
® ey bon Tue wed Thu Fii
28 29 ;0 1 2 3
= Manthly 4 &5 6 7 8 39 710
12 13 14 15 16 17
18 19 20 Wl 22 23 M
25 26 2 28 29 30 A
12 3 4 &5 & 7
: 1272172005
5| — [
Far mote information about this wizard, < Back I Nest > I Cancel |
see the online documentation, — —
4

10 Click Next.
11 Click Finish. (SEE UPDATE)

Virtual Infrastructure Client adds the new task to the scheduled task list and
completes it at the designated time. When it is time to perform the task, Virtual
Infrastructure Client first verifies that the user who created the task still has
permission to complete the task. If the permission levels are not acceptable, a
message is generated and the task is not performed.
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Adding and Removing Virtual Machines

Virtual machines can be added to Virtual Infrastructure Client through their managed
hosts. They can be removed from Virtual Infrastructure Client control and optionally
from their managed host’s storage.

The following sections discuss adding and removing virtual machines:

B “Adding Existing Virtual Machines to VirtualCenter” on page 150

B “Removing and Returning Virtual Machines from VirtualCenter” on page 151

B “Returning a Virtual Machine to VirtualCenter” on page 152

Adding Existing Virtual Machines to VirtualCenter

When you add a managed host to Virtual Infrastructure Client, Virtual Infrastructure
Client discovers all the virtual machines on that managed host and adds them to the
Virtual Infrastructure Client inventory. If a managed host is disconnected, the already
discovered virtual machines continue to be listed as part of Virtual Infrastructure

Client.

If a managed host is disconnected and reconnected, any changes to the virtual
machines on that managed host are identified, and Virtual Infrastructure Client
updates the list of virtual machines. For example, if node3 is removed and node4 is
added, the new list of virtual machines adds node4 and shows node3 as orphaned.

@ 10.17.86.106 - YMware YirtualCenter
File Edit Yew Inventory Administration Help

EE Van
Inwventary Scheduled Tazks

&)

Ewents Admin

« o|[m > w BB @B G

= ﬂ Hosts & Cluskers
[ [Ey Mew Datacenter
= E Wiy 169, eng. vmware, cor
1 nodel
G nodez
G weyle9-rhg-bus
B woyle9-rho-lsi
G woyle9-wEkIent-bu:
B veyl69-wek3ent-ls
;!
= E vy 174, eng. vmware, cor
B node? forphaned?
B vey174-rh9-bus
&)

woy174-rh9-lsi

Figure 9-2. An Orphaned Virtual Machine
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Chapter 9 Managing Virtual Machines

Removing and Returning Virtual Machines from VirtualCenter

Removing Virtual Machines from inventory unregisters them from the host and
VirtualCenter. Virtual machine files remain at the same storage location and the virtual
machine can be reregistered using the datastore browser.

Removing Virtual Machines from disk, on the other hand, deletes them completely.

To remove a virtual machine from VirtualCenter but not the datastore

1

62 B O N S

From the Virtual Infrastructure Client, click the Inventory button in the navigation
bar.

Expand the inventory as needed, and click the appropriate virtual machine.
Make sure that the virtual machine is powered off.
Select the virtual machine in the inventory panel.

Choose Inventory > Virtual Machine > Remove from Inventory.

CAUTION The Edit > Remove menu command removes your virtual machine
from the disk.

To confirm that you want to remove the virtual machine from Virtual
Infrastructure Client, click OK.

5

& Are you sure you wank o remove this virbual machine From the inventory?

Virtual Infrastructure Client removes references to the virtual machine and no
longer tracks its condition.

NOTE

The Remove from Inventory command removes the virtual machine only from
Virtual Infrastructure Client. It does not remove the virtual machine from its
datastore.

VMware, Inc.
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Returning a Virtual Machine to VirtualCenter

If you have removed a virtual machine from a Virtual Infrastructure Client server but
did not remove it from the managed host’s datastore and you want to return it to Virtual
Infrastructure Client, use the New Virtual Machine Wizard.

To return a virtual machine to VirtualCenter

1

AN G ks WN

Click the Inventory button.

Click the Summary tab.

Select a host, and start the New Virtual Machine wizard.

Choose Custom, and click Next.

Proceed through the wizard as though you are creating a new virtual machine.

When the Select a Disk page appears, click the Use an existing virtual disk radio

button, and click Next.

@ New ¥irtual Machine Wizard

Select a Disk

[-[O[x]

Which disk do wou want this drive to use?

Wizard Type

Mame and Folder
Resource Partition
Datastore

Guest Operating Syskem
Mernory

TMetwork

I/ Adapters
Select a Disk
Select Existing Disk.
Advanced Options
Ready to Complete

Select the type of disk to use from the choices below,

—Disk.

" Create anew virtual disk

A virtual disk is composed of one or mare files on the host file system,
which wil appear as single hard disk to the guest operating system.
irbual disks can easily be copied or moved on the same host or
between host.,

% se an existing virtual disk

Choose this option to reuse previouslky configured disk,

= Mapped SAMN LUN

Give your virtual machine direct access to AN, This option allows you
to use existing SAM commands ko manage the starage and continue ko
access it using a datastare.

For more information about this wizard, 2 Back I Next = I Cancel
see the online documentation, — —
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7  Browse to the existing virtual disk, and click Next.

(%) New Yirtual Machine Wizard =] B3

Select Existing Disk
Which existing disk do wou wank to use as this virbual disk?

Wizard Type Disk file path
Mame and Folder

Resource Partition Browse... |
Dratastare

Guest Operating Syskem
Mernory

Metwork,

Ij0 Adapters

Select a Disk,

Select Existing Disk
Advanced Options
Ready ta Complete

For maore information about this wizard, < Back I Mest = I el |
see the onling documentation, — —
4

8 Browse for a datastore.

@ Browse for Datastore ﬂ E
Select a datastore
Marme | Size: | Free Space -
legato-15 241.56 GB 95,658 GB
legato-03 266,25 GB 206,73 GB
legato-12 266,25 GB 150,89 GB
witemplatel 266,25 GB 163.73 GB
vw3autol 266,25 GB 129,94 GB
w3aukoZ 266,25 GB 122,60 GB
w3auko3 266,25 GB 53.61 GB
wilegato-07 266,25 GB 226,15 GB
wilegato-05 266,25 GB 195,57 GB _ILI
1| | »

]34 | Cancel I
7

9  When you have located a compatible virtual disk, select it and click Open.

CAUTION Use care when attaching virtual disks to virtual machines. Attaching
the wrong virtual disk to a virtual machine yields unpredictable
results. The first virtual disk should be a system disk that the virtual
machine can boot from.
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10 Proceed through the rest of the wizard as though you were creating a new virtual

machine.

11 Click Finish to exit the wizard.

To remove a virtual machine from Virtual Infrastructure Client and the datastore

1  From the Virtual Infrastructure Client, click the Inventory button in the navigation
bar.

2 Expand the inventory as needed, and click the appropriate virtual machine.

3 Make sure that the virtual machine is powered off.

4 Choose Delete From Disk from the virtual machine’s pop-up menu.

NOTE This removes all the files for the selected virtual machine, including the

configuration file and the virtual disk files.

5  To confirm removing the virtual machine from Virtual Infrastructure Client and

the datastore, click OK.

Delete ¥irtual Machine from Disk
& Are you sure you want bo delete Microsoft Windows Server 2003, Enterprise Edition From disk?

This will permanently delete the wirtual machine and all of its Files. The deleted files cannok be recovered.

o | o]

Virtual Infrastructure Client removes the virtual machine from its datastore
entirely.
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Starting and Shutting Down Virtual Machines

You can configure your virtual machine to start up and shut down automatically, or you
can disable this function. You can also set the default timing as well as the startup order
for specified virtual machines when the system host starts.

To configure virtual machine startup and shutdown

1
2

4

VMware, Inc.

Select the Inventory button.

Select a host machine.

Click the Configuration tab.

Configuration information for the host appears.

[ 10.17.86.106 - ¥Mware VirtualCenter
Fie Edb Vew Inventory Adwinistration Help

[-[0x]

& . il
Inveriay | Schedded Tasks

= &

Evenls Admin Maps

0

Feedback

e« B \ i
B ﬁ Hasts & Clusters

) [ Wew Datacerter
B [ veylss.eng.vmware,cor

veyl74.eng.vmware.com ¥Mware Host Agent, e.xp, 19145

Configwation
B nods!
(& nodez Hatdware Starage Remove  Add.. —
() node3 + Storage (SCSL, SAN, and FS) Tdentiication | Device Copacty | Fres | Type | -
@ wepteshe-bus Netwarkng B vaauoz 62568 22446GE wifs3
@ VW:::"ES‘ " - B vautos 625 ZHADLGE wifs3
@ ng'wme”t"_“ B vegsto7 262568 26597 GE vmFsd
E VW!SQ-WZK:’L-SI Memory B vdegato0 62568 25300GE viis3
weyl6g-n2kas-bus
5 E vcm: P Storage Adapters B legato12 2%6.25G8  219.06GB vfs3
& Vw‘lﬂ:rhg,bus‘ Hetnork Adapters B legato-13 2662568 246,33 68 vms3
B vyt B vienplte H625GE  IES.97GE vmfsd =
- ;| | Software
O veyl74wekent-bu Details Propertes. .
) vepITw2Kentd Licensed Features
174-2kes b
G vert4wdlasbus D15 and Routing
Virtual Machine Startup/Shutdown
NP Agents
Seaurity Profie
Service Conscle Resouress
Advanced Settings I
] [ 2] El
Recent Tasks X
Hame: | Target Status Reasan Z Time
[ Tasks & Alams [ v/

Click the Virtual Machine Startup/Shutdown link.
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The virtual machine startup and shutdown information appears.

File Edt View Dnvertory Admiistration Help

100X

. 7 g = & Y
1y Scheduled Tasks Events Admin Maps Feedback.

] :;\fn‘

El ﬁsts & Clusters veyl74.engvmware.com ¥Mware Host Agent, e.x.p, 19145
2 [ Mew Datacenter
& [ vetes.eng.mware.cor TN TR
@ nodet
B nodez Hardware virtual Machine Startup and Shutdown Prapertes...
B node Sharage (5C31, AN, and FS) Start and Stop s with the system  Disabled
B vey169-rh-bus Nebwork Defaul Startup Delay nane
G vey169-h-si 4 Default Shutdown Delay none
B veyl§3-uzkient-tu: Processars "
B veyleswakdentls Memary Startup Order
B veyl69uikas-bus E— | Virtual Machine | Startup | Startup Delay | Shutdown | Shutdown Delay |
2 [ | veyI.eng.viwnare cor o A ManualStartup
G vey1T4ha-hus ehaork Adspters (@ voyl74-wzkdentls  Disabled Disabled
(G veyl74hssi = 1 veyl74-thg-bus Disabled Disabled
3 veyl74-w2kdent-bu | | Software & voyl74-wikdent-bus  Disabled Disabled
) veyt74uksentls Licersed Features B veyt7arhsdi Disabled Disabled
B vey 1 T4ulkasbus o0 and Reting B veylTewdkasbus  Disabled Disabled
» itusl Mathine StartupfShukdonn
SHIVP Agents
Seaurty Profie
ervice Cansole Resources
Service Console
Adwanced Settings
4 1
Recent Taks X
Mame | Target | Status | Reason o Tie |
[#]Tasks 5 Alams | 4

Click Properties.

The Virtual Machine Startup and Shutdown dialog box appears.

rtual Machine Startup and Shutdawn
System Settings
[¥ Allow vitual machines to start and stop automatically with the system

Default Startup Delay

Default Shutdown Delay

For sach vitual machine. continue staring up after
0 seconds

™ Continue immediately if the Wware Tools starts

Far each vitual machine. continue shutting down after

i seconds

Startup Order

Power on the specifisd vitual machines when the system stats. They wil be stopped in the oppasite order.

| wirtual Machine | Startup | Startup Delay | Shutdown | Shutdown Delay |
Automatic Startup Hove Uy
Any Order
ManualStartup Have Down
Gh weyl74-w2kient-lsi  Disabled 0 second Disshled 0 second —
G woyl74-rha-bus Disabled 0 sscond Disshled 01 second Edit
G woyl74-wzkZent-bus  Disabled 0 second Disabled  0'second
G woyl74-rha-lsi Disabled 0 sscond Disshled 01 second
G woyl74-wzkas-bus  Disabled  0second Disabled  0'second

ok | concel Help
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If you want to allow virtual machines to start and stop automatically, click the
check box at the top of the dialog box and enter a time in seconds for the default
startup delay and the default shutdown delay.

If you want the operating system to start after a brief delay, specify a delay time in
the Default Startup Delay box.

This allows time for VMware Tools or the booting system to run scripts.

Click the check box if you want the operating system to boot immediately after
VMware Tools starts.

Next, specify the order in which the virtual machines start when the system starts.
Use the Move Up, Move Down, and Edit buttons to rearrange the virtual
machines in the display. (SEE UPDATE)

The virtual machines are stopped in reverse order.

Click OK to exit the dialog box when you are through changing the system
settings.

157



Basic System Administration

158 VMware, Inc.



Configuring Virtual
Machines

This chapter describes the Virtual Machine Properties editor and the Add Hardware
wizard. These allow you to edit and configure your existing virtual machines. It also
discusses advanced virtual machine configuration options. These activities are
performed after you create the virtual machine and install the guest operating system.
You must have sufficient permission to perform the activities described in this chapter.

This chapter contains the following topics:
B “Virtual Machine Properties Editor” on page 159
®  “Adding New Hardware” on page 181

Virtual Machine Properties Editor

The Virtual Machine Properties Editor allows you to change nearly every characteristic
that you choose when you created the virtual machine. This section describes how to
use this powerful editor.

To edit an existing virtual machine configuration

1  From the VI Client, click Inventory in the navigation bar.

2 Expand the inventory as needed, and select the virtual machine you want to edit.
3 (Optional) Power off the virtual machine.

Changing most of the properties of a virtual machine is possible while it is
powered off, but you can open the properties editor regardless of the power state.
Many of the controls are read-only if the virtual machine is not powered off.

4  To display the Virtual Machine Properties dialog box, click the Edit Settings link in
the Commands panel.
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The Virtual Machine Properties dialog box is displayed. There are three tabs:
Hardware, Options, and Resources.

5 Select a tab and proceed to one of the following sections:
B “Changing the Hardware Configuration of a Virtual Machine” on page 160
B “Changing Virtual Machine Options” on page 170

B “Changing Virtual Machine Resource Settings” on page 175

“Changing the Audio Configuration” on page 180

(%] virtual Machine Properties [_[O]
Hardware: |Opt\ons | Resourcesl

Hardware | Summary

Floppy 1
—Device status
I~ | Connected

Floppy 1 {dev]fdo |
E DYDJCO-ROM 1 ATAPI [devicdrom [~ Connect at power on
EB Ethernet 1 WM Netwark.  Conmertion
@ 5c51 Controller 1 LI Logic e il
& Hard Disk 1 4,096,000 KB '+ Use physical drive:
" Clierit (3 Host
Device: 1o =

" Use existing floppy image:

Browse...
Browse...

" Create new floppy image:

Add... Remove

oK Cancel
4

Changing the Hardware Configuration of a Virtual Machine

This section describes how to change the configuration of existing virtual hardware
devices in a virtual machine.

You can add, edit, or remove hardware from your virtual machine using this wizard.
The status of the device, such as edited or adding, is displayed in parentheses next to
the hardware listing. The devices that can be added are:

Serial port

Parallel port

Floppy drive

DVD/CD-ROM drive
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Ethernet adapter
Hard disk
SCSI device

To change the DVD/CD-ROM drive configuration

1
2

VMware, Inc.

Click the Hardware tab.
Click the DVD/CD-ROM drive in the Hardware list.

[l virtual Machine Properties [_ O] <]
Hardwars |Opt\ons | Resaurces |
Hardware | Summeary | pvp/co-ROM1  (I0E 1:0)
Mermnory - Device status
@ cru [~ Connected
& Floppy 1 {devjfdo
v G b at
| DvDfcDRoM T ATAPI [devjedrom | | G S
BB Ethernet 1 WM Metwork — Connection
@ 5051 Controller 1 LI Logic & _—
= HardDisk 1 4,096,000 KB 9 Usopip=Teslclies
Location: " Client & Host
Device: fdew/cdrom B
Mode:
£ Use IS0 image:
| Browse. .
—Wirtual device node
& i
& [DE £1:0) DVDJCD-ROM | =l
Add... Remove
QK Cancel
4

Make changes as needed to the device status, connection, or virtual device node for
the virtual machine to use.

If you do not want the CD-ROM drive connected when the virtual machine starts,
deselect Connect at power on.

Select the Use physical drive radio button to connect the virtual machine’s drive to
a physical drive on the host computer.

You can access a client CD-ROM device or host CD-ROM device. There are two
types of DVD/CD-ROM access:

a  Use Pass-through (raw) mode only for remote client device access.

b  Use ATAPI emulation to access a host CD-ROM device.
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The local or host CD-ROM device is accessed through emulation mode.
Pass-through mode is not functional for local host CD-ROM access. You can
write or burn a remote CD only through pass-through mode access, but in
emulation mode you can only read a CD-ROM from a host CD-ROM device.

6 If you elected to use a physical drive, choose the drive to use from the drop-down

list.

7 Alternatively, select Use ISO Image to connect the virtual machine’s drive to an

ISO image file.

8  If you selected Use ISO Image, click Browse to navigate to the file.

9  Under Virtual device node, use the pull-down menu to choose the device node the

drive uses in the virtual machine.

10 Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

To change the floppy drive configuration

1  Click the Hardware tab.

2 Click the floppy drive in the Device list.

(2] virtual Machine Properties [ _ O] x|
Hardware |Optmns I Resources |
Hardware | Summary | Floppy 1
Memory ~Device status
& cPu [~ Connected
& Floppy 1 [devffdo ]
@ DvDfco-RoOM 1 ATAPT [dev/cdrom I Connect at power an
B3 Ethernet 1 WM Nebwork —Connection
(@ 5CaI Controller 1 LS1 Logic P el
= Hard Disk 1 4,096,000 KB 0 W el
 client & Host
Device: Ip’dev,ifdﬂ j
 Use esisting Floppy image:
I Browse. .. |
€ Create new floppy image:
I Brovise. .. |

Add... Remove |

K | Cancel |
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3 Under Device Status, select Connect at power on to connect this virtual machine
to the floppy drive when the virtual machine is powered on.

4 Under Connection, select Use physical drive to use a physical drive, choose Client
or Host, and choose the drive from the list.

5 To use a floppy image, select Use existing floppy Image or Create a new floppy
image, and browse to the desired floppy image.

6  Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

To change the SCSI device configuration

1  Click the Hardware tab.

2 Select the SCSI device in the hardware list.

Yirtual Machine Properties [ |

Hardware | Dptions | Resources |

Device

| Summar:

Memary

& Hard Disk 1 (5C5T 0:0)

(2 co-ROM 1 (IDE 0:0)
Fioppy 1

EBnIC 1

Virtual CPUS

(25051 Contraller 0

(D Generic SCT 1 (5051 0:1)

384 MB

4000 MB

Using drive [dev/c...
Using drive fdev/fdo
Metwarkd

1

BusLagic

Jdevisga

Bemows |

~ Dievice status
I~ Connected

[¥ Connect at power gn

[~ Connection
Specify the physical

| SCS| device to cannect to

[tdevisaa

J=|

Wirtual device node:
’VISES\ 0:1 Generic

5C511 |

ok | Cancel | Heh |

3 To connect this virtual machine to the server’s SCSI device when the virtual

machine is powered on, select Connect at power on.

4  Under Connection, select the physical device you want to use.

Under Virtual device node, select the virtual device node where you want this

device to appear in the virtual machine.

5 Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

VMware, Inc.
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To change the virtual disk configuration

1  Click the Hardware tab.

2 Click the appropriate Hard Disk in the Hardware list.

[ ¥irtual Machine Properties

Hardwiare IOptions | Resources |

Add... Remove

Hardware | Surmmary |
Memory

@ cru

& Floppy 1 idevifdo

£ DYD/CD-ROM 1 (edited) ATAPI /dev/cdrom

BB Ethernet 1 WM Network

O 531 Contraller 1 LSI Logic

& Hard Disk I 4,096,000 K&

=1 E3

Hard Disk 1 {5CSI0:0) YirtualMade Disk.

Disk file:
’][storagﬂ [1)] eyl B3-w2k Jentlsifw2k Jentds vmdk.

Capacity
(D\sk Size [GB] 341

Wirtual device node
’]SES\[DD]HaIdD\sM =]

Mode

I Independsnt
Independent disks are nat affected by shapshats,

" Persistent

Changes are immediately and permanently
wiritten to the disk.

 Nonpersistent
Changes to this disk are discarded when you
pawer off or revert to the snapshat.

oK Cancel

A

3 Use the pull-down menu to change the virtual device node.

4  For independent mode, which is unaffected by snapshots, select the check box.
Then choose Persistent or Nonpersistent mode to determine the persistence of

changes.

5  Click OK to save your changes.

The Virtual Machine Properties dialog box closes.
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To change the memory configuration

1  Click the Hardware tab.
2 Click Memory in the Hardware list.
¥irtual Machine Praperties M=
Hardwiare IOptions | Resources |
Hardware | Summary | Memory
@ Memary |
& U Spedify the amount of memory allocated to this virtual
machine. The memary size must be a multiple of 4MB.
& Floppy 1 jdevifdo
£ DYD/CD-ROM 1 (edited) ATAPI /dev/cdrom Memary For this virtual machine:
ER Ethernet 1 Wi Mebwork.
@ 5Cs1 Controller 1 L51 Lagic 1 J 38421 MB
& Hard Disk 1 (edited) 4,096,000 KB 4 16384
fa¥
To set the memory to one of the indicated values, you
may click the colared tiangle an the slider sbove ar in the
legend below.
£ Guest 05 recommended minimum 128 M8
A Recommendsd memary 256 MB

Adjust the amount of memory allocated to the virtual machine.

The range of memory supported is 128MB to 16384MB and is not limited to the
physical memory of the host where the virtual machine resides.

Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

To change the virtual Ethernet adapter (NIC) configuration

1
2

Click the Hardware tab.

Click the appropriate NIC in the Hardware list.

Yirtual Machine Properties

[_[O[x]

Hardware IOptlons | Resources |
Hardware | Summary | Ethernet 1

Device status

I~ Connected
&3 Floppy t fdewfdD

v t at
&3 DVD/CD-ROM 1 (edited) ATAPI fdev/cdrom D i 4 o
E@ Ethernet 1 RGeS Network connection
@ 5051 Controller 1 L&I Logic WM Hetwork =

=

o Hard Disk 1 {edited) 4,096,000 KB e me) | Ml

Adapter bype

’7Current adapter  Ylance ‘

To connect the virtual NIC when the virtual machine is powered on, select Connect
at power on.

Under Network connection, use the pull-down menu to choose the network label
you want the virtual machine to use.
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Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

To change the parallel port configuration

Click the Hardware tab.

Click the appropriate Parallel port in the Hardware list.

(& virtual Machine Properties M=
Hardveare | Optians | Resources |

Hardware | Summary | virtualParallelPort (adding)

Memory —Device status

@ cru I~ Connected

& Floppy 1 e fdn

23 DYD/CD-ROM 1 (edited) ATAPI /dev/cdrom 2 G e €

EB Ethernet 1 M Hetwork I

@ scs1 Controller 1 L51 Logic & NEP—

© Hard Disk 1 (edited) 4,096,000 KB 9 Uil e Sl i

@ virtualParallelPort (adding) e jparportn -

" Use output fils:
Browse..,

Deselect the Connect at power on check box if you do not want the parallel port
device to be connected when the virtual machine powers on.

The default setting is Connect at power on.

Under Connection, select a radio button to indicate a physical parallel port or to
connect the virtual parallel port to a file.

a  If you select Use physical parallel port, choose the port from the pull-down
menu.

b If you select Use output file, browse to the file location.
Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

To change the SCSI controller configuration

You can change the SCSI controller configuration for a virtual machine on an ESX
Server host only.

CAUTION Changing the SCSI controller type might result in a virtual machine boot

failure.
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You can also specify whether the SCSI bus is shared. Depending on the type of sharing,
virtual machines can access the same virtual disk simultaneously on the same server or
any server.

1  Click the Hardware tab.

2 Click the appropriate SCSI Controller in the Device list.

['-_7) ¥irtual Machine Properties [_ O}
Hardware |0ptinns I Resnlrces I
Hardware | Summary | scs1 controller 1
Memory
& o SCSI Controller Type
& Floppy 1 Jdev(fdo Current type:  LsiLogic Change Contraller Type.
@ DY¥D/CD-ROM 1 {edited) ATAPI /dev/cdrom
EB Ethernet i WM MNetwork. —SCS1 Bus Sharing
=) SCSI Contraller 1 LSI Logic | Set a policy to allow Vitual Disks to be used
= Hard Disk 1 (edited) 4,096,000 KB simultaneously by multiple Yirtual Machines
@ virtualParallelPort (adding)
* None
Virtual disks cannot be shared between vittual
machines
T Virtual

Virtual disks can be shared between Vitual
Machines on the same server

1~ Physical
irtual disks can be shared between Vitual
Machines on any server

3 Select the SCSI controller type in the list.

W CAUTION Changing the SCSI controller type might result in a virtual machine
boot failure.

4 Select the type of sharing in the SCSI Bus Sharing list:
B None - Virtual disks cannot be shared by other virtual machines.
®  Virtual - Virtual disks can be shared by virtual machines on same server.
®  Physical - Virtual disks can be shared by virtual machines on any server.
5  Click OK to save your changes.

The Virtual Machine Properties dialog box closes.
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To change the serial port configuration

Click the Hardware tab.

Click the appropriate Serial port in the Hardware list.

(%3l virtual Machine Properties [_ O]
Hairdwaire IOptions | Resources |

Hardware | Summary | virtualSerialPort (adding)

Memary —Device status

& cru ™ Connected

& Floppy 1 jdevifdo

23 D¥D/CD-ROM 1 (edited) ATAPI /dev/cdrom 2 e i

EB Ethernet 1 M Motworle ~Connectian

O 531 Contraller 1 LST Logic A —

~ .
© Hard Disk 1 (edited) 4,096,000 KB e et
& virtualParallelPort {adding) idevittyso -

(@ virtualSerialPort (adding) ™ Uss autput fle:

Browse, .

£ Use named pipe:

Pipe Mame:

Mear End: Client. v
Far End: A wirtual maching =
{0 Mode

[ ield CPU on pol

Allaw the guest aperating system ko use this serial
part in polled mode (as opposed to inkerrupt
madel,

OK Cancel |
4

If you selected Use physical serial port, use the pull-down menu to choose the port
on the host computer that you want to use for this serial connection.

If you selected Use output file, browse to the location of the file on the host that
you want to use to store the output of the virtual serial port.

If you selected Use named pipe, use the default pipe name or enter another pipe
name of your choice in the Pipe Name list.

For a serial pipe for a virtual machine on an ESX Server host for Linux host, enter
/tmp/<socket> or another UNIX socket name of your choice.

Then decide whether you are connecting two virtual machines or connecting a
virtual machine to an application on the host.

If you are connecting two virtual machines, you must configure a serial port as a
named pipe in two virtual machines: a server virtual machine and a client virtual
machine.

a  For the server virtual machine, select Server in the Near end list.

b  For the client virtual machine, select Client in the Near end list.
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¢ Select A virtual machine in the Far end list.

7  If you are connecting to an application on the host, select Server or Client in the
Near end list. In general, select Server if you plan to start this end of the connection
first.

a  Select An application in the Far end list.

By default, the serial port is connected when you power on the virtual machine.
You might deselect the Connect at power on check box (optional).

8 Under I/O Mode, decide whether to configure this serial port to use interrupt
mode or polled mode.

Polled mode is of interest primarily to developers who are using debugging tools
that communicate over a serial connection.

Polled mode causes the virtual machine to consume a disproportionate share of
processor (or CPU) time. This makes the host and other guests run sluggishly. To
maintain best performance for applications on the host, select the Yield CPU on
poll check box. This forces the affected virtual machine to use interrupt mode,
which yields processor (or CPU) time if the only task it is trying to do is poll the
virtual serial port.

9  Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

To change the virtual processor or CPU configuration

If the virtual machine is on an ESX Server host and you have VMware Virtual SMP for
ESX Server, which supports symetric multiprocessors (SMP), you can configure a
virtual machine to have up to four virtual processors or CPUs. Virtual SMP can use
two-way or four-way SMP.

W CAUTION Not all guest operating systems support SMP, and most that do require
reinstallation if the number of processors or CPUs changes.
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1
2

Click the Hardware tab.

Click Virtual Processor or CPU in the Hardware list.

¥irtual Machine Properties [_|O
Hardware IOptions | Resources |
Hardware | Summary | virtual cPus
Memory
1] mumber of virtual processars: -
&, Floppy 1 Jdew/fdo
23 D¥D/CD-ROM 1 (edited) ATAPI /dev/cdrom Warning: Changing the number of virtual processors
B Ethernet 1 W Nebwark after the quest O is installed may make your virtual
© 5Cs1 Controller 1 L5I Logic maching unstable.

& Hard Disk 1 (edited) 4,096,000 KB
@ virtualParallelPort (adding)
(@ virtualSerialPort (adding)

Select the number of virtual processors for the virtual machine.

You must have VMware Virtual SMP for ESX Server if you want more than one
virtual processor or CPU for the virtual machine. If you do not have VMware
Virtual SMP for ESX Server, the virtual machine can have only one virtual
processor or CPU.

Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

Changing Virtual Machine Options

On the Options tab, you can change the General, Power, Power Management, and
Advanced settings. The virtual machine settings allow you to define actions that occur
in various virtual machine power states.

To change general settings

1
2

Click the Options tab.
To view the general options, click General in the Settings list.
The virtual machine name is displayed in the Virtual machine name field.

Changing the name does not change the name of any virtual machine files or the
associated directory.

Select the virtual machine’s working location.

Select the operating system from the Guest operating system list. Use the
pull-down menu to choose the version.

Click OK to save your changes.

The Virtual Machine Properties dialog box closes.
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To change power state options
1  Click the Options tab.
2 View the power options.

3 Click Power in the Settings list.

[ virtual Machine Properties

Hardware ~Options |Resources |

Settings | Summary Power
General vey169-wak3ent-
[~ Power Controls
Power
Power Management [ ystem Defauit =]

Advanced
[0 Suspend Virtual Machine

[» Power on / Resume Vitual Machine

@ ISyslem Default j

—Fun WMuwsrs Tool soripts —————————————————
[~ After powering on
[~ Atter resuming

™ Before suspending

[ Before powering off

The stop button on the toolbar can be configured to power off the virtual machine
or shut down the guest operating system. The reset button on the toolbar can be
configured to reset the virtual machine or restart the guest operating system.

4  Choose the desired actions in the lists under Power Controls.

5 (Optional) Configure VMware Tools scripts to run automatically when you change

the virtual machine’s power state by checking the appropriate options under Run
VMware Tools scripts.

NOTE For ESX Server virtual machines, there are no scripts for resuming and suspending
virtual machines.

6  Click OK to save your changes.

The Virtual Machine Properties dialog box closes.
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To change power management options
1  Click the Options tab.
2 View the power management options.

3 Click Power Management in the Settings list.

¥irtual Machine Properties

Hardware ~Options |Resources|

Settings | Summary Power Management
General woy169-w2k3ent-
Power — Guest Power Management
P . k " .
Qwer anagemen How should the Yirtual Machine respond when the
Advanced

guest 05 is placed on standby?

" Suspend the Yirtual Machine

IS Standby the guest 05 and leave the virtual
machine powered on

Wwake on LAM for virtual machine traffic on:

[~ Ethernet 1 (b Network)

Guest Power Management allows you to determine how the virtual machine
responds when the guest operating system (OS) is placed on standby.

4  Under Guest Power Management, select either Suspend the Virtual Machine or
Standby the guest OS, and leave the virtual machine powered on.

5 (Optional) If you elected to leave the virtual machine on, select Wake on LAN for
virtual machine traffic on your virtual machine network by selecting the check box.

6 Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

To change advanced virtual machine settings
1 Click the Options tab.
2 View the advanced options.

3 Click Advanced in the Settings list.
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The Advanced pane appears with the following options:

¥M-QA - ¥irtual Machine Properties

Hardware ~Options |Resources|

Settings

General

WMWare Tools
Power Management

| Summary
WM-QA

Syskem Default
Standby

Advanced

L

=10l x|

ES¥ 3.x virtual machine

—Setkings
™ Enable debugging information
[ Disable accelsration

V¥ Enable logging

—CPU Identification Mask
Hiding the Mx Flag will increase YMotion compatibility
between hosts, at the cost of disabling certain CPU

performance Features for some guest operating
syskems and applications.

" Hide the Mx Flag From guest.
{* Expose the Mx flag to guest.

€ Keep current Advanced setting values For the R

flag,

—Configuration Parameters

Click the Configuration Parameters button to edit the
advanced configuration settings.

Configuration Parameters, ., |

Help |

[8]4 | Cancel |

4

a  To enable debugging mode, select the Enable debugging information check

box.

You can run a virtual machine so it collects additional debugging information

that is helpful to VMware technical support in resolving issues.

b  To disable acceleration, select the Disable acceleration check box.

You can enable and disable acceleration while the virtual machine is running.

In rare instances, you might find that when you install or run software inside

a virtual machine, the virtual machine appears to hang. Generally, the

problem occurs early in the program’s execution. In many cases, you can get

past the problem by temporarily disabling acceleration in the virtual machine.

This setting slows down virtual machine performance, so use it only for

getting past the problem with running the program. After the program stops

encountering problems, deselect Disable acceleration. You might then be able

to run the program with acceleration.
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¢ To enable logging, select the Enable logging check box.
This option starts logs to collect data.

4  Click the Advanced to view the mask, which specifies the CPU capabilities that
this virtual machine requires.

This mask and the guest OS mask are used by VirtualCenter to determine whether
a destination host is viable for migration or migration with VMotion.

=loi]

AMD Orverride

The CPU Identification mask specifies the CPU capabilities that this wirtual machine requires, so ¥irtualCenter
can determine if a destination host is visble For WMotion or cold migration. In some cases values need ta be
different For AMD processors, These can be set in the AMD Owerride kab,

Walid walues For registers are an empty string, or 32 flag characters plus optional whitespace and colons.

Register | Walue (msh...lsh)
Level D

2ax ]|

—Row details

Guest O3 default: I Reset All ko Default |
Final Mask; I Reset Raw ko Default |

Legend. .. {74 I Zancel | Help |

4

Refer to “Migration with VMotion” on page 233 for more information on VMotion
compatibility and CPU masks.

5  Click the Legend button to view the legend for the dialog box.

CPU Identification Mask Legend #

- Use default value,

X Unused by guest software,

T Feature required by the guest software,

F  Feature must NOT be enabled for the guest software,

1 Enable feature if CPUID is executed from guest software,
0 Hide feature from guest software,

H Allow guest software to see the actual feature value, For
successful YMotion the Feature must match.

R Hide feature from guest software, but Feature must skl
match for successful YMation,

6  Click the close button to exit the legend.
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7 Tomodify or add configuration parameters as needed for experimental features or
as instructed by technical support, click the Configuration Parameters button.

The Configuration Parameters dialog box appears.

@ Configuration Parameters ﬂ

Modify or add configuration parameters as needed for experimental features or as instructed by
technical support. Entries cannot be removed,

Mame o | value

RemoteDisplay.depth 16

checkpoint. cptConfighlame winxPPro-716311a2

draw gdi

isolation. tools, dnd. disable true

priority . grabbed normal

priority .ungrabbed normal

4 | >

Add Row
OF | Cancel | Help |
4

8  When you are through, click OK to exit the dialog box.
9  Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

Changing Virtual Machine Resource Settings

In the Virtual Machine Properties dialog box, you can adjust the host resource
allocation for the selected virtual machine. You can change CPU, memory, disk, and
advanced CPU resources from this tab.

For more information on resources, refer to the Resource Management Guide.

CPU Resources

The CPU Resources panel lets you allocate processor resources for a virtual machine,
specifying reservations, limits, and shares. You can edit some of the same information
on the Resource Pools tab of the main VI Client window, which you might do to edit
resource settings at the same time you edited other virtual machine settings.
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To change CPU settings
1  Click the Resources tab.

2 Select CPU in the Settings list.

|J-_-T,J new¥M - Yirtual Machine Properties

Hardware I Options  Resources |

Settings | Summary

CPU 0 MHz

Memary 0 MB

Disk. Marmal
Advanced CPU HT Sharing: Any

=10l x|

ES¥ 3.0 virtual machine

—Resource Allocation

Shares: ICustom j I 3192ﬁ
Reservation: |— WMHZ

Limik: —J | 54263: MHz

IV Unlimited

Help |

3 Select a shares value, which represents a relative metric for allocating CPU

capacity.

®  Shares — The values Low, Normal, High, and Custom are compared to the
sum of all shares of all virtual machines on the server and the service console.
Share allocation symbolic values can be used to configure their conversion

into numeric values.

m  Reservation — Guaranteed CPU allocation for this virtual machine.

®  Limit - Upper limit for this virtual machine’s CPU allocation. Select
Unlimited to specify no upper limit.

For more information on share values, refer to the Resource Management Guide.

4  Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

Advanced CPU Settings

The Advanced CPU Resources panel lets you set low-level options that involve
scheduling the virtual machine processing to physical processor cores and
hyperthreads. This panel does not appear for virtual machines in a DRS cluster or when
the host has only one processor core and no hyperthreading.
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NOTE Hyperthreading technology allows a single physical processor to behave like two
logical processors. The processor can run two independent applications at the same
time. While hyperthreading does not double the performance of a system, it can
increase performance by better utilizing idle resources. For detailed information about
hyperthreading and its use in VMware Infrastructure, see the Resource Management
Guide (choose Help > Manuals).

VMware ESX Server generally manages processor scheduling well, even when
hyperthreading is enabled. The settings on this page are useful only for fine-grained
tweaking of critical virtual machines.
The Hyperthreading Sharing option provides detailed control over whether a virtual
machine should be scheduled to share a physical processor core (assuming
hyperthreading is enabled on the host at all).
The Scheduling Affinity option allows fine-grained control over how virtual machine
CPUs are distributed across the host's physical cores (and hyperthreads if
hyperthreading is enabled).
To change Advanced CPU settings
1  Click the Resources tab.
2 Select Advanced CPU in the Settings list.
5 new¥M - ¥irtual Machine Properties 10l =|
Hardware | Options  Resources | ES¥ 3.0 virtual machine
Settings | Summary |
cFU 0 MHz —Hyperthreading Sharing
Memary 0ME Mode: IAHY 'l
Disk. Mormal Allavs sharing of physical CPU cores when the host supports
Advanced CPU HT Sharing: Any | hyperthreading.
—Scheduling AFFinity
Select physical processor affinity For this virtual machine:
* Mo affinity
= Run on processar(s):
Co 1 F2 F3
Hyperthreading: Active
Help | OF Cancel |
A
VMware, Inc.

177



Basic System Administration

3 Choose Hyperthreading Sharing Mode from the pull-down menu. The options are:

B Any - (default) The virtual CPUs of this virtual machine can freely share cores
with other virtual CPUs of this or other virtual machines.

B None - The virtual CPUs of this virtual machine have exclusive use of a
processor core whenever they are scheduled to it. The other hyperthread of
the core is halted while this virtual machine is using the core.

B Internal — On a virtual machine with exactly two virtual processors, the two
virtual processors are allowed to share one physical core (at the discretion of
the ESX Server scheduler), but this virtual machine never shares a core with
any other virtual machine. If this virtual machine has any other number of
processors other than two, this setting is the same as the None setting.

4 Choose to schedule affinity by selecting the Run on processor(s) radio button.

NOTE This option is not allowed when the virtual machine resides on a DRS cluster, and
its values are cleared when a virtual machine is migrated to a new host. The value
of the option is only in tuning the performance of a precise set of virtual machines
on the same host.

The check boxes for the individual processors represent physical cores if
hyperthreading is disabled or logical cores (two per physical core) if
hyperthreading is enabled. Checking all the boxes is the same as not applying any
affinity. You must provide at least as many processor affinities as the number of
virtual CPUs in the virtual machine.

5  Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

Memory Resources

The Memory Resources panel lets you allocate memory resources for a virtual machine
and specify reservations, limits, and shares. You can edit some of the same information
on the Resource Pools tab of the main VI Client window, which you might do to edit
resource settings at the same time as other virtual machine settings.
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To change memory settings
1  Click the Resources tab.

2 Select Memory in the Settings list.

|J-_T,J new¥M - Yirtual Machine Properties : _ ||:||1|
Hardware I Cptions  Resources | ES¥ 3.0 virtual machine
2z | UMy | —Resource Allocation
CPU 0 MHz =
Shares: Custom A IUUj
Memary 0ME | I J I
Disk. Marmal

Advanced CPU HT sharing: Any Reseryvation: J— I 03: ME
yY
Lirrit: J— | 1003; ME

™ Unlimited

& Limit based on parent resource pool or current host

Help | OF | Cancel |

4

3 From the pull-down menu in the Resource allocation panel, choose a relative
metric for allocating memory to all virtual machines.

Symbolic values Low, Normal, High, and Custom are compared to the sum of all
shares of all virtual machines on the server and the service console. Share
allocation symbolic values can be used to configure their conversion into numeric
values.

4 In the Resource allocation panel, use the slider to select the amount of reserved
memory and the memory limit, or use the up and down arrows to enter the
number of MBs allocated.

For more information on memory values, refer to the mem man page.
5 Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

Disk Resources

The Disk Resources panel lets you allocate host disk I/O bandwidth to the virtual hard
disks of this virtual machine. Disk I/O is a host-centric resource and cannot be pooled
across a cluster. However, CPU and memory resources are much more likely to
constrain virtual machine performance than disk resources.
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To change disk settings
1  Click the Resources tab.
2 Select Disk in the Settings list.

On this dialog box, you can adjust the host disk allocation for this virtual machine.

|J-_T,J New Yirtual Machine - ¥irtual Machine Properties _ |EI|1|
Hardware I Options  Resources | ES¥ 3.0 virtual machine
Settings | Summary | —Resource Allocation
cPU 0 MHz Gelect a vitual hard disk from the list below and click the Shares
field to change itz value.
Memary 0 MB
Disk. Marmal | -
Advanced CPU HT Sharing: Any Disk. | Shares | Shares Valus |

Hard Disk 1 Marmal 1000

Help | OF | Cancel |

4

3 In the Resource Allocation panel, select the virtual hard disk from the list.

4  Click in the Shares field. Use the pull-down menu to change the value to allocate
a number of shares of its disk bandwidth to the virtual machine.

Shares is a value that represents the relative metric for controlling disk bandwidth
to all virtual machines. The values Low, Normal, High, and Custom are compared
to the sum of all shares of all virtual machines on the server and the service console.
Share allocation symbolic values can be used to configure their conversion into
numeric values.

5 Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

Changing the Audio Configuration

(SEE UPDATE) Whether you have sound on your virtual machine depends on your guest
operating system (guest OS). If the virtual machine is located on ESX Server and you
are using Windows XP, sound is available. However, if your guest OS is Windows 2000
or 2003, sound is not available to you.

To change the audio configuration
1 From the VirtualCenter client, click Inventory in the navigation bar.

2 Expand the inventory as needed, and click the appropriate virtual machine.
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To display the Virtual Machine Properties dialog box, in the Summary tab, click
Edit Properties or choose Edit > Properties.

Click the Hardware tab.
Click Audio in the Device list.
Under Device status, the default setting is Connect at power on.

Deselect the check box if you do not want the sound adapter to be connected when
the virtual machine powers on.

Select Use default host sound adapter to use the default host sound adapter, or
select Specify host sound adapter and select a specific adapter from the list.

Click OK to save your changes.

The Virtual Machine Properties dialog box closes.

Adding New Hardware

You can add virtual hardware to a virtual machine using the Add Hardware wizard.
The virtual hardware that you add appears in the hardware list displayed in the Virtual
Machine Properties wizard.

To start the wizard

1

VMware, Inc.

From the VirtualCenter client, click Inventory in the navigation bar. Expand the
inventory as needed, and click the appropriate virtual machine.

To display the Virtual Machine Properties dialog box, click the Edit Settings link in
the Commands panel.

Click the Hardware tab.
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Click Add to start the Add Hardware wizard.

Add Hardware Wizard [ %]

Select Device Type
‘Wwhat sort of device do you wish to add ko your Yirtual Machine?

Device Type
Ready to Complete

Flease choose the type of device you wish to add.

—Infarmation

(L) Serial Port

) Parallel Port
Floppy Drive

(= DYD/ CDROM Drive
B Ethernet Adapter
& Hard Disk.

() scsl Device

K —

For more information about this wizard,
see the online documentation,

= Back I Nextgl

Cancel |

Follow the steps in the following sections to add various types of virtual hardware
to your virtual machine.

To add a serial port

1
2

182

Start the Add Hardware wizard.
Select Serial Port, and click Next.

Select the type of media you want the virtual port to access: use a physical serial
port on the host, output to a file, or connect to a named pipe.

Click Next.

If you selected Use physical serial port on the host, use the pull-down list to
choose the port on the host computer that you want to use for this serial
connection.

If you selected Output to file, browse to the file on the host that you want to use to
store the output of the virtual serial port.

If you selected Connect to named pipe, enter a pipe name in the Pipe Name field
and use the pull-down menus to choose the near and far ends of the pipe.
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The options for the near end are client or server. The options for the far end are a
process or a virtual machine.

By default, the serial port is connected when you power on the virtual machine.
(Optional) You may deselect the Connect at power on check box.

(Optional) Deselect the I/O mode Yield CPU on poll check box if you want to
configure this serial port to use interrupt mode as opposed to polled mode.

Polled mode is of interest primarily to developers who are using debugging tools
that communicate over a serial connection. Polled mode causes the virtual machine
to consume a disproportionate share of CPU time. This makes the host and other
guests run sluggishly.

(Optional) To maintain best performance for applications on the host, select the
Yield CPU on poll check box.

This forces the affected virtual machine to use interrupt mode, which yields CPU
time if the only task it is trying to do is poll the virtual serial port.

Review the information on the Ready to Complete window, and click Finish.

To add a parallel port

1

62 B O N S

Start the Add Hardware wizard.

Select Parallel Port, and click Next.

Select physical parallel port on the host or Output to file.
Click Next.

If you selected Use physical parallel port on the host, choose the port from the
pull-down list. If you selected Output to file, browse to the location of the file.

Under Device status, deselect the Connect at power on check box if you do not
want the parallel port device to be connected when the virtual machine powers on.

Click Next.

Review the information on the Ready to Complete window, and click Finish.

Adding DVD/CD-ROM or Floppy Devices

Using the VI Client, you can give a virtual machine access to a CD or floppy device from

the client's machine. This means, for example, that you could install a program in a

virtual machine running on a remote ESX Server by putting a CD in a drive on a

desktop or laptop machine.

VMware, Inc.
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To add a DVD/CD-ROM drive

1  Start the Add Hardware wizard.

2 Select DVD/CD-ROM Dirive, and click Next.

3 Select either Use physical drive or Use ISO image.

a  If you selected Use physical drive, select either client or host as the device
location. Choose the drive you want to use from the pull-down list.

Select pass through and use the check box to indicate whether to connect
exclusively to the virtual machine, or select ATAPI emulation.

Add Hardware Wizard [ %]

Select D¥YD,/CD-ROM Drive
‘Wwhat physical DVD or CD-ROM drive do you want to use?

Device Tvpe

Device Lacation
Select DVD CD Medi ’7 Location " Client o lieet ‘
Select Drive
Advanced Options — _eonnaction
Ready ta Complete Drive: | rdeviedrom [

(" Pass through (recommended)

[~ Connect exclusively to this virbual machine

& ATAPI Emulation

—Device status

¥ Connect at power on

KT —

For more information about this wizard, < Back I Mext = I el |
see the online documentation, — —

b If youselected Use ISO Image, enter the path and filename for the image file,
or click Browse to navigate to the file.

4  If you do not want the CD-ROM drive connected when the virtual machine starts,
deselect Connect at power on.

5  Click Next.

6  Specify the virtual device node the drive uses in the virtual machine, and click
Next.

7 Review the information on the Ready to Complete window, and click Finish or
Back if you want to change any information.
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To add a floppy drive

1
2
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Start the Add Hardware wizard.

Select Floppy Drive, and click Next.

Select the type of floppy media to use:

® A physical floppy drive to give the guest access to the floppy on the host.

® A floppy image, which is a file on the host that stores data in the same format
as a physical floppy disk.

B A blank floppy image to create and use a blank floppy image.

Click Next.

Select a Physical Drive
Which physical drive should this floppy connect to?

Device Type

Select the physical floppy drive that you want bo connect to this virtual floppy.
Select Floppy Media

Select Drive Device Location

Ready ko Compleke ’7 Location @ Clignt ™ Host
Physical floppy drive
( [ =]

Device status
’7 I~ Connect at power on ‘

K I—
For more information about this wizard,

J < Back -Naxt 3 Cancel
see the online documentation, — —

If you selected Use a physical floppy drive, select either client or host as the device
location and choose the drive from the pull-down list.

a  If you selected Use a floppy image, browse to the floppy image.
b If you selected Create a blank floppy image, browse to the floppy image.

To have the floppy drive connected to the virtual machine when you power it on,
select Connect at power on.

Click Next.

Review the information on the Ready to Complete window, and click Finish.
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To add an Ethernet adapter (NIC)
1  Start the Add Hardware wizard.

2 Select Ethernet Adapter, and click Next.

Add Hardware Wizard [ %]

MNetwork Type
‘Wwhat type of network do you want to add?

MI\:"D—E —MNetwork connection
Network connect
{* Mamed network with specified label:
Ready to Complete
IIsoIated Mebwork j
(" Legacy network:
| I7|
Legacy network bypes are not Fully compatible with migration
between hosts,
—Device status
¥ Connect at power on
—Adapter type
& ylance " vmxnet
KN —
For more information about this wizard, < Back I Mext = I el |

see the online documentation,

3 Inthe Network connection panel, choose either a named network with a specified
label or a legacy network.

4 To connect the virtual NIC when the virtual machine is powered on, select Connect
at power on.

5 To complete the wizard, click Finish.

To add a hard disk

1  Start the Add Hardware wizard.

2 Select Hard Disk, and click Next.

3 Select the type of storage for the virtual machine’s disk, and click Next.

You can store virtual machine data in a new virtual disk, an existing virtual disk,
or a Mapped SAN LUN. A virtual disk, which appears as a single hard disk to the
guest operating system, is composed of one or more files on the host file system.
Virtual disks can easily be copied or moved on the same host or between hosts.
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If you selected Create a new virtual disk, enter the disk capacity and select the
location as either Store with the virtual machine or Specify a datastore.

Browse for the datastore location, and click Next.

If you selected an existing disk, browse for the disk file path and click Next.
If you chose Mapped SAN LUN:

a  Select the LUN that you want to use for the raw disk, and click Next.

b  Select a datastore and click Next.

¢ Select the compatibility mode: physical to allow the guest operating system to
access the hardware directly or virtual to allow the virtual machine to use
VMware snapshots and other advanced functions.

Click Next.
Specify the virtual device node, and click Next.

Review the information, and click Finish.

To add a SCSI device

1
2
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Start the Add Hardware wizard.
Select SCSI Device, and click Next.

Under Connection, use the pull-down menu to choose the physical device you
want to use.

To connect this virtual machine to the server’s SCSI device when the virtual
machine is powered on, select Connect at power on.

Under Virtual device node, select the virtual device node where you want this
device to appear in the virtual machine.

You can also select the check box to indicate that the virtual device is set up in the
same way as the physical unit.

Review the information on the Ready to Complete window, and click Finish.
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Customizing Guest
Operating Systems

Now that you have created and configured a virtual machine, you have the option to

customize the identity and network settings of your virtual machine’s guest operating

system so that it is ready to begin work immediately in your target environment.

You can save your virtual machine settings in a specification that you can recall later

and reuse. You do this using the customization wizard. There are two ways to access

the customization wizard: using the customization specification manager, which lets

you create specifications and store them in the database for later use, and using the

wizard when you're cloning a new virtual machine.

NoOTE Customizing the guest operating system is an optional step in the cloning process.

This chapter describes how to use the Customization Specification Manager to

customize your guest operating systems.

This chapter contains the following sections:

“Preparing for Guest Customization (SEE UPDATE)” on page 190
“Customizing a Windows Guest Operating System” on page 190
“Using the Customization Specification Wizard” on page 196
“Using the Clone Virtual Machine Wizard” on page 199

“Completing a Guest Operating System Customization” on page 200

(SEE UPDATE)

For more details on installing a guest operating system, see the Guest Operating System
Installation Guide.

VMware, Inc.

189



Basic System Administration

Preparing for Guest Customization (SEE UPDATE)

When you deploy a new virtual machine from a template or clone an existing virtual
machine, you have the opportunity to customize the new guest operating system. The
Guest Customization wizard guides you through the configuration options.

Before you run the Guest Customization wizard, if you intend to perform a guest
customization, do the following:

®m  Verify that your system meets the guest customization requirements. If you plan to
customize a Windows guest operating system, you must install the components
required to support a Windows guest operating system customization. This is
described in Appendix B, “Installing the Microsoft Sysprep Tools,” on page 345.

®  Install the required components on the Windows machine where the VirtualCenter
server is installed.

NOTE After deploying and customizing non-volume-licensed versions of Windows XP or
Windows 2003, you might need to reactivate your Microsoft operating system on
the new virtual machine.

Customizing a Windows Guest Operating System

The customizing process varies, depending upon the guest operating system to be used
in the new virtual machine. To customize a Windows 2000, Windows XP Professional,
or Windows Server 2003 guest operating system while deploying a template or cloning
a virtual machine, perform the following steps.

To customize a Windows guest operating system

You cannot start the Guest Customization wizard from a menu or toolbar option. The
Guest Customization wizard starts indirectly from the Deploy Template Wizard or
Clone Virtual Machine Wizard.

1  Start the Guest Customization wizard.

190 VMware, Inc.



Chapter 11 Customizing Guest Operating Systems

2 On the Registration Information page, enter the virtual machine owner’s name
and organization. Click Next.

tual Infrastructure Client Windows Guest Customization Wizard

Registration Information
Specify registration information For this copy of the guest operating system.

Registration Information
Computer Mame Type in the awner's name and arganization

Windows License

Adrministrator Password Name.

Time Zone Orgarization: l—
Run Once

HMetwork

wharkgroup ar Domain

Operating Syskem Options

Sawe Specification

Ready ko Complete

Help < Back | Mexk = I Cancel |

4

This information is for reference purposes. It does not affect how the virtual
machine functions. In the Name field, you can enter the name of a person, user, or

group.
3 On the Computer Name page, specify the Computer Name for the virtual
machine. Click Next.

[ ¥irtual Infrastructure Client Windows Guest Customization Wizard

Computer Name
Specify a computer name that will identify this wirtual machine on a netwark, On some guest operating
systems, this is called the host name.

Renistration Information Specify the name for this computer

Computer Name

Windows License - Computer Name

Administrator Passwiord * Uss a specific name

Time Zone I

Run Once I

Metwark [~ Append a numeric valus to ensure uniguensss
Warkaroup o Domain € Use the vitual machine name

Operating Syskem Options
Sawe Specification

Ready ko Complete " Use a custom application configured with the YitualCenter server to generate a
name argument

" Prompt the user far a name in the Deploy ‘wWizard

Help < Back | ek > I Cancel |

4

The computer name is the name given to the particular instance of a guest
operating system. The operating system uses this name to identify itself on the
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network. On Windows systems, it is called the computer name. On most other
operating systems, it is called the host name. This is not the same as the virtual
machine name that was declared earlier in the Deploy Template Wizard or Clone
Virtual Machine Wizard. You can specify the computer name in these ways:

By assigning a specific name — The name can contain alphanumeric
characters and the underscore (_) and hyphen (-) characters. It cannot contain
periods (.) or blank spaces and cannot be made up of digits only. If you want
to ensure that the name is unique so that you do not incur conflicts, select
Append a numeric value to ensure uniqueness.

By using the virtual machine’s name — The computer name that
VirtualCenter creates is identical to the name of the virtual machine on which
the guest operating system is running.

By responding to prompts for a name — The VI Client populates the Deploy
Virtual Machine Wizard with a prompt for the computer name after you
complete all the steps in the wizard.

By using a custom application to generate a name — The VI Client calls a
custom application stored on the VirtualCenter Server to generate a name. If
you select this option, enter the absolute path to the custom application in the
associated text field.

4 Onthe Windows License page, specify the Windows license key for the new guest
operating system. Click Next.

[ ¥irtual Infrastructure Client Windows Guest Customization Wizard

Windows License

Specify the wWindows licensing information For this copy of the guest operating system.

Redistration Information Type in the Windows licensing information.  |f this vittual machine does not
Computer Mame require licensing informalion, leave these fields blank

Windows License

Adrministrator Password Product 1D

Time Zone
Run Once

Hetsmle IV Include Server License Information [Required for customizing a server quest D5
Lo

warkgraup or Damain Server License Made: " Perseat
5Operasting ?y'sttem Options O [l s
ave opeclrication Maximum Cornections:
Ready ko Complete
Help < Back | Mexk = I Cancel |

4
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If you are customizing a Windows Server operating system, select the appropriate
license mode, Per seat or Per server. If you select Per server, specify the maximum
number of simultaneous connections you want the server to accept.

On the Administrator Password page, type and confirm the administrator
password for the virtual machine. Click Next.

[ ¥irtual Infrastructure Client Windows Guest Customization Wizard

Administrator Password
Specify the password and auto logon option For the Administrator account.

Renistration Information
Computer Hame Type inthe password for the Administrator account.

Windows License

Administrator Password Password I—
Time Zore Confirm password: I—
Run Once

HMetwork

Workgraup or Domain

Operating System Options MNumber of times to logon: m
Sawe Specification
Ready ko Complete

[~ automatically log o as the administratar

Help < Back | Mexk = I Cancel |

4

If you leave the password blank, the VI Client asks you to confirm that
Administrator users aren’t required to provide a password.

NOTE

If you specify a new administrator password and the source Windows virtual
machine or template already has one, you must select Delete all user accounts in
Step 11. Otherwise, the old administrator password does not change.

VMware, Inc.

If you want to automatically log on as administrator when the virtual machine
boots, select Automatically log on as the administrator and specify how many
times automatic logon is to be performed. This is useful if you know you will have
a series of reboots before the virtual machine is ready for normal logon users.

On the Time Zone page, choose the time zone for the virtual machine. Click Next.

On the Run Once page, type any commands you want to run as part of the first
startup for the new virtual machine. After you type each command, click Add. Use
the Delete and Move options to create the run order for the commands. When you
are done with the command list, click Next.

If you want VirtualCenter to automatically configure all network interfaces from a
DHCP server, select Typical settings on the Network page. Click Next.
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9  If VirtualCenter configuration is not appropriate for your environment, select
Custom settings, select the network interface card (NIC) to customize and click
Customize to make additional specifications.

The Network Properties dialog box opens.

Network Properties

General | DNS | wiNs |

IP Address
& Use DHCP to obtain an [P address automatically
" Use the following IP address:

|P Address: . I .
Subnet mask: I .
Diefault gateway: I .
Alemate gateway: I .

[~ DNS Server
& Use DHCP to obtain DNS addiess automaticaly

 Use the following DMS server addresses:

Preferied DNS server I
Alternate DNS server: I )

Use the Network Properties dialog box to perform these steps:

a

On the General tab, select whether you want to use DHCP to obtain an IP
address automatically or enter the IP addresses manually. Also select whether
you want to use DHCP to obtain an DNS server address automatically or enter
the DNS server addresses manually.

On the DNS tab, specify the DNS connections by entering DNS suffixes. For
each DNS suffix you enter, click Add. If you are adding multiple DNS
connections, use Move Up and Move Down to specify the order in which a
virtual machine is to use the connections.

On the WINS tab, specify the primary and secondary WINS addresses by
typing the IP addresses in the entry boxes.

Click OK to return to the previous dialog box. Click Next on the Network
Guest Customizations dialog box.

10 On the Workgroup or Domain page, complete one of these steps:
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To join a workgroup, select Workgroup, type the workgroup name, and click
Next.
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B Tojoin a domain, select Windows Server Domain, specify the user name of a
user who can add computers to the Windows domain, and specify the user’s
password. Click Next.

11 Onthe Operating System Options page, select the guest operating system options
as follows:

B Generate New Security ID (SID) — Generates a new security ID for the virtual
machine.

B Delete all user accounts — Deletes any old user accounts found on the system.
If you specified a new administrator password in Step 5 and the source
Windows virtual machine or template already has one, then you must select
the Delete all user accounts option here. Otherwise, the old administrator
password does not changed.

Click Next.

12 (Optional) On the Save Specification page, save the customized options as an
.xm1 file by completing these steps:

a  Select Save this customization specification for later use.
b Specify the path and filename for the specification, and click Next.

VirtualCenter saves the customized configuration parameters in an . xm1 file.
Later, you can import these predefined customized parameters when deploying a
template or cloning an existing virtual machine. If the customization settings are
saved to a file, the administrator password of the Windows virtual machine and
the domain administrator's password, as applicable, are stored in encrypted
format in the . xml file. Saved customization files are unique to each VirtualCenter
Server and to each version of VirtualCenter due to encryption. You must recreate
the customization files for each VirtualCenter Server. Encryption is preserved
between upgrade versions on the same VirtualCenter Server. This means you can
use the same files between upgrades of VirtualCenter.

13 Click Finish.

VirtualCenter closes the Guest Customization wizard and returns you to the
Deploy Template Wizard or Clone Virtual Machine Wizard.

14 Click Finish to deploy the virtual machine from the template or create the clone.
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Using the Customization Specification Wizard

The following procedure helps you set up a customization specification that can be
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used later to customize a guest operating system.

To start the Guest Customization wizard

1

Choose Edit > Customization Specifications.

The Customization Specification Manager window appears. From here, you can
view the properties of a specification and create, edit, copy, delete, import, or
export specifications. Use the Refresh button to refresh the display.

To create a new specification, click the New icon.

The Guest Customization wizard appears.

[=5] ¥irtual Infrastructure Client Guest Customization Wizard |

New Customization Specification
Enter a name for the new customization specification and select the ©S of the target.

Properties —Target Virtual Machine 05

Registration Tnformation =
Computer Hame

windows License I Use Custom Sysprep Answer File

administrator Password
Time zone —Customization Specification Infarmation
Fun Once P

Metwark

warkgroup or Domain I
Operating System Options Description:
Ready b Complete

Help | = Back I Mext = I Cancel I

.

Choose the target virtual machine operating system from the pull-down menu.
Select the check box if you want to use a custom Sysprep answer file.

Type a name for the new customization specification and an optional description.
Click Next.

Type the owner’s name and organization to register this copy of the guest
operating system. Click Next.

The Computer Name page appears. In this page you specify a computer name to
identify this virtual machine on a network.

To specify a name for the computer, select the radio button for one of the following;:

m  Use a specific name
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With this option, you must type a name in the text field. Select the check box
if you want to append a numeric value to the specific computer name to
ensure uniqueness of name.

m  Use the Virtual Machine Name
B Prompt the user for a name in the Deploy wizard

®  Use a custom application configured with the VirtualCenter server to
generate a name

With this selection, you supply an argument.
Click Next.
The operating system License page appears.

In the License page, type the product ID if the virtual machine requires licensing
information.

Some virtual machines might not require licensing information. In that case, leave
these fields blank.

Select the check box for Include Server License Information if you are
customizing a server guest operating system.

Select either per seat or per server operating system, enter the maximum
connections for server license mode, and click Next.

On the Administrator Password panel, type a password and confirm it for the
administrator account.

If you do not enter a password, a warning dialog box appears.

Select the check box if you want to automatically log on as the administrator, and
choose the number of times to log on.

Click Next.
Use the pull-down menu to choose a time zone, and click Next.

In the Run Once page, specify commands to be run the first time a user logs on.
Use the navigation buttons to add, delete, and move commands up or down.

Click Next.

Specify the network interface settings if you want to customize the software
settings for each network interface. Select the radio button for typical settings to
enable DHCP for all network interfaces or the radio button for custom settings to
manually configure each network interface.
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25

Click Next.

In the Workgroup or Domain page, select the way in which the virtual machine
participates in the network, select the radio button for workgroup and enter a
workgroup name, or select the radio button for Windows server domain and enter
the domain.

In the latter case, you must also enter a user name and password for a user account
that has permission to add a computer to the specified domain.

Click Next.

In the Operating System Options page, select Generate New Security ID (SID) to
generate a new security identifier or you can delete all user accounts to remove all
user accounts, including Administrator.

Select the second option if you are changing the Administrator password and the
template virtual machine has a nonempty Administrator password.

Click Next.
Review the information you have entered, and click Finish.

The specification appears in the Customization Specification Manager page and
can be used to customize a guest operating system.

(') Customization Specification Manager

a Y QO

Properties Mew Edit Copy Delete Import Expart Refresh

Hame | Guestos | Deseription | Date Saved
Mew Spec Windows MNew windows spec 1/3/2006 %:04:36 PM

£l | ol

Saved customization files are unique to each VirtualCenter Server and to each
version of VirtualCenter due to encryption. You have to recreate the customization
files for each VirtualCenter Server. Encryption is preserved between upgrade
versions on the same VirtualCenter Server. This means you can use the same files
between upgrades of VirtualCenter. However, if you uninstall VirtualCenter and
later do a fresh installation, the ability to decrypt passwords from the earlier
installation is lost.

To view the properties of a specification, click the Properties icon.
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The Customization Specification Properties dialog box appears.

[% Cutomization Specification Properties  [H[=] E3

— Target Virtual Machine 05
IWindows

r—Last Modified
|1 £3/2006 5:04:36 PM

—Customization Specification Information
M ame:

Description:

Mew Windows spec

()8 | Cancel | Y

26 Click OK to close the dialog box.

27 Click the Edit icon to redisplay the Guest Customization wizard, and change the
information for the specification.

28 Click the Copy icon to create a copy of the specification labeled Copy of <spec
name>, which is displayed in the specification manager.

29 To delete a specification, select it and click the Delete icon.
The specification is deleted from the specification manager.

30 To import an existing specification into the manager, click the Import icon and
select the specification in the Browse dialog box.

31 To export a specification, click the Export icon and choose a Save As location.

32 Use the maximize, minimize, and close buttons to maximize, minimize, or exit the
specification manager.

Using the Clone Virtual Machine Wizard

You have a second opportunity to access the Guest Customization wizard at the end of
the deployment wizard. Here, you have the ability to load a saved customization
specification. You can choose to get the specification from the local disk or from the
server. If you choose not to load a saved specification, the wizard opens with blank
fields.

Use the following procedure when you are setting up your new virtual machine. You
use the specification that you set up in the previous section as you set up a virtual
machine in the following procedure.
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For more information on using the customization wizard, see “Customizing a
Windows Guest Operating System” on page 190.

To load a saved customization specification using the Clone Virtual Machine
wizard

1  Choose Inventory > Virtual Machine > Clone.
The Clone Virtual Machine wizard appears.

2 Move through the wizard until you reach the Select Guest Customization Option
page from which you can customize using the Customization wizard or customize
using an existing customization specification selected from the specification
manager’s list.

Completing a Guest Operating System Customization

The final customization steps occur when the new virtual machine boots for the first
time. As part of this process, the machine might reboot a number of times. The
customization process does not complete until the guest operating system boots, runs
the finalization scripts, and reaches the logon page.

If the new virtual machine encounters customization errors while it is booting, the
errors are reported using the guest’s system logging mechanism. In Linux, these errors
are logged to /var/log/vmware/customization.log. In Windows, they are written
to the application event log.

The steps required to finalize guest operating system customization are covered in the
following sections:

B “Completing Linux Guest Operating System Customization” on page 200

®  “Completing Windows Guest Operating System Customization” on page 201

Completing Linux Guest Operating System Customization

A customized Linux virtual machine does not need any additional rebooting and is
operational as soon as the logon page appears after the first boot. If configuration errors
occur, they are displayed on the virtual machine’s console window while the guest
operating system is booting.
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Completing Windows Guest Operating System Customization

When a customized virtual machine is powered on for the first time, its guest operating
system runs a set of scripts that finalizes the customization and configuration process.
Depending on the guest operating system type, this process might require additional

rebooting, which is automatically performed by the scripts.

The customization process installs scripts that run once in the target virtual machine
when it powers on or boots for the first time after being created or cloned. Those scripts
complete the customization process by performing final configuration operations on
the guest operating system.

After powering on for the first time, a customized Windows virtual machine
automatically reboots twice to finalize the configuration process. It becomes
operational when the logon page appears after the second reboot. This process can take
several minutes, depending on the speed and load of the host. If any errors occur
during the final configuration process, events are logged to the guest operating
system’s event database. To view these errors, choose Start >Program > Administrative
Tools > Event Viewer from the Windows Start menu.

If any of the information required in the configuration finalization process is not
correct, the guest operating system pauses when the new virtual machine boots and
waits for you to enter the correct information. Incorrect information might include:

B The computer name is not unique. The computer name must be unique for the
network on which the machine is deployed.

®  The product key is incorrect.
B The user specified to join a domain that does not exist.

®  The DHCP server for the network is not functioning properly.

To determine if the system is waiting for information

Open the virtual machine’s console to see if the system is waiting for information.
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Working with Templates and
Clones

This chapter describes creating templates and cloning virtual machines.
This chapter contains the following sections:

B “Understanding Templates” on page 203

B “Creating Templates” on page 204

m  “Editing a Template” on page 208

B “Deploying Virtual Machines from Templates” on page 209

B “Deleting a Template” on page 212

B “Regaining Templates” on page 213

B “Creating a Scheduled Task to Clone a Virtual Machine” on page 218

Understanding Templates

A template is a golden image of a virtual machine that can be used as a master copy to
create and provision new virtual machines. This image typically includes a specified
operating system and configuration that provides virtual counterparts to hardware
components. Typically, a template includes an installed guest operating system and a
set of applications.

Templates coexist with virtual machines at any level within the template and virtual
machine domain. You can order collections of virtual machines and templates into
arbitrary folders and apply a variety of permissions to both virtual machines and
templates. Virtual machines can be transformed into templates without requiring a full
copy of the virtual machine files and the creation of a new object.
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You can use templates to create new virtual machines by deploying the template as a
virtual machine. When complete, the deployed virtual machine is added to the folder
chosen by the user when the template was created.

To view templates, select the datacenter and select the Virtual Machines tab. All virtual
machines and templates for the datacenter are visible from here. Virtual machines and

templates have different icons.

File Edit WYiew Inventory Administration Help

B

= 7
Inventary Scheduled Tasks Ewents

2l $o

Admin Maps

« » ¢ @

= @ Wirtual Machines & Templates
[l [f | EvalDatacenter
= @’ Discovered Yirtual Machine

3 Microsoft Windows 5P Profe:

EvalDatacente

Yirtual Machines

Mame, State, Host or Guest 05 con.. - I Clear

{3 RHEL-3.0
M2 Marne | State | Status
Gh g4bitvm G vM-Newl Powered OFf (00
3 woyled-wikient-bus 1 edbitym Powered OFF (D00
vinhir wm-training Powered OFF (D100
& :m_N:WI wm-hr Powered OFf (30000
vm-?raining E} |> Powered On ()@
J_Il Evaluation Datacenter? E} crosoft Windows XP Profession |> Powered On ()@
= E} |> Powered On ()@
E} -wzk3ent-bus |> Powered On ()@
4| | | |
9 Tasks @ Alams J/ |&sdminiztrator v

virtual machine icon

Creating Templates

template icon

There are three ways to create a template:

®  Using an existing virtual machine in place. This process converts the original

virtual machine.

®  Cloning a virtual machine to a template.

B Cloning an existing template.

To create a template in place from a virtual machine

1  Start the VI Client and log on to the VirtualCenter Server.

2 Click the Inventory button in the navigation bar.
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The inventory panel and the information panel display information about

managed datacenters, hosts, resource pools, and virtual machines. The inventory
toolbar appears.

3 Expand the inventory as needed, and select a virtual machine.
4  Power off the virtual machine.
5  From the Commands area or the pop-up menu, click Convert to Template.

VirtualCenter marks that virtual machine as a template and displays the task in the
Recent Tasks pane.

7.228.58 - ¥Mware VirtualCenter

view Inventory Administration Help

& | 7 g s & 9 @
Inventary Scheduled Tasks Events Admin Maps Feedback.

4 % ||E P00 B G G BE
Hosts & Clusters
= @@ Mew Datacenter

vey169:m2k3ent-bus

= § 101780169 Summary
= @ Resources
@ marks ums General | [Resources -
@ susar's vms - - y
B veylesihos Guest 05! windows .NET Server 2003, Enterprise... CPU Utization: 0%
B [Fey 6o wonE lDP’\‘:d’\n‘ﬁre;s: Memory Utiization: 0%
G veyLemmakas-bus ame Datastore Capacty | Fres
B 1eamkasbus 2 WMware Tooks:  not running
=) 626368 4255GB
163:nZkent-lsi 2 ot Lo1780.169
fost: .17.80.
= § 101780174
. Networks
C @ Resouwsss State: . Powered off -
B veyirahe-bus Active Tas =5 VM networ)
h veyizaheki
[ veyl?4iwzkdent-lsi Commands 4
(3 vey1 P4 wkdent-bus
E veyLihwekas-bus G Edi Settings
[ Hew Falder 8 open Console
[ Miarste to e Host
K1} 0]
Recent Tasks E3
Nare | Taraet | Status | Reason I= Time,
Mark virtual Machine as Template (@ veyleomakaent., @ Sucess Administrator 10{27/2005 4:41:54 PM
¥ Tasks (G Alams [ 4

To clone a virtual machine to a template
1  Start the VI client, and log on to the VirtualCenter Server.
2 Click Inventory in the navigation bar to display the inventory panel.

3 If the virtual machine you want to clone is powered on, right-click it and click
Power Off.

4 Right-click the virtual machine and click Clone to Template.
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The Clone Virtual Machine to Template wizard appears.

(78 Clone ¥irtual Machine Wizard H[=] B3

What do you want to call this virtual machine and where do you want it located?
Frovide name and select & location For the new Yirtual Machine,

Name and Falder Frovide & name For the new virkual machine and ssleck its location in the inventory panel below, Virtusl

Host [ Cluster maching names can contain up ko 80 characters, but they must be uniqus within each invantory
Resource Partition falder,
Datastore

Guest Customization
Ready to Complete

Wirtual Machine Mame:

[Mew wirtual Machine

Virtual Machins Inventory Location:
= @ Hosts & Clusters

Mewa Datarenter
Mews Folder

Far more information about this wizard, ceack [Tredz || concel |

see the online documentation,

4

Give the new template a name and description, and click Next.

Enter a useful name that describes the template. Description information can
include, for example, the operating system, applications, versions, and intended
uses for the template. The name can be up to 80 characters long and can contain
alphanumeric characters and the underscore ( _) and hyphen (-) characters. It
should also be unique across all templates and virtual machines in the datacenter.

Pass through the target location page. Click Next.
Click Finish.

VirtualCenter displays the Tasks inventory panel for reference and adds the cloned
template to the list in the information panel.

To clone an existing template

1
2

Start the VI client, and log on to the VirtualCenter Server.
Click the Inventory button in the navigation bar.
Select the datacenter that contains the template.

The virtual machines and templates associated with the datacenter appear in the
datacenter panel.

Right-click the template and choose Clone.
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The Clone Template wizard appears.

Clone Template 10l =|

Select a Name and Location for this Template
‘What do you want ko call this template and where do you want it located?

Name and Folder Provide a name for the new template and select its location in the

Host | Cluster inventory panel below, Template names can conkain up to 80 characters,
Datastore but: they must be unique within each inventory Folder,
Disk. Format
Mebwork

Template Mame:

Ready to O lek
Aty Lo omplete INew Template

Template Inventory Location:
I [ Hosts & Clusters
L

Evaluation Datacenter

Production Datacenter

Help | = Back I Mext = I Cancel |

4

Give the new template a name and description, and click Next.

Enter a useful name and a brief description of the template. Description

information can include, for example, the operating system, applications, versions,

and intended uses for the template. The name can be up to 80 characters long, and

can contain alphanumeric characters and the underscore

(_) and hyphen (-) characters. It should also be unique across all templates and

virtual machines in the datacenter.
Select the host or cluster, and click Next.

Choose a datastore for the template. Click Next.
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8  Select a radio button to either leave the virtual disks in their Normal virtual
machine format or to Compact the virtual disks to minimize storage. Click Next.

[ Clone Template 10l =|

Disk Format
In which Format do you want ko store the virtual disks?

Mame and Folder
Host | Cluster
Datastore
Disk Format
Metviark Leave the virtual disks in their normal virtual machine Format,
Ready to Complete Use this option if vou want ko convert this template back inko a
running machine.

Select a format in which to store the template's virtual disks

& Mormal

" Compact

Compress the virbual disks to remove redundant information
and save space, This is only supported on YIMFS-3 datastares,
and the server may ignore this for disks on other bypes of
datastores,

Help | « Back I Mext = I Cancel |

4

9  On the Ready to Complete window, review the information for your new virtual
machine, and click Finish.

You cannot use the new template until the cloning task completes. VirtualCenter
adds the cloned template to the list in the Virtual Machines tab.

Editing a Template

208

You might want to edit your template (to upgrade an application, for example).
However, templates cannot be edited as templates. You must convert the template to a
virtual machine, edit it, and convert the edited virtual machine to a template.

To edit the template

1  If you want to edit the properties of a template, convert the template to a virtual
machine.

2 Edit the virtual machine.
3 Convert the virtual machine to a template.

You can directly change the name of a template using the procedure below.
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To change the name of a template

1

A O ke W

From the VirtualCenter client, click the Inventory button.
Select the datacenter that contains the template.

Select the Virtual Machines tab.

Click on the template. Click the template again.

The name of the virtual machine is now an editable field.

Change the name, and click outside the field.

Deploying Virtual Machines from Templates

This procedure deploys a virtual machine from an existing template.

To deploy a virtual machine from a template

1
2

VMware, Inc.

Start the VI Client, and log on to the VirtualCenter Server.
Click the Inventory button in the navigation bar.

The inventory panel and the information panel display information about
managed datacenters, hosts, resource pools, and virtual machines. The inventory
toolbar appears.

Select the datacenter that contains the template, and click the Virtual Machines
tab.

The virtual machines and templates associated with the datacenter appear in the
datacenter panel.

Right-click the template, and choose Deploy Virtual Machine from this
Template.

?4‘-;' B voy174-wzkIent-bus Powered off (000 vy l7
74 | [ ter—=- — T eee] vy 16
74u | 1 Ne Clare... ) . [elale] Wy 16
v B he Convert: to Virkual achne wo_ o000 —
| B we tual Machine from this Template. .. veyle
1 v Remove from Ireventory oo vy 17
G vc  Delete from Disk OO0 w7
i W L e e T e Fowered ot (300 vy le
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The Deploy Template wizard appears.

[% Deploy Template Wizard 12/29/05 2:43:52 M EIMIEE] M= B3

What do you want to call this virtual machine and where do you want it located?
Provide name and select a location For the new virtual Machine.

Name and Folder Provide a name For the new wvirkual machine and select its location in the inventary panel

Hast | Cluster below, Virtual maching names can conkain up to 80 charackers, but they must be unique
Resource Partition within each inventory falder,
Datastore

Guest Customization
Ready to Complste

Wirtual Maching Mamne:!

INew Wirtual Machine

wirtual Machine Inventory Location:
I [ Hnsts & Closters
[E mew Datacenter

For more information about this wizard, < Back I Text = I Cancel |

see the online documentation.

4

Give the new virtual machine a name, select a location, and click Next.

The name can be up to 80 characters long and can contain alphanumeric characters
and the underscore ( _) and hyphen (-) characters. It should also be unique across
all templates and virtual machines in the datacenter.

On the Host / Cluster page, select the host on which you want to store the template
and click Next.

Select a resource pool (if applicable) in which you want to run the virtual machine,
and click Next.

Resource pools allow hierarchical management of resources within a host or
cluster. Virtual machines and child pools share the resources of their parent pool.

Choose a datastore for the virtual machine, and click Next.

You are choosing the datastore in which to store the files for the virtual machine.
You should choose one that is large enough to accommodate the virtual machine
and all of its virtual disk files so that they can all reside in the same place.

The Advanced button allows you to store individual files in separate locations. To
return to the datastore selection page, click the Basic button.

On the Select Guest Customization Option page, perform one of these actions:

®  If you do not want to customize your guest operating system, select Do not
customize and click Next.

®  If you want to customize your guest operating system, click one of the other
selections as appropriate. You customize guest operating systems through the
Guest Customization Wizard or by using an existing customization
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specification that you create. For instructions, see “Customizing Guest
Operating Systems” on page 189.

The VI Client might display error messages on this page of the wizard if the guest
is not customizable.

On the Ready to Complete window, review the information for your new virtual
machine, select the Power on the new Virtual Machine after creation check box if
you want to power on the virtual machine immediately, and click Finish.

After you click Finish, you cannot use or edit the virtual machine until the task
completes. This might take several minutes. The virtual machine is added to the
datastore.

To convert a template to a virtual machine

1
2

VMware, Inc.

Start VirtualCenter client, and log on to the VirtualCenter Server.
Click the Inventory button in the navigation bar.

The inventory panel and the information panel display information about
managed datacenters, hosts, resource pools, and virtual machines. The inventory
toolbar appears.

Select the datacenter that contains the template.

The virtual machines and templates associated with the datacenter appear in the
datacenter panel.

Click the Virtual Machines tab.
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5  From the pop-up menu, choose Convert to Virtual Machine.

B [F Hosts & Clusters
Bl & New Datacenter
[ vert74.engvmware.con - Summary QUIEGE S
= [ vey169.eng. vmware.con

169:wzkent-lsi 2

(3 169wzkas-bus 2 General < | | Resources
@ marks vms i i
@ susaris vms Guest OS: windows .NET Server 2003, Enterprise... CPU Utilization: 0%
. 1P Address: Memory Utilization: 0%
&1 veylegwekas-bus
B veyLeameksentbi 5;::5 Na"‘:‘ ‘ ¢ run Datastors
vy ware Tools:  not running
" fﬁgvcy}ag.:ﬁg Isi [
(g
Clone... eng.vmware.com
Convert to Virtual Machine. . d off Lo i
Deplay Yirtual Maching From this Template. .. = VM network
Rename =
Remove from Inventory:
Delete from Disk.
&% Clone to New Virtual Machine

< 1]

Recent T asks

Marme | Target | Status | Reason I= Time |
[Mark irtual Machine 2 Template G iedwzkentliz @ Suceess Adrinistrator 11j5/2005 4:36: 16 FM|

The template is converted to a virtual machine.

Deleting a Template

This procedure unregisters and deletes the template.

To delete an existing template
1  Click the Inventory button.
Select the appropriate template.

Right-click the template, and choose Remove from Inventory.

= W N

Confirm removing the template from the VirtualCenter database. Click OK.

Remove Template

& Are you sure you want to remove template_1 from the Inventory?

o |[om]
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All non-datastore template files are removed from the VirtualCenter inventory.

Recent T asks

Marme | Target | Skakus | Reason |v Time
Unregister Yirtual Machine G templatez @ Completed Administrator 12/29}2005 4:28:44 PM
% Tasks Alamg |

To delete a template from disk

W CAUTION After a template is deleted from a host, there is no way to recover it.

Start VirtualCenter client, and log on to the VirtualCenter Server.

Click the Inventory button in the navigation bar, and select the host that contains
the template.

Right-click the datastore that contains the template and select Browse Datastore.
Browse through the datastore folders to find the .vmtx file.
Right-click the .vmtx file and select Delete from Disk.

The template is deleted from the disk and cannot be recovered.

Regaining Templates

Templates are associated with hosts, and the only way to regain or register templates
after removing and adding a host is to use the datastore browser to locate the template.
Then use the inventory wizard to name and register the .vmtx file as a template back
into VirtualCenter.

To regain a template:

1
2
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Start VirtualCenter client, and log on to the VirtualCenter Server.

Click the Inventory button in the navigation bar, and select the host that contains
the template.

Right-click the datastore that contains the template and select Browse Datastore.

Browse through the datastore folders to find the .vmtx file.
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5 Right-click the .vmtx file and select Add to Inventory.

=loix]

@ X @
Folders |Seamh | [storagel (2)] New ¥irtual Machine (2)
=0 / Hame | Size: | Type | Modified

{2 newwm1 £ hew Yirtual Machine (2).vmdk 4294967 Virtual Disk 6/6/2006 2:02:49 AM

) Wew Yirtual Machine (1) Hew Yirtual Machine (23, vmxf 267 File 6/21/2006 2:01:47 AM

A7 Mew Virtual Machine (2) Hew Yirbual Machine (2).vmsd 0 Fie 6/6/2006 2:02:45 AM

A vmnewL Mew Virtual Machine (2)-Flat, vmdk 4204967 Fle 662006 2102147 AM

) ebivymn L] M Virtual Machin (2).vmkx B[3/2006 7:34:44 AW

1 object selected 1005.00 B

The Add to Inventory wizard appears.

dd to Inventory Wizard 10l =|

Select a Name and Location for this Template
‘What do you want ko call this template and where do you want it located?

Name and Folder Provide a name For the new template and select its location in the inventory panel below,
Host | Cluster Template names can contain up ko 80 characters, but they must be unigue within each

Ready to Complete inventary Folder,

Template Mame:
ITechPubs|

Template Inventory Location:
= @ Bob
[l [ EvalDatacenter
@ Discovered Virtual Machine
) wmz
J_Il Evaluation Datacenter2

Help | = Back | Mext = I Cancel |

4

6  Enter a template machine name, select a location, and click Next.
Select a host or cluster on which to store the template, and click Next.

7  Review your selections, and click Finish.
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8  The template is registered to the host and can be viewed from the host’s Virtual
Machine tab.

(5] 10.17.67.224 - Virtual Infrastructure Client =lolx]

Fie Edit Yiew Inventory Administration Help

i | g a o
Inventomy Scheduled Tasks Events Admin Maps

« » g & = n p @‘ & VinualFloppy 0 2 Vitual CDROM[ide00) |; G [I'."|§-

=] E Hosts & Clusters testserverl.eng.ymware.com YMware ESX Server, 3.0.0, 24446
= L'l EvalDatacenter
b cluster-sslss Y Wirtual Machines n
EEI TestCluster MName, State, Host or Guest 05 contains: - Clear
[ [testserver! eng.vmware com
B [ vcy169.eng.vmware.com Hame | state | Status | HostCPU-MHz |k
( veyl69-w2kaent-bus [ s4bitvm Powered OFF OO0 ]
2 @ veyit.eng.muare.com [J vmtraning Powered OFF - OO0 0
G v-0a [ vmehr Powered OFF (OO0 [1}
LJ [1]

= [§ wintermute1.eng.vmware.com
TechPubs Powsred OFF
Eh Microsoft Windows 2P Professional ‘ S]e]e]

[E Evalustion Datacenter2

4 | |

F Tasks @ Alams \ |Adm|n|slralol A

Cloning an Existing Virtual Machine

A clone is a copy plus customization of a virtual machine. When you create a clone,
VirtualCenter provides an option to customize the guest operating system of that
virtual machine. You can place the new clone on any host within the same datacenter
as the original virtual machine.

To clone a virtual machine
1  Start VirtualCenter and log on to the VirtualCenter Server.
2 From the inventory panel, click the Inventory button in the navigation bar.

The inventory panel and the information panel display the datastores, resource
pools, hosts, and virtual machine information. The inventory toolbar appears.

3 Expand the inventory as needed, and click the source virtual machine.
4  Power off the virtual machine.

5  To start the Clone a Virtual Machine wizard, click the Clone to New Virtual
Machine link in the Commands area, or choose Clone from the pop-up menu.
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6
7

216

The Clone Virtual Machine wizard appears.

(%] Clone Yirtual Machine Wizard =] E3

Select a Name and Location for this ¥irtual Machine
Wwhat do you want to call this virtual machine and where do you want it located?

Name and Folder Provide a name for the new virtual machine and select its location in the
Hast | Cluster inventory panel below. Virtual machine names can contain up to 80
Resource Pool characters, but they must be unique within each inventory folder.
Datastore
Guest Custornization
Ready to Complete

Virtual Machine Mame:

INew virtual Machine

Wirtual Machine Inventory Location:
[l [ Mew Datacentsr

[ Hlew P |

Far more infarmation about this | I |
= Back Mexk = Cancel
wizard, see the online documentati = —

4

Enter a virtual machine name, select a location, and click Next.

Select a host or cluster on which to run the clone, and click Next.

(%] Clone Yirtual Machine Wizard M= E3

Select the Host or Cluster
On which host or duster do you want to run this virtual machine?

Marme and Folder =
T 7| | Mew Datacenter
= Host / Cluster = J—”—I

Q voy169.eng. vmware, com

. SDEEIFLE H|05t B vevi74.eng.vmware.com
DEEUUtVCE oo Bl test cluster
atastore
Guest Customization
Ready ko Complete

For more information about this I
= Back Mext = Cancel
wizard, see the online documentati = | — |

4
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8 Ifyou choose a cluster, you must choose a specific host within the cluster, and click
Next.

[ Clone Virtual Machine Wizard

=] E3

Specify a Specific Host
On which host within the cluster should the virtual machine run?

Mame snd Folder

Pleaze choose a specific host within the cluster.
= Host J Cluster

Specific Host On high-availabilty clusters and fully-manual dynamic workload management clusters each
Resaurce Poal witual machine must be assigned to a specific host, even when powered off.
Datastare

Guest Customization Select a host from the list below:

Ready to Complete

Host Name |

EJ wy1B3.eng vmvare.com
EJ vyl 74.eng viware,. com

For mare information about this
wizard, see the online documentsti

= Back | Mext » I

Cancel I

4

9  Select a resource pool in which to run the clone, and click Next.

lone ¥irtual Machine Wizard M=l E3

Select a Resource Pool
Within which resource pool do you want to run this virtual machine?

Mame and Folder

Host | Clusker

Resource Pool

Select the resource pool within which wou wish to run this virtual machine.

Resource pools alow hierarchical management of computing resources
within a host o cluster, Virkual machines and child pacls share the

Datastare F thei ¢ ol
Guest Custarization resources of their parent pool,
Ready ko Complete E wey169.eng. vmware, com

For mare information about this
< Back Next > I Cancel
wizard, see the online documentati S | BE2 il |
4
10 Select the datastore location where you want to store the virtual machine files, and
click Next.
VMware, Inc.

217



Basic System Administration

11 Click the Advanced button for more options, and click Next.

Clone Yirtual Machine Wizard [_ O]

Choose a Datastore for the ¥Yirtual Machine
Where do vou want to stare the virtual machine Files?

Name and Folder
Haost f Cluster
Resource Pool It is advisable to choose a datastare that is large enough to accomodate the wirkual
machine and all its virtual disk Files, so that they may all reside in the same place.

Seleck a datastore For each of the virtual maching files in the list below,

Datastore

Guest Customization Source |Destination |
Ready to Complote Wirtual Machine Configuration File I[ Default Location ] j
Hard Disk 1 (4,00 GB) | Defaut Location ] |

Far mare information about this

- ! = Back | Mext = | Cancel |
wizard, see the online documentati

4

The Select Guest Customization Option page appears. You can choose to
customize the guest operating system using the wizard or using an existing
customization specification. You can also choose not to customize.

For more information, see “Customizing Guest Operating Systems” on page 189.
12 Select the appropriate radio button, and click Next.
13 Review your selections, and click Finish.

On the Ready to Complete New Virtual Machine page, you can select the checkbox
to power on the new virtual machine after creation. After you click Finish, you
cannot use or edit the virtual machine until the task completes. If the task involves
the creation of a virtual disk, it could take several minutes to complete.

Creating a Scheduled Task to Clone a Virtual Machine
This procedure creates a scheduled task to clone a virtual machine.
To create a scheduled task to clone a virtual machine
1 Click the Scheduled Tasks button in the navigation bar.
The list of scheduled tasks appears.
2 Choose File > New > Scheduled Task, or click the New button.
The Select a Task to Schedule dialog box appears.
3 Use the pull-down menu to choose Clone a virtual machine, and click OK.

The Clone Virtual Machine wizard appears.
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Select the virtual machine to clone, and click Next.

Follow the wizard through the same steps as those in the previous task in which
you cloned a virtual machine. The page after Guest Customization is the Schedule
the Task page.

(%] Clone ¥irtual Machine Wizard =] B3

Schedule the Task
Seleck the time and recurrence for the task

Select Virtual Maching
Mame and Folder

Huost f Clusker

Resource Pool

batastore Frequenc m
Guest Customization 9 v nee

Schedule the Task
Ready ko Complete

Task Mame IElUI‘IBVM

Task Description Iclnna a virtual machine

Start Time
 Mow
&

Time: |12:00 pm

Date: I Tuesday , February 14, ZDDGj

For mare information about this | I |
< Back Mext = Cancel
wizard, see the online documentati = —

4

Enter a name and a task description in the text box.
Select the radio button for the frequency of the task.

Select the radio button for Now or Later. If later, enter the time and date when you
want the virtual machine to be deployed, and click Next.

To see the calendar, click Later, and click the drop-down arrow to select a date from
the displayed calendar. A red circle indicates today’s date, and a dark circle
indicates the scheduled date.

Review the information on the Ready to Complete New Virtual Machine page,
and click Finish.

Optionally, you can select the check box to power on the new virtual machine after
it is created.

VirtualCenter adds the new task to the scheduled task list and completes it at the
designated time. When it is time to perform the task, VirtualCenter first verifies
that the user who created the task still has permission to complete the task. If the
permission levels are not acceptable, VirtualCenter sends a message to the log and
the task is not performed.
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VMware VirtualCenter snapshots allow you to preserve the state of the virtual machine
so you can return to the same state repeatedly. Snapshots are a new feature for ESX
Server 3.

The following sections are included in this chapter:
B “Understanding Snapshots” on page 221
B “Using the Snapshot Manager” on page 226

B “Restoring a Snapshot” on page 227

Understanding Snapshots

A snapshot captures the entire state of the virtual machine at the time you take the
snapshot. This includes:

B Memory state — The contents of the virtual machine’s memory.
B Settings state — The virtual machine settings.
®  Disk state — The state of all the virtual machine’s virtual disks.

Snapshots operate on individual virtual machines. In a team of virtual machines, taking
a snapshot preserves the state of only the active virtual machine.

When you revert to a snapshot, you return all these items to the state they were in at the
time you took that snapshot. If you want the virtual machine to be suspended, powered
on, or powered off when you launch it, be sure it is in the desired state when you take
that snapshot.
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NOTE Snapshots of raw disks, RDM physical mode disks, or independent disks are not
supported.

Snapshots are useful when you need to revert repeatedly to the same state but you don't
want to create multiple virtual machines. With snapshots, you create backup and
restore positions in a linear process. You can also preserve a baseline before diverging
a virtual machine in a process tree.

Snapshots can be used as restoration points during a linear or iterative process, such as
installing update packages, or during a branching process, such as installing different
versions of a program. Taking snapshots ensures that each installation begins from an
identical baseline.

Multiple snapshots refers to the ability to create more than one snapshot of the same
virtual machine. To take snapshots of multiple virtual machines, (for example,
snapshots for all members of a team) requires that you take a separate snapshot of each
team member.

Multiple snapshots are not simply a new way of saving your virtual machines. With
multiple snapshots, you can save many positions to accommodate many kinds of work
processes.

Although you can take snapshots up to 32 levels, the amount of time it takes to commit
or delete those snapshots increases as the levels get deeper. The required time is directly
proportional to the amount of data (committed or deleted) and the virtual machine’s
RAM size.

Relationship Between Snapshots

The relationship between snapshots is like that of a parent to a child:

B In the linear process, each snapshot has one parent and one child, except for the
last snapshot, which has no children.

®  In the process tree, each snapshot has one parent, but one snapshot may have
more than one child. Many snapshots have no children.

You can revert to a parent or a child.
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Snapshots and Other Activity in the Virtual Machine

When you take a snapshot, be aware of other activity going on in the virtual machine
and the likely effect of reverting to that snapshot. In general, it is best to take a snapshot
when no applications in the virtual machine are communicating with other computers.
The potential for problems is greatest if the virtual machine is communicating with
another computer, especially in a production environment.

For example, if you take a snapshot while the virtual machine is downloading a file
from a server on the network, the virtual machine continues downloading the file,
communicating its progress to the server. If you revert to the snapshot, communications
between the virtual machine and the server are confused and the file transfer fails.
Another example is taking a snapshot while an application in the virtual machine is
sending a transaction to a database on a separate machine. If you revert to that
snapshot—especially if you revert after the transaction starts but before it has been
committed —the database is likely to be confused.

Taking a Snapshot

Taking a snapshot is a synchronous operation. All user operations to the virtual
machine during this period are blocked for snapshot and data consistency. The time
taken to develop a snapshot depends on the amount of data and the load on the server.
On average, the time ranges from 30 to 40 seconds for minimal snapshot creation.

You can take a snapshot while a virtual machine is powered on, powered off, or
suspended. If you are suspending a virtual machine, wait until the suspend operation
has finished before taking a snapshot.

You must power off the virtual machine before taking a snapshot if the virtual machine
has multiple disks in different disk modes. For example, if you have a special purpose
configuration that requires you to use an independent disk, you must power off the
virtual machine before taking a snapshot.

To take a snapshot
1 Choose Inventory > Virtual Machine > Snapshot > Take Snapshot.

You can also click the Take a snapshot of this virtual machine button, or right-click
the virtual machine and choose Snapshot > Take Snapshot.
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The Take Virtual Machine Snapshot window appears.

@ Take Yirtual Machine Snapshot [_ O] x|

—Mame
I

— Description

QK I Cancel | Help

2 Type a name for your snapshot.
3 (Optional) Type a description for your snapshot.

Descriptions are useful to identify differences between similarly named snapshots.
Descriptions appear in the Snapshot Manager.

4 Click OK.

A progress pop-up menu box appears. When the snapshot has been successfully
taken, it is listed in the Recent Tasks field at the bottom of VirtualCenter.

Recent T asks

Mame ‘ Target ‘ Status ‘ Reason |\— Time:
Create Virtual Machine Snapshot G veyledrh@-bus @ InProgress Administrator 1/312006 1:12:39PM
«I_ Tasks @ Alams |

5  Click the target virtual machine to display tasks and events for this machine or,
while the virtual machine is still selected, click the Tasks & Events tab.
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Changing Disk Mode to Exclude Virtual Disks from Snapshots

You must power off and delete any existing snapshots before you attempt to change the
disk mode. Deleting a snapshot involves committing the existing data on the snapshot

disk to the parent disk.

To exclude a disk from a snapshot

1  Choose Inventory > Virtual Machine > Edit Settings.

2 Click the Hardware tab, and select the hard disk you want to exclude.

(% virtual Machine Propetties

Hardware IOptions I Resources |

Hardware | Summary
Memory

@ cru

& Floppy 1 idevifdn

@ DYDYCD-ROM | ATAPI [dewjcdrom
E@ Ethernet 1 Wi Metwiork

@ sCsI Contraller 1 LI Logic

= Hard Disk 1 {edited) 4,194,304 KB

Add.., Remove

J9[=] E3

Hard Disk 1  {5CSI 0:0) irtualMode Disk

Disk file
’][stolagﬂ [17] wepl 69-th3-lsidthHsi. vmndk: ‘

Capacity
’VDisk Size: [GB): 4.00 |

[ Wirtual device node

ISCS\ (0:00 Hard Disk 1 j

disks are not affected by snapshots.

& Persistent

Changes are immediately and permanently
written to the disk.

€ Nonpersistent
Changes to this disk are discarded when pou

power off or revert to the shapshot.

oK | Cancel

4

3 Under Mode, select Independent. Independent disks are not affected by

snapshots.

You have the following persistence options for an independent disk:

B Persistent — Changes are immediately and permanently written to the disk.
All changes to an independent disk in persistent mode remain, even when you

revert to that snapshot.

B Nonpersistent — Changes to the disk are discarded when you power off or

revert to that snapshot.

4  Click OK.
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Using the Snapshot Manager

The Snapshot Manager lets you review all snapshots for the active virtual machine and
act on them directly.

The Snapshot Manager window contains the following areas: Snapshot tree, Details
region, Command buttons, Navigation region, and a You are here icon.

(%] Snapshots for vcy174-rh9-bus =1 E3
-1 vey174-rha-bus [ Name
e —
(@) You are here Isnaps -
r— Description

Shapzhat of RHEL Wi

Goto | Delete | Delete Al |

Cloze I Help |

Figure 13-1. Snapshot Manager
B Snapshot tree — Displays all snapshots for the virtual machine.

B You are here icon — Represents the current operational state of the virtual machine.
The You are here icon is always selected and visible when you open the Snapshot
Manager.

The You are here icon represents a state that is never a snapshot itself but rather
the virtual machine state after the parent snapshot. A snapshot is always a static
record of a virtual machine state. The You are here state can be operational and
changing. Even when you create a snapshot of a powered off or suspended virtual
machine, the You are here state is not identical to the snapshot.

You cannot go to or select the You are here state. You are here always represents
the current and active state.

®  Command Buttons — The Snapshot Manager has three command buttons in the left
pane: Go to, Delete, and Delete AlL
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Details — Displays the name and description of the selected snapshot. These fields
are blank if you have not selected a snapshot.

Navigation Region — Contains buttons for navigating out of the dialog box:
B Close — Closes the Snapshot Manager.

®  Help - Opens the help system.

To use the Snapshot Manager

1  Choose Inventory > Virtual Machine > Snapshot > Snapshot Manager.

2 In the Snapshot Manager, select a snapshot by clicking it.

3 To go to a snapshot, click the Go to button to restore the virtual machine to any
arbitrary snapshot.
The Go to command allows you to restore the state of any snapshot.

4  Click Yes in the confirmation dialog box.

5  To delete a snapshot, click the Delete button to permanently remove a snapshot
from VirtualCenter use.

6  Click Yes in the confirmation dialog box.

7  To delete all snapshots, click the Delete All button to permanently remove all
snapshots from VirtualCenter use.

NOTE Delete commits the snapshot data to the parent and then removes the selected
snapshot. Delete All commits all the immediate snapshots before the You are here
current state to the base disk and removes all existing snapshots for that virtual
machine.

8  Click Yes in the confirmation dialog box.
9  Click Close to exit the Snapshot Manager.

Restoring a Snapshot

VMware VirtualCenter includes the following snapshot methods to allow you to return

to the original virtual machine:

VMware, Inc.

The Inventory > Virtual Machine > Snapshot menu contains the command Revert
to Snapshot.

The Snapshot Manager has a Go to button.
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Parent Snapshot

To discern between the Revert to Snapshot and Go to commands, you must
understand what is meant by the parent snapshot.

The parent snapshot is the most recently saved version of the current state of the virtual
machine. If you have just taken a snapshot, that stored state is the parent snapshot of
the current state. If you revert or go to a snapshot, that snapshot becomes the parent of
the current state.

The parent snapshot is always the snapshot appearing immediately above the You are
here icon in the Snapshot Manager.

Parent Snapshot

@ Snapshots for ycy174-rh9-bus [_ (O] x|
El-{1 voyl74-rha-bus —Mame
= 4 snapshot
[ @ ‘fouare here I
— Description
Gota | Delete | [Delete &l |
Cloze I Help

Figure 13-2. Parent Snapshot

NOTE

The parent snapshot is not always the snapshot you took most recently. For example, if
you take a snapshot today and then Go to a snapshot you took yesterday, the snapshot
you took today is no longer the parent of the current state of the virtual machine. The
parent snapshot has become the snapshot you took yesterday.
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Revert to Snapshot is essentially a shortcut to the parent snapshot of You are here. This
command immediately activates the parent snapshot of the current state of the virtual

machine.

The current disk and memory states are discarded and restored as they were when you

took that snapshot. If your parent snapshot was taken when the virtual machine was
powered off, choosing Snapshot > Revert to Snapshot moves the powered-on virtual
machine to that parent state, that is, to a powered-off state.

EIE:I W

take a
snapshot

EIE:I |
=% snapshot_a

kea (s) ‘ou are here

snapshot

Elﬁ:l W
=% snapshot_a
(=% snapshot_b

goto
snapshot_a

EIE:I |
=% snapshot_a
EI'E' snapshat_b

Virtual machine with no snapshots.

The new snapshot (snapshot_a)

is now the parent of the

You are here state. The parent
snapshot of the You are here state
is the parent snapshot of the
virtual machine.

When you take a snapshot from
the snapshot_a state, snapshot_a
becomes the parent of the new
shapshot (snapshot_b) and
snapshot_b is the parent shapshot
of the You are here state.

If you take a snapshot now, the
new snapshot will be based on
the snapshot_b state.

When you go to snapshot_a,
snapshot_a becomes the parent
of the You are here state.

If you take a snapshot now, the
new snapshot will be based on
the snapshot_a state.

When you revert a virtual machine, the virtual machine returns to the parent snapshot
of the virtual machine (that is, the parent of the current You are here state).

Figure 13-3. Revert to Snapshot
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There are three ways to revert to the parent snapshot:
®  Choose Inventory > Virtual Machine > Snapshot > Revert to Snapshot.
®  Click the Revert to snapshot button on the toolbar.

B Right-click the virtual machine, and choose Snapshot > Revert to Snapshot.
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This chapter describes the process of migrating—moving a virtual machine from one
host to another. This chapter contains the following sections:

B “Overview” on page 231

B “Migration” on page 233

B “Migration with VMotion” on page 233
B “Migration Wizard” on page 239

The user initiating the migration must have appropriate permission to perform
migration with VMotion on both machines.

Refer to “Managing Users, Groups, Permissions, and Roles” on page 247 for
information on permissions.

NoTe Copying a virtual machine is creating a new virtual machine. It is not a form of
migration.

Overview

In this release, you can migrate a virtual machine on an ESX Server host in a suspended
state using the migration API. Migrating a powered-off virtual machine is called
migration. Migrating a powered-on virtual machine is called migration with VMotion.
Migration with VMotion, designed to be used between compatible systems, allows you
to migrate virtual machines with no downtime but requires VMotion licensing and
specific configuration.

In VirtualCenter 2, you have two migration options:
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B Migration — Moving a powered-off or suspended virtual machine (configuration
files but no disk movement). Optionally, during migration, you can relocate
configuration and disk files.

NOTE Migrating suspended virtual machines is supported in ESX Server 3.0 only. Virtual
machines created using ESX Server 2.x must be powered off before migration.
NOTE Virtual machines do not need to be available on shared storage.

B Migration with VMotion — Moving a virtual machine that is powered on.

NOTE Virtual machines must be available any from any form of shared storage, such as

SAN, iSCSI, or NAS.

Virtual machines can be moved between hosts within the same datacenter. Virtual
machines cannot be moved between datacenters.

The following table lists the VMotion capabilities for 32- and 64-bit guest virtual
machines.

Table 14-1. VVMotion Support

32-bit Guest Virtual Machines 64-bit Guest Virtual Machines

VMotion Fully supported within Fully supported within
(powered on)  VMotion-compatible 32-bit CPUs VMotion-compatible 64-bit CPUs

AND 64-bit CPUs (Intel-to-Intel or (Intel-to-Intel or AMD-to-AMD).

AMD-to-AMD).
Cold Fully supported within supported Fully supported within
Migration 32-bit CPUs and 64-bit CPUs and VMotion-compatible 64-bit CPUs

(powered off)  able to power on irrespective of any  (Intel-to-AMD OK).

CPU incompatibilities
(Intel-to-AMD OK).

NOTE Migration with VMotion cannot be used to migrate virtual machines using raw disks
for clustering purposes.
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Migration

The virtual machine you want to migrate must be powered off or suspended prior to
beginning the migration process. With a migration, you also have the option of moving
the associated disks from one host to another. A migration consists of the following
steps:

1  The configuration files, including the NVRAM file (BIOS settings), log files, and
the suspend file for suspended virtual machines as well as the disks of the virtual
machine are moved from the source host to the destination host’s associated
storage area.

2 The virtual machine is associated (registered) with the new host.

3 After the migration is completed, the old version of the virtual machine is deleted
from the source host.

If any error occurs during migration, the virtual machines revert to their original states
and locations.

You can move virtual machines manually or set up a scheduled task to perform the
migration. Refer to “Managing Tasks, Events, and Alarms” on page 289 for information
on scheduling tasks.

Migration with VMotion

VMotion allows working processes to continue throughout a migration with VMotion.
The entire state of the virtual machine as well as its configuration file, if necessary, are
moved to the new host even while the data storage remains in the same location on the
SAN. The associated virtual disk remains in the same location on the SAN storage that
is shared between the two hosts. Once the configuration file is migrated to the alternate
host, the virtual machine runs on the new host.

The state information includes the current memory content and all the information that
defines and identifies the virtual machine. The memory content includes transaction
data and whatever bits of the operating system and applications are in the memory. The
defining and identification information stored in the state includes all the data that
maps to the virtual machine hardware elements, such as BIOS, devices, CPU, MAC
addresses for the Ethernet cards, chip set states, registers, and so forth.

Migration with VMotion happens in three stages:

1 When the migration with VMotion is requested, VirtualCenter verifies that the
existing virtual machine is in a stable state with its current host.

2 The virtual machine state information (that is, memory, registers, and network
connections) is copied to the target host.
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3 The virtual machine resumes its activities on the new host.

If any error occurs during migration, the virtual machines revert to their original states
and locations.

VMotion Requirements

To be configured for VMotion, each host in the cluster must meet the following
requirements.

Shared Storage

Ensure that the managed hosts use shared storage. Shared storage is typically on a
storage area network (SAN), but can also be implemented using iSCSI and NAS shared
storage. See the VMware SAN Configuration Guide for additional information on SAN
and the Server Configuration Guide for information on other shared storage.

Shared VMFS Volume or NAS Storage

Configure all managed hosts to use shared VMFS volumes or to be located on NAS
storage. If using shared VMFS volumes:

®  Place the disks of all virtual machines on VMFS volumes that are accessible by both
source and target hosts.

B Ensure that the VMFS volume is sufficiently large to store all virtual disks for your
virtual machines.

CPU Compatibility

Make sure that the source and destination hosts have a compatible set of processors.

VMotion transfers the running architectural state of a virtual machine between
underlying VMware ESX Server systems. VMotion compatibility requires that the
processors of the target host be able to resume execution using the equivalent
instructions that the processors of the source host were using when suspended.
Processor clock speeds and cache sizes, and the number of processor cores may vary,
but processors must come from the same vendor class (Intel or AMD) and same
processor family (P3, P4, or Intel core) to be compatible for migration with VMotion.

Processor families such as Intel Xeon and AMD Opteron are defined by the processor
vendors.

You can distinguish different processor versions within the same family by comparing
the processors’ model, stepping level, and extended features:

B In most cases, different processor versions within the same family are similar
enough to maintain compatibility.
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In some cases, processor vendors have introduced significant architectural
changes within the same processor family, such as the SSE3 and SSE4 instructions,
and Nx/XD CPU security features. By default, VMware identifies mismatches on
SSE3, SSE4, and Nx/XD as incompatible to guarantee the stability of virtual
machines after migrations with VMotion.

Server hardware’s CPU specifications will usually indicate whether or not the CPUs
contain the SSE3, SSE4, and Nx/XD features that affect VMotion compatibility. If the
specifications of a server or its CPU features are unknown, VMware’s bootable CPU
identification utility (available for download with ESX Server) can be used to boot a
server and determine whether it’s CPUs contain features such as SSE3, SSE4, and
NX/XD.

NOTE VMware, in partnership with CPU and hardware vendors, is working to maintain
VMotion compatibility across the widest range of processors. For additional
information, check the VMware Knowledge Base.

Nx/XD Considerations

AMD’s No eXecute (NX) and Intel’s eXecute Disable (XD) technology serve the
same security purpose: to mark memory pages as data only to prevent malicious
software exploits and buffer overflow attacks.

The following operating systems support NX and XD:

Windows Server 2003 (SP1), Windows* XP (SP2), Windows Vista, RHEL4, RHEL 3
(Update 3), SUSE 10, SUSE Linux 9.2, Solaris 10, Linux kernels 2.6.6 or later (or 2.4
kernels with a patch).

In ESX Server 3.0, NX and XD technology is exposed by default for all guest
operating systems that can use it (trading off some compatibility for security by
default). Hosts previously compatible in ESX Server 2.x may become incompatible
after upgrading to ESX Server 3.0 if NX mismatched, but per-VM CPU
compatibility masks specified in the VMotion CPU Compatibility Matrix can be
used to restore compatibility.

SSE3 Considerations

VMware, Inc.

Within the Intel P4 and AMD Opteron processor families, VMware places a
restriction between processors that do support the SSE3 instructions and
processors that do not support the SSE3 instructions because they are application
level instructions that bypass the virtualization layer, and could cause application
instability if mismatched after a migration with VMotion.
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SSE4 Considerations

Within the Intel P4 and Intel Core processor families, VMware places a restriction
between processors that do support the SSE4 instructions and processors that do
not support the SSE4 instructions because they are application level instructions

that bypass the virtualization layer, and could cause application instability if

mismatched after a migration with VMotion.

NOTE

VMware is working on maintaining VMotion compatibility across the widest range of

processors through partnerships with processor and hardware vendors. For additional

information, check the VMware Knowledge Base.
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Networking Requirements

1

VMotion requires a Gigabit Ethernet network to ensure rapid migration:

A dedicated network is recommended to keep virtual machine memory state
secure.

VMotion requires a private Gigabit Ethernet migration network between all of
the VMotion-enabled managed hosts. When VMotion is enabled on a
managed host, configure a unique network identity object for the managed
host and connect it to the private migration network.

Two hosts with cross-connected GigE cards can be used for demo purposes.

Virtual machines must have access to the same subnets on the source and

destination ESX Server hosts.

Network labels for each virtual NIC must be created through the ESX Server
configuration settings:

Network labels are global across datacenters.

VMotion automatically maps virtual machines to appropriate virtual NICs
based on network labels.

For ESX Server 2.x hosts, network labels can be configured through the
Web-based VMware Management Interface.

Minimum Network Requirements
Two NICs with at least one GigE NIC dedicated to VMotion.

For best security, dedicate the GigE NIC to VMotion and use VLANSs to divide the
Virtual machine and management traffic on the other NIC.
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®  For best availability, combine both NICs into a bond, and use VLANS to divide
traffic into at least three networks (One or more for virtual machines, one for the
service console, and one for VMotion).

Network Best Practices
B One dedicated NIC for the service console (10/100 or GigE).

B One dedicated NIC for VMotion (GigE).

B One or more NICs for virtual machines (10/100 or GigE).

VMotion Compatibility

VMotion compatibility requires that both source and destination hosts match in certain
criteria. Possible destination hosts include hosts and fully automated DRS clusters. A
nonautomated cluster can also be selected as a destination.

When you select a host, the Compatibility panel at the bottom of the Migration wizard
displays information about the compatibility of the selected host or cluster with the
virtual machine’s configuration.

If the virtual machine is compatible, the panel is blank. If the virtual machine is not
compatible with either the host’s or cluster’s configured networks or datastores, the
compatibility window can display both warnings and errors:

B Warning messages do not disable migration. Often the migration is justified and
you can continue with the migration despite the warnings.

%] Migrate Virtual Machine Wizard — 1ol x|

Select Destination
Select the destination host or cluster For this virkual machine migration.

Select Destination
Select Resource Poal
Select Datastore

[=] Ll EvalDatacenter
By chuster-sales
By TestCluster
[ testserverl.eng.vmware.com
E oy 169,20, vmware, com

[ [veri74.eng vmware.com

[ wintermute1.eng. vmware com

Ready to Complete

Compatibility panel Warning messages

Compatibility:

B TechPubs
/& Migration Fram testserverl,sng.vimware. com o voyl 74.eng.vmwars.com: Migration will
cause the virtual machine’s configuration to be modified, to preserve the CPU Feature
requirements For its guest 05,

A Migration From testserver1,eng.vmware.com to vyl 74,eng.vmware.com: Metwork interface
‘Metwork Adapter 1' uses netwaork WM ta WM only', which is & "virtual intranet’,

=
Help crak | [ ez | concel |

4
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®  Errors can disable migration if there are no error-free destination hosts among the
selected destination hosts. In this case, the Next button is disabled.

(%) Migrate Yirtual Machine Wizard =3
L

Select Destination
Select the destination host or cluster For this wirkual machine migration,

Select Destination
Select Resource Poal
Select Datastore
Ready ta Complete

[ [ EvalDatacenter
[y chuster-sales
By TestCluster
[ testserverl.eng.vmware.com
g vey169.eng.vmmare.com
E Oy 174,80, vmware, com
[E]

Error message

Compatibility:

Gh TechPubs =
A Unable to migrate from testserverl.eng.vmware.com to wintermutel eng.vmware, cor
does not suppart the virtual hardware version of virtual maching. LI

Help = Back | ek = I Cancel |

A

For clusters, the network and datastore configurations are taken into account when
checking compatibility issues. For hosts, the individual host’s configuration is used. A
possible problem might be that VMotion is not enabled on one or both hosts.

A specific host feature’s effects on compatibility are dependent on whether or not ESX
Server exposes or hides them from virtual machines:

B Features that are exposed to virtual machines are not compatible when they are
mismatched.

B Features that are not exposed to virtual machines are compatible regardless of
mismatches.

CPU Compatibility Masks

VirtualCenter compares the CPU features of two hosts to determine whether to allow
or disallow migrations with VMotion. A new capability in VirtualCenter 2.0 called CPU
compatibility masks allows per-virtual machine, advanced customization of the CPU
features that a virtual machine should require for CPU compatibility during a
migration with VMotion.

NOTE

Editing a virtual machine’s CPU compatibility mask is supported in ESX Server 3.0 only.
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B Default values for the CPU compatibility masks are set by VMware to guarantee
the stability of virtual machines after a migration with VMotion. Changes to these
default masks are made very conservatively by VMware, and only when new CPU
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features are introduced and versions of ESX Server are updated to expose or hide
them from virtual machines.

B Insome cases, where a choice between CPU compatibility or guest operating
system features (such as NX/XD) exists, VMware provides check-box options to
configure individual virtual machines through the virtual machine’s Advanced
Settings option. Advanced virtual machine virtual host modifications can be used
by developers.

—CPU Identification Mask
. " ) " Choose between Nx/xD
Hiding the Mx Flag will increase YMotion compatibility

between hosts, at the cost of disabling certain CPU Security features or Broadest

performance Features for some guest operating VMotion Compatibility
syskems and applications.

For future CPU features, edit
mask at the bit level

" Expose the Mx flag to guest.

€ Keep current Advanced setting values For the R
i

lag.
Advanced. . |

®m  For other cases, and advanced purposes (intended to be used using specific
instructions from VMware or by CPU and operating system developers who may
need to control the characteristics of virtual CPUs). VMware also provides a
mechanism to manually edit the CPU compatibility masks used by a virtual
machine. Manual edit of the CPU compatibility masks without the appropriate
documentation and testing is NOT recommended and may lead to an unsupported
configuration.

Migration Wizard

The Migration wizard takes you through the process of migrating a virtual machine
from one host to another. Both source and destination hosts must have VMotion
enabled on them. If the destination is a cluster, there must be at least one valid
destination host in the cluster, so at least one host in the cluster must have VMotion
enabled. Preferably all hosts in a cluster will have VMotion enabled, especially for DRS
clusters.

The menu options differ slightly, depending on whether you are performing migration
or migration with VMotion.

To migrate a powered-off or suspended virtual machine
1 From the VirtualCenter client, click the Inventory button in the navigation bar.

2 Choose Migrate from the pop-up menu.
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The Migrate Virtual Machine wizard starts.
Select the destination host or cluster for this virtual machine migration.

Any compatibility problem is displayed in the Compatibility panel. Fix the
problem, or choose another host or cluster.

Possible targets include hosts and DRS clusters with any level of automation. If a
cluster has no DRS enabled, select a specific host in the cluster rather than selecting
the cluster itself.

If the wizard is invoked through drag- and-drop, the Select Destination host or
cluster window is skipped if the drag-and-drop target is a standalone host or a
pool assigned to a standalone host. If a cluster or a cluster’s pool is the
drag-and-drop target, the Select Destination host or cluster window appears.

NOTE

Moving a virtual machine from the host where its snapshots are located might
render those snapshots inaccessible.

& Migrate ¥irtual Machine Wizard =]

Select Destination
Select the destination host or cluster For this virbual machine migration,

Select Destination [l [f Evaluation Datacenter
Select Resource Pool =

Select Datastore E&I

Q testserverl,eng. vimware, com
Q testserverd, eng. vimware, com
Q wey 169, eng, vimware, com
B vy 174, eng. vimware, com

Ready to Complete

Compatibility:

Help | = Back I Nextgl Cancel |

4

Click Next.

NOTE

The resource pool selection pane of the wizard performs a compatibility check that
can display warnings or errors.

Select the destination resource pool for the virtual machine migration, and click
Next.
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The Resource Pool Selection page does not appear if a virtual machine was
dropped on a resource pool.

6  Select the destination datastore.

The datastores that are accessible from the new destination are listed.

|J-_-T,J Migrate ¥irtual Machine Wizard =]

Select Datastore
Select the destination datastore For this virtual machine migration,

Select Destination

Select Resource Pool " Keep vitual machine configuration files and wvitual disks in their curent lozations

Select Datastore I X X . L X X
0

Ready ko Complete Move virtual machine configuration files and wvirtual disks

The following datastores are accessible by the destination you've selected. Select
the destination datastore for the virtual machine configuration files and all of the

wirtual disks.

Marme | Capacity | Free | Type | Access

[storagel] 61.25 GB 27.26 GB WMFS Single host

4] 3|

Advanced > |
Help | = Back I Mext = | Cancel |

4

7 Select the radio button to keep the virtual machine configuration files and virtual
disks in their current locations or the radio button to move the virtual machine
configuration files and their virtual disks.

VirtualCenter moves the virtual machine, including the virtual disks, to the new
host. Event messages appear in the Events tab. The data displayed on the Summary
tab shows the status and state throughout the migration.

NOTE You can relocate only powered off and suspended virtual machines. You cannot
relocate virtual machines that are being migrated with VMotion.

8  Click Next.

9  Review the summary, and click Finish.
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To migrate a powered-on virtual machine

NOTE

Before you begin, disconnect any peripheral devices connected to the virtual machine.

If the virtual machine is using a physical device on the source host, that device will not
be accessible on the destination host. This is an incompatibility that will prevent use of
VMotion. For example, if the virtual machine is reading from a CD-ROM drive on the
source host, it cannot access that drive from the destination host.
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From the VI Client, click the Inventory button in the navigation bar. Expand the
inventory as needed, and click the appropriate virtual machine.

Make sure that both the source and target hosts are VMotion-enabled and using
the same shared datastore.

] techuh—vc - ¥Mware VirtualCenter EE M=
File . Edf WM Wiew Help
@ "ﬁ cﬁ {1| vmware

Inventory  Goheduled Tasks  Templ

|ates Events

«as|onpa| @

Bl [, Server Farms

=) [ Mew Farm Group2
pubisZ

=] @E techpubs

h Clone of p2y win
Eh FreeBsp
ﬁ GHLI

E [A DiscoveredvMs |
Eh M3 Windows clon
B M5D0S (2)
& Microsoft Windoy
1 Microsaft Windov
Eh Microsoft Winday

Wele|o

testserver.vmware.com VMware ESX Server, 2.5.0, build-10771

Summary

Manufacturer:  Dell Computer Corporation

G Manage ¥irtual Machine Resources
5= Edit Properties

[ Edit Host Configuration

[@ shut Down

CPU Utilization (%}

WiMotion Enabled:

[ precious-esx.vmmare Model: Precision WorkStation 530 MT Virtual Machines: 6

[ techpubs-linux.vme Tatal Memory: 1017MB Murnber of Pracessors: 2

E techpub-ve, vmware, Processor: Intel{R) XEON{TM) CPU 2.00GHz Number of Mics: 2z

[3] [testserver.vmware.c Active Tasks: No
B [z, Wew virtual Machine ! Commands R ——

#Available Disk Space:

Msmory Available to New Yis:

Memory Utilization (%)

G Nebware 6 Virtual Machines o Virkual Machines

1 Wovell Mettivare £ Other 1] Other

() Wovell Netware € System Total 1] Syskem Tokal

) PE_W2K3WM_Cu

&1 QA GhU 21| [ metworks Datastores =
[ | » | | _’H

18713 MB
1640 MB

o Show active tasks |

[Connected as YMWAREM bethary 7

3 Select each host.

4  Select the Summary tab.

5  Check the VMotion Enabled field and the Datastore section.

The VMotion Enabled field should say Yes. Datastores on both hosts should list the

same name.

In migration with VMotion, a host must have VMotion enabled on it to migrate a
powered-on virtual machine to or from the host. VMotion interfaces are
configured and enabled using the network configuration options for the host.
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Display the inventory panel, and select the appropriate datacenter.

Click the Inventory option in the navigation bar. Expand the inventory, as needed,
and click the appropriate virtual machine.

Start the Migrate Virtual Machine wizard.

In the inventory panel, select the desired virtual machine. Then do one of the
following:

B From the pop-up menu, choose the Migrate option.

B From the information panel Summary tab, click the Migrate to New Host
button.

B Drag the virtual machine onto the target standalone host, cluster, or resource
pool.

The migration with VMotion wizard starts.

Virtual machines can also be dropped into resource pools for any host or cluster,
in which case the wizard skips the Resource Pool Selection page.

In the event that the virtual machines are dropped onto a resource pool on the
same host or cluster, the Migration wizard is not invoked. Instead, the virtual
machines are reassigned to the new resource pool, pending admission control to
the new pool.

NOTE

If multiple virtual machines are selected and the wizard is invoked through
drag-and-drop, the virtual machines must all be in the same power state.
Otherwise, an error message is displayed, and the wizard stops.

10

Click Next.
Select a destination host or cluster for the virtual machine.

Possible targets include hosts and fully automated DRS clusters. A nonautomated
cluster can also be selected as a target. You are prompted to select a host within the
nonautomated cluster.

NOTE

If the wizard is invoked through drag-and-drop, the Select destination host or
cluster window is skipped unless the drop target is a nonautomated cluster.

VMware, Inc.

When you select a host, the Compatibility section at the bottom of the wizard
displays information about the compatibility of the selected host or cluster with the
virtual machine’s configuration. If the virtual machine is compatible, the panel is
blank. If the virtual machine is not compatible with either the host’s or cluster’s
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13

14
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configured networks or datastores, a warning message appears. A possible
problem might be that VMotion is not enabled on one or both hosts.

Select a resource pool, and click Next.

The Resource Pool Selection page does not appear if a virtual machine was
dropped on a resource pool.

Select the migration priority level.

¥YMware YirtualCenter New Task Wizard [ %]

Migration Priority
Set the priority of the migration, relative to other operations on the destination
0st.

' High Priarity
Reserve resources m bath the source and destination hosts to

maintain virtual machine availabilty during the migration.

High pricrity operations will not proceed if the resources are
unavallable.

" Low Pricrity
Low priority operations will always proceed, but the virtual machine

may become briefly unavailable i sufficient host resources are
unavailable.

< Back | Mext » | Cancel |

Set the priority of the migration to ensure that sufficient CPU resources are
available on both the source and target hosts to perform the migration.

Click the appropriate button, and click Next.

Once all options have been selected, a Ready to Complete page appears that shows
a summary of the selected choices.

Review the page, and click the Finish button.

When you click the Finish button, a task is created that begins the virtual machine
migration process. While the virtual machine is in the process of being migrated,
you have only limited access to its functions.

If you want to change any options, click the Back button to step back through the
wizard or click any of the links in the left pane to go back to a specific page. If you
click a link, the subsequent links that follow it revert to unseen page entries, and
you must move sequentially through the wizard using the Next button.
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Managing Users, Groups,
Permissions, and Roles

This chapter describes users, groups, permissions and roles. VirtualCenter and ESX
Server hosts determine the level of access for the user based on the permissions
assigned to the user. The combination of user name, password, and permissions is the
mechanism by which VirtualCenter and ESX Server hosts authenticate a user for access
and authorize the user to perform activities. The VirtualCenter and ESX Server host
maintain lists of authorized users and the permissions assigned to each user.

Privileges define basic individual rights required to perform actions and read
properties. ESX Server and VirtualCenter use sets of privileges, or roles, to control
which individual users or groups can access particular Vmware Infrastructure objects.
ESX Server and VirtualCenter provide a set of pre-established roles. You can also create
new roles.

The privileges and roles assigned on an ESX Server are separate from the privileges and
roles assigned on a VirtualCenter Server. If you have privileges and roles assigned on
an ESX Server and then add that ESX Server to the VirtualCenter Server inventory, only
the privileges and roles assigned through the VirtualCenter Server are recognized. If
you then remove the ESX Server from the VirtualCenter Server inventory, the
previously set ESX Server privileges and roles are used.

For a complete list of privileges available, refer to Appendix A, “Defined Privileges,”
on page 325.

This chapter contains the following topics:
B “Access Elements” on page 248
B “Access Rules” on page 248

® “Users” on page 251
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“Groups” on page 253
“Permissions” on page 254
“Roles” on page 254

“Access Permissions” on page 262

NOTE

You must be in Admin view for the Admin > Roles menu item to be enabled.

Access Elements

Access to VMware Infrastructure objects and activities is established through the
combination of:

Logon information — User name and password.
Groups — A method for grouping individual users.

You can manage users more easily by assigning them to groups. If you create
groups, you can apply a role to the group, and this role is inherited by all the users
in the group.

Roles — A defined collection of privileges.
Roles are a collection of defined privileges that control individual user or group

access to particular VMware Infrastructure objects. ESX Server and VirtualCenter
Server provide a set of default roles. You can also create new roles.

Privileges — A particular right corresponding to a set of operations or methods on
a class of objects.

Permissions — The combination of the role plus user or group name assigned to a
VMware Infrastructure inventory object.

The role and a user or group name make a pair. This pair is assigned to a VMware
Infrastructure object. Typically, this role and user pairing is propagated to the
children in the inventory hierarchy. The pair is called a permission.

Access Rules

The following is a list of general rules to consider when configuring your user’s and
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group’s permissions.

Users do not need to log off and log on for changes to take effect. All changes take effect

immediately.

VMware, Inc.



Hierarchical Inheritance

Chapter 15 Managing Users, Groups, Permissions, and Roles

Propagation is set per permission rule, not universally applied. Permissions defined for
a sub-object always override those propagated from parent objects.

With respect to permissions, there are three types of elements in the hierarchy. They are:

B Managed entity — These can have permissions defined on them.

Virtual machines
Folders
Datacenters
Clusters

Hosts

Resource Pools

Templates

B Related to a managed entity — These cannot have permissions defined on them,
but inherit access from the object they are related to. Examples include:

B Networks

B Datastores

®  Global entity — These always get their permissions from the root node. Examples

include:

Custom fields
Licenses

Statistics intervals
Roles

Sessions

Multiple Permission Settings

Objects might have multiple permissions, but at most one for each user or group.

If you apply permissions, they override each other down the hierarchy. If permissions
are defined on the same entity, a couple of situations are possible:

®  If a user is a member of multiple groups with different permissions. For each
object the group has permissions on, the same permissions apply as if granted to

the user directly.

®  If multiple group permissions are defined on the same object and the user
belongs to two or more of those groups:

VMware, Inc.
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m  [f there is no permission defined explicitly for the user on that object, the user
is assigned the union of privileges assigned to the groups for that object.

m  [f there is a permission defined explicitly for the user on that object, that
permission takes precedence over all group permissions.

Example 1: Expanding a user’s permissions

B Role 1 can power on virtual machines.

B Role 2 can take snapshots of virtual machines.

B Group A is granted Role 1 on virtual machine.

B  Group B is granted Role 2 on virtual machine.

User 1 is not assigned specific permission:

m  User 1, who belongs to groups A and B, logs on.

®  User 1 can both power on and take snapshots of virtual machine.
Example 2: Limiting a user’s permissions

B Role 1 can power on virtual machines.

B Role 2 can take snapshots of virtual machines.

B Group A is granted Role 1 on virtual machine parent folder.

®  Group B is granted Role 2 on virtual machine.

User 1 Read Only permission is removed on virtual machine:

®  User 1 can take snapshots but not power on.

Tasks Requiring Settings on Multiple Objects

When setting permissions, verify that all the object types are set with appropriate
privileges for each particular action. Some operations require access permission at the
root folder in addition to access permissions on the object being manipulated. Some
operations require access or performance permission at a parent folder and a related
object.

Refer to Appendix A, “Defined Privileges,” on page 325 for a list of predefined roles
and associated privileges. Use these predefined roles to help determine the role + object
pairing required to perform your chosen task.

Example 3: Adding a virtual machine

B Role 3 can add virtual machines.
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B Role 4 is read only.
B Group Cis granted Role 3 on Host 1.

B Group Cis also granted Role 4 on the parent folder or datacenter for Host 1's
associated datastores and networks.

These objects inherit their permissions from their parent folder or datacenter.
Setting both permissions allows Group C users to add a virtual machine to the
host.

Example 4: Delegating resources

Users

®  Using default roles for Resource Pool Administrator, Virtual Machine User,
and Read Only

B Grant User 1 the role of Resource Pool Administrator on ResourcePoolA.

B Grant User 1 the role of Virtual Machine User on all the virtual machines in
ResourcePoolA.

B Grant User 1 the role, Read Only on the folder or datacenter containing the
datastores and networks associated with ResourcelPoolA.

Because resource pools affect multiple inventory objects you must assign various
privileges on selected objects to effectively perform tasks (in this case, delegating
resources within a resource pool on to the virtual machines in that resource pool).

A user is an individual authorized to log on to either an ESX Server host or to
VirtualCenter. ESX Server users fall into two categories: those who can access the ESX
Server host through VirtualCenter and those who can access the ESX Server host by
directly logging on to the host from VI Client, VI Web Access, a third-party client, or a
command shell. These two categories draw users from different sources:

VMware, Inc.

VirtualCenter users — Authorized users for VirtualCenter are those included in the
Windows domain list referenced by VirtualCenter or local Windows users on the
VirtualCenter host.

You cannot use VirtualCenter to manually create, remove, or otherwise change
users. If you need to manipulate the user list or change user passwords, you must
do so through the tools you normally use to manage your Windows domain.

Any changes you make to the Windows domain are reflected in VirtualCenter.
Because you cannot directly manage users in VirtualCenter, the user interface
doesn’t provide a user list for you to review. You see these changes only when you
select users to configure permissions.
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B Direct access users — Users authorized to work directly on an ESX Server host are
those added to the internal user list by default when ESX Server is installed or by
a system administrator after installation.

If you log on to the host as root, you can perform a variety of management activities
for these users, such as changing passwords, group memberships, permissions,
and so forth. You can also add and remove users.

Even if the lists maintained by an ESX Server host and VirtualCenter appear to have
common users (for instance, a user called devuser), these users should be treated as
separate users who have the same name. The attributes of devuser in VirtualCenter,
including permissions, passwords, and so forth, are separate from the attributes of
devuser on the ESX Server host. If you log on to VirtualCenter as devuser, you might have
permission to view and delete files from a datastore. If you log on to an ESX Server host
as devuser, you might not.

Users and groups in the VMware Infrastructure environment are created using two
methods:

B When the VI Client is connected to a VirtualCenter Server, users and groups are
defined through the standard methods for Windows domains or Active Directory.
You do not create users and groups for access to the VirtualCenter Server through
the VI Client.

B When the VI Client is connected to an ESX Server, users and groups are defined
through the Users and Groups tab.

Users and groups defined when connected to an ESX Server are applicable to that ESX
Server only. They are not in the list of available users for a VirtualCenter Server
connection even if the ESX Server is registered with the VirtualCenter Server.

Each ESX Server has two default users:

B Theroot user has full administrative privileges. Administrators use this logon and
its associated password to log on to an ESX Server through the VI Client. Root
users have a complete range of control activities on the specific ESX Server host
that they are logged on to, including manipulating permissions, creating groups
and users, working with events, and so forth.

A

WARNING Refer to the Authentication and User Management chapter of the Server
Configuration Guide for information about root users and your ESX Server
before you make any changes to the root user. Mistakes here can have serious
access consequences.
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B The vpxuser user is a VirtualCenter entity with root rights on the ESX Server host,
allowing it to manage activities for that host. The vpxuser is created at the time that
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an ESX Server host is attached to VirtualCenter. It is not present on the ESX Server
host unless the host is being managed through VirtualCenter.

W CAUTION Do not change vpxuser and do not change its permissions. If you do so, you
might experience problems working with the ESX Server host through
VirtualCenter.

For information on creating users and groups for use with your VirtualCenter Server,
refer to your Microsoft documentation.

For information about creating users and group for use with your ESX Server, refer to
the Security section of the Server Configuration Guide.

Groups

You can efficiently manage some user attributes by creating groups. A group is a set of
users that you want to manage through a common set of rules and permissions. When
you assign permissions to a group, they are inherited by all users in the group. Using
groups can significantly reduce the time it takes to set up your permissions model.

The group lists in VirtualCenter and an ESX Server host are drawn from the same
sources as the user lists. If you are working through VirtualCenter, the group list is
called from the Windows domain. If you are logged on to an ESX Server host directly,
the group list is called from a table maintained by the host.

The VirtualCenter Server grants access to each inventory object by assigning a role with
defined privileges and a user or group to each object. Roles are a defined set of access
privileges.

Individual permissions are assigned through the VirtualCenter Server or the ESX

Server by pairing a user and a role and assigning this pair to an inventory object:

®  Users and groups are created for the VirtualCenter Server through the Windows
domain or Active Directory database.

®  Users and groups are created for the ESX Server through the Users and Groups tab
when connected directly to the ESX Server. VirtualCenter Server cannot view any
users and groups that are created for and on the ESX Server. Refer to the Server
Configuration Guide.
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Permissions

For ESX Server and VirtualCenter, a permission is defined as an access role that consists
of a user and the user’s assigned role for an object, such as a virtual machine or ESX
Server host. Permissions grant users the right to perform specific activities and manage
specific objects on an ESX Server host or, if users are working from VirtualCenter, all
VirtualCenter-managed objects. For example, to configure memory for an ESX Server
host, you must have host configuration permissions.

Most VirtualCenter and ESX Server users have limited ability to manipulate the objects
associated with the host. However, ESX Server provides full access rights and
permissions on all virtual objects, such as datastores, hosts, virtual machines, and
resource pools, to two users: root and vpxuser.

B Asroot, you can grant permissions on an ESX Server host to individual users or
groups. These users and groups are added to the ESX Server user list and group
list in two ways. They can be added by default when ESX Server is installed. They
can also be manually added to the host after installation.

®  Through VirtualCenter, you can grant permissions to any user or group included
in the Windows domain list referenced by VirtualCenter.

NOTE VirtualCenter registers any selected Windows domain user or group through the

process of assigning permissions. By default, all users who are members of the
Windows Administrators group on the VirtualCenter Server are granted the same
access rights as any user assigned to the Administrator role. Users who are
members of the Administrators group can log on as individuals and have full
access.

The method you use to configure permissions directly on an ESX Server host is identical
to the method you use to configure permissions in VirtualCenter. The list of privileges
is the same for both ESX Server and VirtualCenter.

The table in Appendix A lists the access permissions.

Roles
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VirtualCenter and ESX Server grant access to objects only to users who have been
assigned permissions for the object. When you assign a user or group permissions for
the object, you do so by pairing the user or group with a role. A role is a predefined set
of privileges.

VirtualCenter and ESX Server hosts provide default roles:
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B System roles — System roles are permanent and the privileges associated with

these roles cannot be changed.

B Sample roles — Sample roles are provided for convenience as guidelines and
suggestions. These roles can be modified or removed.

You can also create completely new roles. Table 15-1 lists the default roles that can be
paired with a user and assigned to an object.

Table 15-1. Default Roles

Role

No Access User

Role Type

system

Description User Capabilities

Cannot view or change the assigned object.

VI Client tabs associated with an object display
without content.

This is the default role for all users except those users
in the Administrators group.

Read Only User

system

View the state and details about the object.

View all the tab panels in the VI Client except the
console tab. Cannot perform any actions through the
menus and toolbars.

Administrator

system

All privileges for all objects.

Add, remove, and set access rights and privileges for
all the VirtualCenter users and all the virtual objects in
the VMware Infrastructure environment.

This is the default role for all members of the
Administrators group.

Virtual Machine
User

sample

Perform actions on virtual machines only.

Interact with virtual machines, but not change the
virtual machine configuration. This includes:

All privileges for the scheduled tasks privileges
group.

Selected privileges for the global items and virtual
machine privileges groups.

No privileges for the folder, datacenter, datastore,
network, host, resource, alarms, sessions,
performance, and permissions privileges groups.
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Table 15-1. Default Roles (Continued)

Role Role Type Description User Capabilities
Virtual Machine sample Perform actions on the virtual machine and resource
Power User objects.

Interact and change most virtual machine

configuration settings, take snapshots, and schedule

tasks. This includes:

m  All privileges for scheduled task privileges group.

B Selected privileges for global items, datastore, and
virtual machine privileges groups.

®  No privileges for folder, datacenter, network, host,
resource, alarms, sessions, performance, and
permissions privileges groups.

Resource Pool sample Perform actions on datastores, hosts, virtual machines,
Administrator resources, and alarms.
Provides resource delegation and is assigned to
resource pool inventory objects. This includes:
m  All privileges for folder, virtual machine, alarms,
and scheduled task privileges groups.
m  Selected privileges for global items, datastore,
resource, and permissions privileges groups.
B No privileges for datacenter, network, host,
sessions, or performance privileges groups.

Datacenter sample Perform actions on global items, folders, datacenters,
Administrator datastores, hosts, virtual machines, resources, and
alarms.

Set up datacenters, but with limited ability to interact

with virtual machines. This includes:

m  All privileges for folder, datacenter, datastore,
network, resource, alarms, and scheduled task
privileges groups.

B Selected privileges for global items, host, and
virtual machine privileges groups.

®  No privileges for session, performance, and
permission privileges groups.

Virtual Machine sample Perform actions on global items, folders, datacenters,
Administrator datastores, hosts, virtual machines, resources, alarms,
and sessions. This includes:
B All privileges for all privilege groups, except
permissions.

All roles permit the user to schedule tasks by default. Users can schedule only tasks
they have permission to perform at the time the tasks are created. Use the role-editing
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facilities in the VI Client to create privilege sets that match your user needs. If you use
the VI Client connected to VirtualCenter to manage your ESX Server hosts, you have
additional roles to choose from VirtualCenter. The roles you create directly on an ESX
Server host are not accessible within VirtualCenter. You can work with these roles only
if you log on to the host directly from the VI Client.

There are several activities you can perform with roles.

The activity options with roles are described in the following sections:
B “Creating Roles” on page 257

B “Cloning Roles” on page 259

m  “Editing Roles” on page 260

B “Removing Roles” on page 261

B “Renaming Roles” on page 262

NOTE Changes to permissions and roles are implemented immediately, even if the users
involved are logged on.

Creating Roles

Some of the default roles are preconfigured and cannot be changed. If you have
situations that require a different combination of access privileges, create an additional
role or modify the provided sample roles to suit your needs.

To create a role

1 Log on to the VI Client connected to either a VirtualCenter Server or an ESX Server
as a user with Administrator privileges.

2 From the VI Client, click the Admin button in the navigation bar. Click the Roles
tab.
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0.17.87.224 - ¥irtual Infrastructure Client 10l =|
File Edit WYiew Inventory Administration Help
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Inventary Scheduled Tasks Ewents Admin Maps
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Foles

Roles Usage: Yirtual Machine User
Mame | E--ﬂ Hosts & Clusters

Mo Access E| Evaluation Datacenter
Read-Onily & 0 host
Adrinistrator E‘@ cluster-sales
Yirtual Machine Administrator %3‘ Users
Datacenter Administratar
Virtual Machine Power User

| Virtual Machine User
Resource Pool Administrator
Adrmin 2
RF Adrmin 2
Clone of Readonly 1

Z Tasks @ Alams | |admiristrator

3 Right-click in the Roles tab information panel. Choose Add.
The Add Role dialog box appears.

4  Type a name for the new role.
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5  Select the privileges you want the new role to have, and click the items desired.
Click the plus (+) signs to expand the lists, as needed. Click OK to complete the
process.

(%) Add Role x|

—Mame

Enter Mame: ITest|

—Privileges

Use the checkboxes below ko enable or disable permissions available to
this role, Select a unique name For the role and click Ok,

= &l Privileges a
=0 alabal

[ Manage Custom Attributes

[ Set Custom Attribute

[ Log Event

[ Cancel Task

[ Licenses

[ Diagnostics

[ Settings

- [ ¥C Server

=[] Folder

=[] Datacenter

-.[] Create Datacenter

[ Remave Datacenter

[ Rename Datacenter =

1 Mevsa Diakacankar

Description:  All Privileges

Help | OF Cancel

Cloning Roles

You can make a copy of an existing role, rename it, and later edit it. When you make a
copy, the new role is not automatically applied to the same user or groups and objects.

To clone a role

1 From the VI Client, click the Admin button in the navigation bar. Click the Roles
tab.

2 To select the role to duplicate, click the object in the list of Roles.
3 To clone the selected role, choose Administration > Role > Clone.

A duplicate of the role is added to the list of roles. The name is Copy of
<rolename>.
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260

Editing Roles

When you edit a role, you have the option to change any or all of the privileges selected
for that role. Once completed, these new privileges are applied to any user or group
assigned the edited role.

To edit a permissions role

1

From the VI Client, click the Admin button in the navigation bar. Click the Roles

tab.

To select the role to edit, click the object in the list of Roles.

Choose Administration > Role > Edit Role.

Select the privileges you want the new role to have. Click the plus (+) signs to

expand the lists, as needed.

Click OK to complete the process.

=

[

dit Role

—Mame

Enter Mame:

—Privileges

or disabling checkboxes below,

Make changes ko the effective privileges allowed in this role by enabling

Datacenter
Datastore
Mebwork

] Wirtual Machine
Resource
Alarms
Scheduled Task
[ sessions

[ Performance
- [ Permissions

Description: Select a privilege to view its description

Help |

QK

Cancel
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Removing Roles

When you remove a role, if it is not assigned to any users or groups, the definition is
removed from the list of possible roles. When you remove a role that is assigned to a
user or group you can remove all assignments or replace them with an assignment to
another role.

W CAUTION Be sure that you understand how users will be affected before removing all
assignments or replacing them.

To remove an existing role

1 From the VI Client, click the Admin button in the navigation bar. Click the Roles
tab.

2 To select the role to remove, click the object in the list of roles.
You can select multiple roles using the Ctrl or Shift keys.

3  Choose Administration > Role > Remove.

4  To confirm that you want to delete the selected role, click OK.

The role is removed from the list and is no longer available for assigning to users
or groups.

If the role is assigned to a user or group, a warning message appears.

5  Select one of the radio button options and click OK.

Delete Role

@ *'ou are about todelete the role Admin 2, which

One of more gl UsersorG

" Remove Role Assignments

Chooze thiz option ta remove thiz role from all affected Users
of Groupz. This may result in zome Users or Groups with no
effective permissions assigned to them.

{* Reassign affected users toc

Chooze thiz option ta remove thiz role from all affected Users
of Groups and reassign the new role.

()8 I Cancel |
4

The options are:
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B Remove Role Assignments — This option removes any configured user or
group + role pairings on the server. If a user or group does not have any other
permissions assigned, they lose all privileges.

B Reassign affected users to — This option reassigns any configured user or
group + role pairings to the selected new role.

Renaming Roles

Roles, like most other VMware Infrastructure objects, can be renamed.

To rename an existing role

1  From the VI Client, click the Admin button in the navigation bar. Click the Roles
tab.

2 To select the role to rename, click the object in the list of roles.
3 Choose Administration > Role > Rename.

4  Type the new name. Press Return or click another object.

Access Permissions

For each object in the VMware Infrastructure hierarchy, determine the permissions for
each VirtualCenter user and group.

NOTE

Several users can access the VirtualCenter Server from different Virtual Infrastructure
Clients at the same time. VMware Infrastructure does not explicitly restrict users with
the same log-in and password from accessing and taking action within the VMware
Infrastructure environment.

262

If you remove users from the ESX Server, refer to the Security chapter in the Server
Configuration Guide for process and consequences.

If you remove users from the VirtualCenter domain, they lose permissions to all objects
in the VMware Infrastructure and will not be able to log on again. Users who are
currently logged on and are removed from the domain retain their VMware
Infrastructure permissions only until the next validation period (the default is every 24
hours). Individual permissions, or those granted as part of inclusion in another group,
are not affected.

If you change a user's name in the domain, the existing user name becomes invalid in
the VMware Infrastructure system. The same methodology applies to groups, but this
applies to a group only after VirtualCenter Server has been restarted.
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Assigning Access Permissions

After any additional roles are defined and users and groups are created, you must
assign the users and groups their roles, with associated permissions, to the relevant
inventory objects.

For information on creating users and groups for use with your VirtualCenter Server,
refer to your Microsoft documentation.

For information on creating users and group for use with your ESX Server, refer to the
Security section of the Server Configuration Guide.

To assign a user or group permission
1  Log on to the VI Client as a user with the Administrator privileges.

2 From the VI Client, click the Inventory button in the navigation bar. Expand the
inventory as needed, and click the appropriate object.

The objects that can have permissions assigned to them are:

®  In VirtualCenter - Folders, datacenters, clusters, resource pools, hosts, virtual
machines

®  In ESX Server — Resource pools, the host, virtual machines.

3 With the appropriate object selected, click the Permissions tab.

VMware, Inc. 263



Basic System Administration

4  Choose Inventory menu > New > Add Permission.

ssign Permissions ﬂ

To assign a permission ko an individual or group of users, add their names ko the Users and Groups list below,
Then select one or more of the newly added names and assign them a role from the drop-down menu to the right.

—Users and Groups —Assigned Role
These users and groups can interack with the current Selected users and groups can interact with the
object according ko the role selected for them, current object according to the role and privileges
chosen below,
Marne | Role | Propagate | I\-'irtual Machine User j
Users Wirtual Machine..,  Yes |
=[] Al Privileges =N

[ Performance
-1 Permissions =l

Description: Select a privilege to view its description

Remove | ¥ Propagate to Child Objects

Ok Cancel |

5 Choose a role from the Assigned Role pull-down menu.

This menu displays all the roles that have been assigned to that host. When the role
is displayed, the privileges granted on the role are listed in the section below the
role title for reference purposes.

6  (Optional) Select the Propagate to Child Objects check box.

If this check box is selected, the role is also applied to all child objects of the selected
inventory object. Most of the time selecting this box is appropriate.
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7 Open the Select Users or Groups dialog box. Click the Add button.

Select Users or Groups E

Look in: ] I Search |
Mame | ;I
@ Backup Operators

@ Guests

Power Users

Replicator
Users
__wInware__ =

Add | Femove |

Mame | Permission

| Set Permissions:

€ Fead Only Lser

£ Wirtual Machine User

1 Wirtual M achine Admiristratar

£ Whware VitualCenter Admiristratar

Ok I Cancel |

Refer to “Adjusting the Search List in Large Domains” on page 266 for information
on adjusting the list of users and groups you select from.

8 Identify the user or group that is being assigned this role:

a

d

e

Choose the domain where the user or group is located from the Domain
pull-down menu.

Type a name in the Search box or select a name from the Name list.
Click Add.

The name is added to either the Users or Groups list.

Repeat step a through Step c to add additional users or groups.
Click OK when finished.

If you know the user or group name, you can type it in the Name field manually.

9  Verify the users and groups are assigned to the appropriate permissions, and click

OK.

10 To finish the task, click OK.

The server adds the permission to the list of permissions for the object.
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The list of permissions references all users and groups that have roles assigned to
the object, and indicates where in the VirtualCenter hierarchy the role is assigned.

Adjusting the Search List in Large Domains

If you have domains with thousands of users or groups in them, adjust the search
settings for use in the Select Users or Groups dialog box.

NOTE This procedure applies only to VirtualCenter user lists. ESX Server user lists cannot be

searched in the same way.

To adjust users and groups search parameters

1  From the VI Client connected to a VirtualCenter Server, choose Administration >
VirtualCenter Management Server Configuration.

The VirtualCenter Configuration wizard appears.

2 When the wizard is displayed, click the Active Directory list item.

! ¥irtualCenter Configuration 2=l
Select Active Directory Settings
‘What are the Active Directory settings For this YirtualCenter installation?
License Server
Statistics Active Direckory Timeouk: Fg 3‘ seconds
Runtirme Settings =
;ct.:ve (DIEEErY ¥ Enable Query Limit
El
SHMP Maximum number of users & groups to display in the Add Permissons
Web Service dialog:
Timeout Settings om0
Lagging Optians Users & Groups
Database
¥ Enable Yalidation
Mumber of minutes to wait before performing a synchronization and
walidation of YirtualCenter's known users and groups against the Active
Directary server,
‘alidation Period: I1440 3: minukes
Help | OF I Cancel

3 Change the values as needed:
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Active Directory Timeout — Specifies in seconds the maximum amount of
time VirtualCenter allows the search to run on the selected domain. Searching
very large domains can take a very long time.

Enable Query Limit and Users & Groups value — Specifies the maximum
number of users and groups VirtualCenter displays from the selected domain
in the Select Users or Groups dialog box. To specify no maximum limit,
deselect the check box.

Enable Validation and Validation Period — Specifies the time in minutes
between permissions checks. VirtualCenter verifies that all users and groups
known to VirtualCenter currently exist in Windows.

For example, if user Smith was assigned permissions and in the domain the
user’s name was changed to Smith2, VirtualCenter concludes that Smith no
longer exists and removes permissions for that user.

Similarly, if user Smith is removed from the domain, all permissions are
irrelevant. That is until a new user Smith is added to the domain. The new user
Smith receives all the permissions the old user Smith was assigned, unless you
use this option to delete old user Smith from the system.

To deactivate the validation functions, deselect the check box.

NOTE

Permissions are always validated when the server starts. Even if the server is
disabled.

4 Click the Finish list item. Then click Finish.

Changing Access Permissions

After a user or group + role pair is set for an inventory object, the only change you can

make is to the role paired with the user or group and the Propagate check box. You do

have the option to remove the permission setting. Refer to “Removing Access

Permissions” on page 268 for information.

To change the permission role for a user or group

1 From the VI Client, click the Inventory button in the navigation bar. Expand the
inventory as needed, and click the appropriate object.

2 With the object selected, click the Permissions tab.

3 Toselect the user or group + role pair that you want to change, click the appropriate

line item.

4  Choose Inventory > Permissions > Properties.
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5

6

To select the appropriate role for the user or group, choose from the pull-down
menu. Click OK.

fow Change Access Rule x|

¥ Propagate

To propagate the privileges to the children of the assigned inventory object, click
the Propagate check box.

Removing Access Permissions

Removing a permission for a user or group does not remove the user or group from the
list of those available. It also does not remove the role from the list of available items. It
removes the user or group + role pair from the selected inventory object.

To remove a permission role for a user or group

1 From the VI Client, click the Inventory button in the navigation bar. Expand the
inventory as needed, and click the appropriate object.

2 With the object selected, click the Permissions tab.

3 To select the user or group + role pair that you want to delete, click the appropriate
line item.

4 Choose Inventory > Permissions > Delete.
The VMware Infrastructure server removes the permission setting.

NOTE There is no additional warning that the permission is going to be removed.
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Monitoring Your Vmware
Infrastructure Environment

This chapter describes how to monitor performance of the data presented in the VI
Client. It also describes using the VI Client Maps feature. This chapter contains the
following topics:

B “Monitoring Your VMware Infrastructure Environment” on page 269
®  “Performance Charts” on page 270

B “Maps” on page 276

Monitoring Your VMware Infrastructure Environment

After you add hosts to VirtualCenter and create and power on virtual machines, you
must customize and monitor your environment. This section looks at some available
options.

To monitor your Virtual Infrastructure environment

1  Select the Datacenter.

Notice that you can click either the Tasks or the Events button below the line of
tabs. You can then select individual tasks or events to see additional information in
the Details pane at the bottom of the window.

2 To view just events, click Events in the navigation bar.

Selecting Events displays alarms or informational messages. You can export them
to a file by clicking Export Events. See the VI Client Online Help for more
information.
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When you are ready to expand or restructure your Virtual Infrastructure
environment, you might find it useful to view a map of hosts and virtual machines,
hosts and storage devices, or other information.

3 Select the item for which you want more information and click the Maps tab.

The VI Client displays a map, which you can customize as needed.

Performance Charts

This section describes the performance-monitoring features of the Virtual
Infrastructure Client data.

NOTE

The views and capabilities displayed vary depending on whether the VI Client is
connected to a VirtualCenter Server or an ESX Server. Unless indicated, the process,
task, or description applies to both kinds of VI Client.

The Performance tab is available when you select a cluster, resource pool, host, or
virtual machine from the inventory panel. The Performance tab displays the selected
object’s resource performance in graph and list form. Performance views show graphs
for resources specific to the selected inventory object.

ESX Server systems connected to a VI Client directly have limited statistical
information that is displayed in the Performance tabs. To get the full chart functionality,
have the VirtualCenter Server manage the ESX Server.

Refer to “Performance Chart Measurements” on page 349 for a reference list of the
values measures.

This chapter contains the following topics:
B “Performance Chart Resources” on page 270

®  “Performance Chart View” on page 271

Performance Chart Resources

270

The resources that are monitored and reported in the performance charts are:

B CPU -Shows the CPU usage in MHz of the selected inventory object. Available for
cluster, resource pool, host, and virtual machine.

B Memory — Shows the amount of memory granted to the selected inventory object.
Available for cluster, resource pool, host, and virtual machine.

B Disk - Shows the aggregated storage performance statistics of the selected
inventory object. Available for host and virtual machine.
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B Network — Shows the aggregated network performance statistics of the selected
inventory object. Available for host and virtual machine.

B System — Available for host and virtual machine.

B DRS - Available for clusters and hosts that have DRS clusters.

Performance Chart View

All performance charts have a table listing the resources and measurements included
in their chart.

%] 10.17.87.224 - ¥irtual Infrastructure Client [ 3]
File Edit View Inventory Administrabion Help
& . 73 2 K o
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=l [f7 Hosts & Clusters vm-finance

= Ll Evaluation Datacenter

= [ testserverd.eng.vinw: Performance
5 Microsoft Windows | CPU/Real-time, 5/31,/2006
5h veldnetware Graph refreshes ewery 20 seconds
h weddvmlinux 100 &0
Gh wmi
G vmz
(s | vm-finance
Eh vm-marketing

B vevi7dengumware.c

Bl clustert

L‘ Production Datacenter

Per s
50 PM  Change Chart Options... ol ]
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=] vm-finance CPU Usage {Average/Rate) Percent 1.4z z.4
E o CPU Usage in MHz (Averags/Rate) MHz 3 25
(] vm-finance CPU Usage in MHz (Average/Rate) MHz 34 57
0 | ]l | o]
7 Tasks @ Alams [ |Administratar v

Figure 16-1. Inventory > Virtual Machine > Performance Tab

Selecting Performance Chart Options

Several items are selectable for inclusion in your performance chart display. You can
specify the resource, time range, measured resource elements, and whether to export
the chart as an Excel file.

To see the measurement options for each resource monitored on a host, refer to the
performance chart measurement tables in Appendix C.
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To select the resource whose performance is shown in the performance charts

The resource options are CPU, memory, disk, network, system, and resource group
CPU.

1 From the VI Client, select the appropriate inventory object. Click the Performance
tab.

2 Choose from the resource options pull-down menu.

The time range options for the performance charts are Real-time, Past Hour, Past Day,
Week, Month, Year, and Custom. Which options are available depends on the feature
being measured. These can be configured. For more information, see “To change
collection intervals for statistics” on page 275.

To specify the time range for the performance charts

1  From the VI Client, select the appropriate inventory object. Click the Performance
tab.

2 Choose from the time options pull-down menu.

To export an .xis file of the performance chart data

1 From the VI Client, select the appropriate inventory object. Click the Performance
tab.

2 Click the Export Chart link.
An Export Performance dialog box appears.
55 Export Performance [_ICIx]

File:

’79\3 name:  [mute2.eng.vmware.com-performance xls | BrowSe... ‘

Chart options

Type: Advanced...
Disk.
Hetwark
Resource Group CPU
cpu |
Size:  Small % Medium £ Large

ok | coel | e |

When you select more than one category, the charts are added on different
spreadsheets in the same file.

3 Select the options desired. Click the chart to export. Specify a filename and
location. Specify the size of the file to be exported.
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4 If the chart option you select has suboptions, click the Advanced button and choose

from the list presented. Click OK.

5  To complete the export, click OK.

The chart options include line graph or stacked graph, resource objects found in group,
and measurements specific to the resource selected.

To specify the measured elements in the display of a performance chart

1  From the VI Client, select the appropriate inventory object. Click the Performance

tab.

2 Click the Change Performance Counters link.

A Customize Performance Chart appears.

%) Customize Performance Chart EE M= E3
—Chart Type

{* Line graph " stacked graph " Stacked Graph (Per 1)

—Objects

Description [ units [

|

all None
Description [ Units
CPU usage as a percentage over the collected interval - Rollup:...  Percent
(Pl usage as a percentage over the collected interval - Rollup:...  Percent
CPU usage as a percentage over the collected interval - Rollup:...  Percent
CPU usags in MHz over the collected Intsrval - Rollup: Averags ... MHz
CPU usage in MHz over the collected interval - Rollup: Maximum. .. MHz
CPU usags in MHz over th collected interval - Rollup: Minimum .. MHz
CPU reserved capacity - Rollup: Average Stat: Absolute MHz

all None

ok | concel | Apply |

3 Click the items to display as needed. Click Apply to view the change. Click OK to

accept the change.

Viewing Stacked Graphs

A stacked graph is another way to view the statistical information. When selecting the
stacked graph option, consider the following:

B Only one item can be selected from the list of measurements. A stacked graph

cannot chart more than one measurement over a set of objects.
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B Pervirtual machine stacked graphs are available only for hosts. In these graphs, the
object’s list contains the host and all the virtual machines currently present on that

host.

®  Not all metrics make sense for virtual machine stacked charts. The measurements
that do not apply are not included in the list of selectable measurements.

To view the stacked graph

1 From the VI Client, select the appropriate inventory object. Click the Performance

tab.

2 Click the Change Performance Counters link.

3 Click one of the Line graph, Stacked graph, or Stacked graph (per VM) options.

4  Click Apply to see the results.

(%] 10.17.87.224 - ¥irtual Infrastructure Client

File Ecit View Inventory Administration Help

&L i g ® &
Inwerkary Scheduled Tasks  Events Admin Maps

-
« 3|
2 ? Hosts & Clusters

Bl [} Mew Datacenter
= [ veyled.eng.vmware.cor

Alarms

3 Mma-2006 3/2006 2:58:13 PM -
(D Node 1 Graph refreshes avery 20 seconds
s QA-2006
s wey169-tho-bus -
(3 wov169-rhg-lsi E
(3 wevi63wekdentbu: | B
[ vevied-wakaentds | 7
B @ |vori74.eng.vmevare.cor a T 1 ) 1 8 (0
@ test 3:00 PM 310PM 20PM 330 PM 40P F50PM
(s vey174-rho-bus Time
1 wey174-rh9-ls
(3 wcy1?4-w2k3ent-bu: | | Performance Chart Options
[ woyi79-wziGent-isi
(s vey174-wzkas-bus Wiews chart for: Icpu LI |Rea|,t.me j Export Chart...  Change Performance Counters. ..
B gl testcluster
B verrsnengummare || [Ker | object | Measurement | Units | Latest | Ma
B vourtengmmad|| B0 CPU Usage (Average/Rate) Percent 29.08
[Ey mew Datacenter 2 m i CPU Usage (AveragefRate) Percent 5.06
| -3 CPUI Usage (AverageRate) Percent 5.06
| 3 CPU Usage (Average/Rate) Percent 10,71
O voyt74engvmw., CPU Lsage (AveragefRate) Percent 26,46
il | 2
L — o]
F Tasks @ Alams | V]

5  Click OK to accept the results.

Setting the Statistics Collection Intervals

The time elements that are used to track and collect performance information are

configurable.
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To change collection intervals for statistics

1  From the VI Client connected to a VirtualCenter Server, choose Administration >
VMware Virtual Infrastructure Client Settings.

2 Click the Statistics link.

(&) virtualCenter Configuration a2l

Select Statistics Collection Settings
What settings should VirualCenter use to collect statistics?

[license server [ ~Callection Intervals
Siatistics
Runtie Settings Hame | Minutes Per Sample | Total Samples
Active Directary Past Day 5 285
i Past Wesk 15 672
Past Month 60 720
SHMP Past Vear 1440 365
Web Service
Timeout Settings

Logging Options

Database Add... Remove

—System Resources
Statistics collection thread imit: E =

Statistics Collection Level:

This level includes the basic metrics - Average Usage:
For CPU, Memory, Disk and Network; System Uptime,
System Heartbeat and DRS metrics, Statistics far
devices are not included at this level.

3 Remove or create a new collection interval.

4  Click OK.

To create a new statistic sampling period

1  From the VI Client connected to a VirtualCenter Server, choose Administration >
VMware Virtual Infrastructure Client Settings.

2 Click the Statistics link.
3 From the Statistics link in the VirtualCenter Configuration panel, click Add.

The Add Collection Interval dialog box appears.

(%5 Add Collection Interval [x]

Properti
Collection frequency Minutes -
Collection size [t [oare E|

Interval Mame I
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A new collection interval requires that the:

®  New sampling period must be the multiple of a previous one
®  New sampling length must be longer than the previous one
B New sampling name must be unique

Enter a collection frequency, specifying how often to collect the information. Select
the unit of measure.

Enter the collection size, specifying the amount of data to store in the length of time
statistics are collected before old data is replaced with new data. Select the unit of
measure.

To complete the new sampling period, click OK.

Changing the Statistics Collection Level

Maps

Level 1 - Basic metrics, including the average usage for CPU, memory, disk, and
network; system uptime and heartbeat; and DRS metrics. Statistics for devices are
not included in level 1.

Level 2 — All metrics for CPU, memory, disk, and network counters; system uptime
and heartbeat; DRS metrics; and device statistics.

Level 3 — All metrics for all counter groups. Maximum and minimum rollup types
are excluded.

Level 4 — All metrics supported by VirtualCenter.

The Maps feature of VI Client provides a visual understanding of the relationships
between the virtual and physical resources available in VirtualCenter. Maps of the
items within VirtualCenter are available in the Inventory through the Maps tabs for
hosts, virtual machines, networks, and datastores, (Inventory Maps) and through the
Maps button in the navigation bar (Global Maps).

There are three map types:

m  Global

®  Inventory

B VMotion Resource Maps

276
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Global Maps

Global maps are accessible from the button in the large toolbar and provide a high-level
view of the relationships between all physical and virtual elements in the entire
VirtualCenter environment. By selecting or deselecting the boxes on the side of the
inventory, you can see which clusters or hosts are most densely populated, which
networks are most critical, and which storage devices are being utilized (or not).

Physical, Virtual, and Custom map types exist for both inventory maps and global
maps. They constrain and filter information on a VirtualCenter-wide level for the global
maps.

Inventory Maps

Inventory maps are accessible from the inventory view and show a selected item's
relevant host, virtual machine, network, and storage relationships. This makes it easy
to understand what items are affected or attached to the item in question. These maps
appear for folders, datacenters, clusters, resource pools, and hosts.

Physical, Virtual, and Custom map types exist for both inventory maps and global
maps. They constrain and filter information on an item-specific level for the Inventory
maps.

The Maps tab is available when you select folders, datacenters, clusters, resource pools,
hosts, or virtual machines from the inventory panel of the navigation bar.

VMotion Resource Maps

VMotion resource maps appear only in the tabs for virtual machines selected in the
inventory. In addition to visual representations of the resources (hosts, datastores, and
networks) associated with a virtual machine, these maps display which hosts in a
virtual machine’s cluster or datacenter are candidate hosts to which a virtual machine
can migrate. Though the VMotion map is not the last word on whether VMotion is
possible, it provides information about which hosts are heavily loaded, which are
connected to all the same resources that the target virtual machine is connected to, and
which hosts have compatible CPU and software with the target virtual machine.

NOTE

The views and capabilities displayed vary depending on whether the VI Client is
connected to a VirtualCenter Server or an ESX Server. Maps are available only when the
VI Client is connected to a VirtualCenter Server.

The map considers four criteria when marking the host as a candidate for VMotion
migration:
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®  Datastore compatibility — the host must be connected to all the same datastores as
the virtual machine.

®  Network compatibility — the host must be connected to all the same networks as
the virtual machine.

B Software compatibility — the host must have compatible software with the virtual
machine.

B CPU compatibility — the host must have a compatibility CPU with the virtual
machine.

If any of the four is lacking, the host is marked with a red X to denote unsuitability. If
the cause of the unsuitability is from networking/datastore incompatibility, the user can
discern this from the lack of edges connecting that host and the virtual machine's
networks and datastores. If the cause of the unsuitability is from CPU or Software
incompatibility, the information appears in a tool tip when the pointer hovers over the
host in question.

If a host is compatible in all four aspects, a green circle appears behind it. This circle
varies in intensity based on the host's current load. Heavily used hosts are pale;
low-load hosts are saturated green.

It might take a few seconds for the map to retrieve load, CPU, and software
information. The state of the map's information retrieval process is displayed in the
lower-left corner of the map. As information arrives, the map is updated. A host that
looks like a good VMotion candidate (displayed as green) might become a bad
candidate (displayed as red) as information filters in.

If the information retrieval is taking too long, you can cancel the operation.

The VMotion map is not a conclusive statement as to whether VMotion is possible
between a virtual machine and a target host. However, it seeks to provide information
as to whether VMotion might be possible, and if not, what an administrator might do
to remedy the situation.
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Map Elements and Icons

All maps have elements that are selectable depending on the inventory item and
whether you approach the map through the Inventory tab or the Navigation bar button.
The VMware Infrastructure map elements are described in the following table.

Table 16-1. Map Elements and Icons

Attribute

&

Description

Host icon.

g

A host that is compatible for VMotion migration.

&

A host that is not compatible for VMotion migration.

3

Virtual machine icon.

R

Network icon.

S

Datastore icon.

Overview section

Thumbnail graphic of the full-scale map.

Map Relationships Section that is displayed when more than one map type is available

section for the selected inventory object. Provides selection of the type of
resource map to display.

Refresh link Maps do not auto-refresh because adding or removing elements

might be disruptive. To reorganize your map to the current state of
the inventory and center the map view in the information map panel,
click the Refresh link.

Inventory panel

When selecting through the Inventory navigation bar, a selected item
stays highlighted to indicate map focus.

When selecting through the Maps navigation bar, all items in the
inventory are listed with a check box. You can select or deselect any
inventory items you do not want included in the map.
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Viewing the Maps

There are two views of the map in any map panel. A larger view fills the panel and a
miniature view fits into a fixed window.

To view global maps

Click the Maps button in the navigation bar.

To view inventory maps

Click Inventory in the navigation bar and select the Inventory Hosts and Clusters or
Virtual Machines and Templates options. Select a folder, datacenter, cluster, resource
pool, or host inventory object. Click the Maps tab.

To view VMotion maps

Click Inventory in the navigation bar and select the Inventory Hosts and Clusters or
Virtual Machines and Templates options. Select a virtual machine. Click the Maps tab.

Editing the Maps

Editing map options include:

B  Including or excluding inventory objects

B Shifting the orientation, host-centric or virtual machine-centric
B Zooming in or out

B Shifting the area of the map being viewed

To view or hide content of a map using Map Relationships
1 From the VI Client, select the appropriate inventory object. Click the Maps tab.

All inventory items are selected by default.

280 VMware, Inc.



VMware, Inc.

Chapter 16 Monitoring Your Vmware Infrastructure Environment

Choose an item from the Map Relationships pull-down menu: Releasing the
mouse button accepts the change and the map shifts to the new configuration.

Map Relationships:

Host Resources -

Virtual Machine Resources
v Host Resources
Cuskam Map

[ show all Checked Hasts

WM Cptions
[ WM o Metwark
[T wMto Datastore
[ show all Checked YMs

Apply Relationships |

The Map Relationships panel comes with two presets maps and a variable option:

®  Host Resources — Shows host-centric physical relationships.

®  Virtual Machine Resources — Shows virtual machine-centric relationships.

®  Custom Map - Allows you to choose any combination of relationships other
than the host and virtual machine centric versions. The Custom Map option
comes preset with all relationships selected.

Click the check boxes available under Host Options or VM Options.

The map listing changes to Custom Map. Click Apply Relationships to update the

map display.

Map Relationships:

Custom Map -~
Host Options
[¥ Host Ta v
[ Hast To Mebwork,
¥ Host To Datastors
[ show all Checked Hasts
WM Cptions
¥ M o Metwark
[T wMto Datastore
[ show all Checked YMs

Apply Relationships |
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To view or hide content of a global map using inventory checkboxes
1 From the VI Client, click the Maps button in the navigation bar.

2 Select or deselect any inventory items to indicate the items you want included in
the map.

By default, selecting or deselecting selects or deselects the items below the object.
The map removes or adds the objects automatically.
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As you click items, they appear or disappear from the map.
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Refresh the map to organize the new list of items. Click the Refresh link.
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To zoom in or out of your map view
Click and drag in the Overview panel.

When you zoom in or out of a map, VirtualCenter detects if the map cannot fit on the
screen. If the map is too big to fit on the screen, you can change the zoom level by

manipulating the size of the viewing window inside the Overview panel. Inside the

Overview panel, a subset box represents what part of the total map is visible. Changing
the size of this subset box changes the degree of zoom. You can only zoom in to a certain
point, but you can zoom out until the map fits entirely into the window.

The Overview map displays an area indicator box. The large map shifts to display only
the area contained in the indicator box. The images in the large map shrink or expand
to fit the information. This is more noticeable in large network environments.

(
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Y

The map displays in the background of the information panel. The map has a specific
scale, and sometimes the full map does not fit in the size the of window. The Overview

and Map Relationships panels do not move from their upper-right location in the

information panel.
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To move the map within the information panel
You can move the map two ways:
®  (Click and drag in the body of the information panel.

The default pointer changes from an arrow to a hand. The map shifts direction
corresponding to the mouse drag. Scrollbars display when the map extends
beyond the information panel frame.

B Alternatively, click in the Overview map. The larger map shifts its center to the
location you click.
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Printing Maps
You can print the currently visible map to any ordinary printer.
To print a map
You have two ways to print:

B From any screen on which any type of map is present, choose File > Export > Print
Maps.

®  From the Global Maps toolbar, click the Print button.
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To alter print settings or see a print preview

From any window on which any type of map is present, choose File > Export > Print
Preview.

Exporting Maps
You can save or EXpOI't any map as a ]pg file.
To export a graphical image of the performance chart
1 From the VI Client, select the appropriate inventory object.

2 Click the Global Maps button in the navigation bar, and click the Export Map
button in the Maps task bar.

A Save As Image dialog box appears.

Save As Image [ ]
r~ Imag
T JPEG Image [* jpg)

Filz Mame: IE'\Dncumanls anhd Settingstbethan Browse:

"Image Content ‘

™ Wisible Window Only I~ Selected Objscts Only
i~ Image Ck

Image Quality [0-100); (100 [ Sawve HTML Fils

e || ] High
- Si

€ Curent Zoom Level I Pieseive Aspect Ratio

1 dotual Size afidth: 553

© FitinWindow s

" Custam

inimum File Size: <unknowny

Cancel

3 Select the options desired. Click the format to export. Specify a filename and
location. Select the size of the file to be exported.

4  Complete the export. Click OK.
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Navigating Between Maps

Double-click a host or virtual machine icon in a map from the Maps button display. The
VI Client shifts to that icon in the inventory and displays that element's maps tab, if
applicable. In the example below, from the Maps button display, a virtual machine was
double-clicked. The view shifts to the virtual machine Maps tab information.
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Displaying Object Menus in Maps

Maps support inventory object pop-up menus. The functions on hosts, virtual
machines, networks, and datastores can be performed through any of the Maps
windows.

To display an inventory object menu

Right-click any icon in the Maps panel.
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The corresponding pop-up menu appears.
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Managing Tasks, Events,
and Alarms

This chapter describes tasks, events, and alarms. This chapter contains the following
topics:

B “Managing Tasks” on page 289
B “Managing Events” on page 303

B “Managing Alarms” on page 308

Managing Tasks

This section describes how to view and schedule VirtualCenter tasks. Tasks are planned
activities. These activities are scheduled or initiated manually. Tasks generate event
messages that indicate any issues associated with the task. There are two kinds of tasks:

B Anunscheduled task, which can result from performing an operation that might
take a while, like adding a host.

B A scheduled task, which you set up to trigger at a different time.

NOTE The views and capabilities displayed vary depending on whether the VI Client is
connected to a VirtualCenter Server or an ESX Server. Unless indicated, the process,
task, or description applies to both kinds of VI Client connections. The Tasks
option is not available when the VI Client is connected to an ESX Server, but it does
offer the recent tasks window at the bottom of the VI Client window.

This section contains the following sections:
B “Understanding Tasks” on page 290

B “Viewing and Performing Tasks” on page 290
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B “Managing Scheduled Tasks” on page 293

B “Rescheduling a Scheduled Task” on page 300
B “Removing a Scheduled Task” on page 300

B “Canceling a Task” on page 301

Understanding Tasks

The scheduled tasks option allows you to configure selected VirtualCenter activities to
occur at designated times. The timing options include immediately, later, or on a
recurring basis. Scheduled tasks are performed in addition to manually driven
activities.

Create a scheduled task through the New Task wizard, which displays the available
task options. After you select an option, the wizard displays the pages that are relevant
to the type of task you are scheduling. The New Task wizard ends when you set the
timing of the task. You can reschedule tasks.

If the directions of manually driven and scheduled activities conflict, VirtualCenter
performs whichever activity is due first. If a virtual machine is in an incorrect state to
perform any activity, manual or scheduled, VirtualCenter sends a message to the log
and does not perform the task.

When you create a scheduled task, VirtualCenter verifies that you have the correct
permissions to perform the actions on the relevant datacenters, hosts, and virtual
machines. Once the task is created, the task is performed even if you no longer have
permission to perform the task.

When an object is removed from VirtualCenter, all associated tasks are also removed.

Events are logged to the event log at start and completion of the tasks. Any errors that
occur during the task are also recorded in the event log.

CAUTION Do not schedule multiple tasks to be performed at the same time on the
same object. The results are unpredictable.

290

Viewing and Performing Tasks

You have the option to view the list of tasks associated with particular inventory objects
or the complete list of tasks assigned to the entire VirtualCenter inventory. Tasks
include activities such as powering on or off a virtual machine, cloning a virtual
machine, or adding a virtual machine to a resource pool.

Tasks are not tracked or scheduled on your ESX Server host unless the ESX Server is
registered and connected to a VirtualCenter Server.
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To view recent tasks

From the VI Client connected to an ESX Server or a VirtualCenter Server, click the Tasks
toggle button on the lower left side of the VI Client window.

Recent Tasks *®
Name | Target | Status | Reason i Time:
Pawer On Virtual Maching G testserverl_win.. €@ Operstionfal.. root 112142006 4:22:28 AM
[#5 Tasks | Y

To perform a task on an ESX Server

1 From the VI Client connected to an ESX Server, click the Inventory button in the
navigation bar. Expand the inventory as needed, and click the object where the
action is to be performed.

2 Choose the activity from the main or pop-up menu associated with the object.

For example, select a virtual machine, right-click, and choose the Power On option.

To schedule or view a list of tasks on an ESX Server
Add the host to the VirtualCenter inventory.
Refer to “Adding a Host” on page 101 for more information.

To schedule a task on a VirtualCenter Server, refer to “Managing Scheduled Tasks” on
page 293.

To view a list of tasks completed on a VirtualCenter Server

1 From the VI Client, click the Inventory, and click the root folder.

2 Click the Task & Events tab. Click the Tasks button on the Tasks & Events panel.
3 Click a task in the panel.
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Detailed information appears in the Task Details pane.

E‘T,J 10.17.86.106 - ¥Mware YirtualCenter

File Edt Wiew Inventory Administration Help
Inventory Scheduled Tasks Everts Adrin Maps Fesdback
« % |0 @
= [F7 Hosts & Clusters
E [ New Folder New Datacenter
[Fy Mew Datacenter 1 Tasks & Events
[k | ew Datacenter
= IELW [P view: [Taske Events
B [J verles.eng.mware
a B veylashabus | Show al enties - Name, Target, o Status contains:  ~ Clear
G wey169-rho-lsi HName | Target | status | Reason | ﬂ
o ““V‘E‘Q'WZEE“ Create Resource Pool @ Resources Completed administrator 117
, ?‘ t““‘t’:‘g'wz et reate Cluster @@ newDatacenter @ Complated Administrator 1t
= th ES\: le; E‘;S ware | Create Resource Poal @ Resources Completed Administrator 11
@ R’:RH' 9 Mave Host Tnka & cluster testz @ cCompleted Administratar 11
@ ReRPLL |ConfigurefUnconfigure Host ... [ veyl89.eng.vm., Completed 11
s veyl7arho-bus Mave: Resource Pool @ Resources @ Complated Administratar 11
_rha-l love Resource Pool EsOUrCes ampletes ministrator i
5 woplvadhal | MeveR Poal R Completed Administraty 11
{5 vey1F4-w2kdentbu | Move Resource Pool & Resources @ Completed Adriistrator 11w
B veytrt-wekzents | 4 | 3
(3 vey174-we2kas-bus Task Details -
Name: Configure/Unconfigure Host for DAS  Target: voylESenovmwais com  Reason:
Related Events:
@) Host vey1B3 eng vinware.com DAS being enabled
@ Host woyl1B9.eng vmware com retumed to nomal after an errar -
Y — | ! :
P Tasks Galams | [Shawing all entries

To sort the list of tasks

1 From the VI Client, display the inventory panel, select the appropriate object and
view the Tasks & Events panel.

2 Click the column title. It toggles between ascending and descending sort.
To filter the list of tasks

1 From the VI Client, expand the inventory as needed, and click the appropriate
object.

Click the Task & Events tab. Click the Tasks button on the Tasks & Events panel.
Choose View > Filtering, if needed.

Click the list arrow, and click the column to include in the filter search.

g = W N

Type a keyword into the box, and press Return.
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The list of tasks displays only those items that contain the keyword you typed.
Notice in the example below how the Name and Reason columns both have items
that contain the filter keyword, power.

10.17.86.106 - ¥Mware VirtualCenter
File Edt Wiew Inventory Administration Help

a7 7 g ) & i
Inwentary Scheduled Tasks Events Admin Maps Feedback

« % |pH
) [ Hosts & Chusters
Bl [ New Folder

Hosts & Clusters

[E5 Mew Datacenter 1 5 Bl Tasks & Events
= [ New Datacenter .
7 Neow Folder view: [Tasks Events

B [J verles.eng.mware
G vey169-tho-bus
(0 veyleg-rhelsi Name | Target | status | Reason |
G veyleg-wzksent
vey169-wzksent...
G veyleg-wzksent Ve L6G-wokae-b
uster test d
B iy duster test das Power On Virtual Machine vey189-wekas-b..
B veyt74.eng.vmware = 3
=& rempr Fower On Yirkual Machine vey165-wzkas-h...
vey169-wzkasb...

& RKRPLI Power On Virtual Machine
5 veyt7arhabug | Power On itual Machine vey185-w2kasb. .

Name, Target, of Status contains:  ~ [power

Poweer On Virtual Machine
Poweer On Yirkual Machine

Completed Administrator

Therequested... power v test
Therequested... power vm test
Therequested... power v test
Therequested... power vm test
Therequested... power v test

i il
ceeocoeoeoa

&) weylvarhal | Pecommended Poner On Ho.. cluster test das Completed Administrator
[ vey174-wekdent-bu: | Recommended Power On Ho... cluster test das Completed Administrator
5 veyiP4-welkdentlsi | Recommended Power OnHo. . & cluster test das Completed Administrator
5 veylP4wzkasbus | Recommended Powsr OnHo.. & clusker test das Completed Administrator
4] |
Task Details
K[ —
P Tasks @ alams | Y

Managing Scheduled Tasks

You can schedule tasks to occur at designated times. Each schedule task option runs the
corresponding wizard for the task and adds a scheduling time option at the end of the
wizard. The possible tasks that can be scheduled through the New Task wizard are
listed below. Refer to the listed document for information on completing the individual
task wizards:
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Change the power state of a virtual machine (refer to “Changing Virtual Machine
Power States” on page 141)

Create a virtual machine template (refer to “Creating Templates” on page 204)

Move a virtual machine with VMotion (refer to “Migration with VMotion” on
page 233)

Create a virtual machine (refer to “Using the New Virtual Machine Wizard” on
page 114)

Make a snapshot of a virtual machine (refer to “Understanding Snapshots” on
page 221)
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®  Customize a virtual machine (refer to “Preparing for Guest Customization (SEE
UPDATE)” on page 190)
B Add ahost (refer to “Adding a Host” on page 101)
NOTE Any operation can be set as a scheduled task through the VMware Infrastructure

API. However, only a subset of all operations can be part of a scheduled task
through the VI Client.

To create a scheduled task

1

294

From the VI Client connected to a VirtualCenter Server, click the Scheduled Tasks
option in the navigation bar.

The current list of scheduled tasks appears.
Click New in the toolbar, or choose File > New > Scheduled Task.

Click the pull-down menu, and choose the appropriate option. Click Next.

Select a Task bo Schedule : =101 x|

Please select the type of task that vou would like to schedule.

of a virtual

Cancel |

Complete the task-specific information.

The New Task wizard displays a series of pages that correspond to the pages you
refer to when you perform the task starting from the selected object.

Refer to the section or the manual that is appropriate for each option for specific
information on each task. Most of the scheduling processes differ from manually
performed tasks only in that you must specify the virtual machine, host, or
datacenter to which the task applies and specify the time to perform the task.
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Specify the timing of the task.

[ Make a ¥irtual Machine Snapshot = =1 E3

Schedule the Task
Select the time and recurrence For the task.

Chapter 17 Managing Tasks, Events, and Alarms

Destribe the Snapsl] 1=

Schedule the Tas

Select Wirtual Machic I

Task Description |

jv

Start Time,

Frequency

& Mow
" Later

Timnes: 1200 pm

Date: Friday , January 20, 2006 ¥

K1l |

For more information about this
wizard, see the gnline documentati

<Back Carce
4

NOTE

Only one timing schedule can be set per task. To set more than one frequency type,

set up additional tasks.

The default frequency and scheduled time is Now. The task starts when you finish

creating the task.

NOTE

The time when a scheduled task occurs is relative to the VirtualCenter Server and
not to the local VI Client from which you configure the task.

VMware, Inc.

To schedule a one-time occurrence, set the Frequency to Once. Set the Start Time
to Later. Type a clock time in the Time field.

To view the calendar, click the Date arrow.
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7 Click the left and right arrows to view additional months. Click the month and
choose from the list. Click the year, and click the up and down arrows.

5! Change a ¥irtual Machine's Power State El=1 M=l E3

Schedule the Task
Select the time and recurrence For the task.

Select Wirtual Machic
Select an Power Opt
Select Host

Schedule the Tas

Task Mame IDDwEr vm test

Task Description [scheduled task

Frequency Once. B

Start Time,

" Mow
@ Later
Tirme: lm
Dstst [“Frgay , sy 20, 20087]

4 anua 006 »

Sun Mon Tue Wed Thu Fri Sat
25 26 @27 28 29 30 31
1z 3 4 5 & 7
§ 9 10 11 12 13 14
15 16 17 18 15 S 21

2 23 24 25 2 27 28
i |3l 23 030 3 1 oz 3 4

For mare information abeut this T Today: 1/20/2006 et > I @
wizard, see the online documentati

4

When you click the calendar date, the calendar accepts the new date and closes.

NOTE The time set is relative to the VirtualCenter Server and not to the VI Client.

8  To run the task after startup, click After Startup and enter the amount of the delay.

5! Change a ¥irtual Machine's Power State El= M=l E3

Schedule the Task
Select the time and recurrence For the task.

Select virtual Machir

Select on Power ol TSk MEMS I
Select Host
Schedule the Tas

Task Description |

Frequency

Delay
’70 minute delay before running this task,

4| | »
For more information about this -

< Bark Iext > Cancel
wizard, see the onlne documentati

4
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9  To run the task hourly, click Hourly. Enter the start time after the beginning of the

hour and the interval (for example, 15 minutes after every eight hours).

5! Change a ¥irtual Machine's Power State El= M=l E3

Schedule the Task
Select the time and recurrence For the task.

Select virtual Machir
Select on Power ol TSk MEMS I
Select Host

Schedule the Tas

Task Description |

Feauery -

Start Time,
’7 15 minukes after the hour, ‘

Inkerval
’7 Runevery [+ haur(s). ‘

K1l (|

For mare information abeut this
< Back Iext > Canecel

4

10 To run the task daily, click Daily. Enter the start time and interval.

For example, enter 14:30 every fourth day to run the task at 2:30 pm every four

days.

5! Change a ¥irtual Machine's Power State B M= E3
Schedule the Task
Select the time and recurrence For the task
Select virtual Machic
Solect on Power ol TSk EMS I
Select Host -
Schedule the Tas Tk Deseritien |
Frouency TR
Skark Time
’7 12:00 pm ‘
Interval
’7 Runevery |1 day(s). ‘
1l |
For more information about this <Back [ Hoxt > Cancel
e v o o et iz | e
4

11 To run the task weekly, click Weekly. Enter the start time, day of the week, and

interval.

VMware, Inc.
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For example, Tuesdays and Thursday, 8:00 am, every second week. You can select
multiple days of the week.

5! Change a ¥irtual Machine's Power State B M= E3
Schedule the Task
Selsct the time and recurrence For the task
Select Yirtual Machic
Select on Power ol TSk MEMS I
Select Host
Schedule the Tas fets by I
Frequency
Interval
’7 Runevery |1 week(s),
Start Time
12:00pm [V Monday [v Saturday
[ Tuesday [ Sunday
v Wednesday
[ Thursday
[ Friday
4 (|
For more information about this
< Back ezt = Cancel
ward, see the anine docunert [ 1> | y
Z

12 To run the task monthly, click Monthly. Enter the start time, day of the month, and
interval.

For example, enter second Thursday of the month, 11:00 every third month.

If you select a day higher than 28, a warning message is displayed because some
months are 29, 30, or 31 days.
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13 The last <day> of the month selects the last week in the month that the day occurs.
If you select the last Monday of the month, and the month ends on a Sunday, the
last Monday will be six days before the end of the month.

(%) Change a Yirtual Machine’s Power State B[ =] B3

Schedule the Task
Select the time and recurrence For the task.

Select Wirtual Machic

Select on Power ol TSk MEMS I
Select Host
Schedule the Tas =l I
Frequency Morthly -

Start Time,

12:00 pm

|?

Inkerval

Run every 1

On
A particular day of the month:
© The  [TESN -] [Mondsy
of the month.

i monthes).

K1l (|

For more information about this
wizard, see the gnline documentati

<Back Carce

4

14 To complete the wizard, click Finish.

VirtualCenter adds the task to the list in the Scheduled Tasks tab.

|J-_T,J 10.17.86.106 - ¥Mware ¥irtualCenter

File Edit WView Inwentory Administration Help

i G 2 =3 &
Inventory Scheduled Tasks Events Admin Maps Feedback.
Z2 New 3 Properties

Scheduled Tasks

Mame | Description | Last run | Mext run |
clane test scheduled task. Unkniawn 1/23/2006 12:00:00 PM
|pnwer wm best scheduled task: Unknawn 1/20/2006 &:15:00 PM ‘

Y Tasks G s |
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Rescheduling a Scheduled Task

After a scheduled task is created, you can change its timing and frequency, as well as
the specifics of the task.

To reschedule a scheduled task

1 From the VI Client connected to a VirtualCenter Server, click the Tasks option in
the navigation bar.
The list of scheduled tasks appears.
2 To choose the appropriate task from the list, click Properties in the toolbar.
The Change a <task> wizard, corresponding to the task, appears.
3 Click through the wizard using the Next button, and make changes as needed.
NOTE Scheduled task calculation and execution are based on time zone and the time set

in the VirtualCenter Server. If the VI Client and VirtualCenter Server are in
different time zones, the task schedule is offset by the difference in time zones of
the VirtualCenter Server and VI Client.

Removing a Scheduled Task

Removing a scheduled task removes all future occurrences of the task. The history
associated with all previous executions of the task remains in the VirtualCenter

database.

NOTE

Removing a task differs from canceling a task. Canceling a task stops a task currently
occurring, whether started manually or schedule. Removing a task removes future
occurrences of a scheduled task.

300

To remove a task that has been scheduled

1

From the VI Client connected to a VirtualCenter Server, click the Scheduled Tasks
option in the navigation bar.

The list of scheduled tasks appears.

Select the appropriate task from the list. Choose Inventory > Scheduled Task >
Remove.

VirtualCenter removes the task from the scheduled task list.
To verify that you want to remove the task, click OK.

The task is deleted from the list of tasks.
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Canceling a Task

Only tasks that are in process can be canceled. And only selected (scheduled or
manually initiated) tasks can be canceled while in process. Canceling a task while it is
running requires that you have the appropriate permissions assigned to the host where
the task is occurring.

NOTE The canceling operation is not allowed if one or both of the hosts involved is an ESX
Server version 2.0.1.

Canceling a task differs from removing a task. Canceling a task stops a task currently
occurring, whether started manually or scheduled. Removing a task removes future
occurrences of a scheduled task.

The tasks that can be canceled after they start are:
®  Connecting to a host

®  Cloning a virtual machine

B Migrating a virtual machine

B Deploying a template

®  Creating a template from a virtual machine

®  Cloning a template

VMware, Inc. 301



Basic System Administration

302

To cancel a task that is currently running

1

2

From the VI Client connected to a VirtualCenter Server, view the Recent Tasks

panel.

Click Show toggle at the lower-right corner of the inventory panel.

86.106 - ¥Mware YirtualCenter

File Edit Yiew Inventory Administration Help

] = B =@ & @
Inwentory Scheduled Tasks Events Admin Maps Feedback

« 3w
5 [ Hosts & Clusters
= (27 Mew Folder

New Datacenter

5 Mew Datacenter 1 Datastares
1 [New Datacenter
B veyte9-rha-bus Identification, Device, Capacity, Free, or Typec.. - Clear
g Vtyi::'rh:}j; o Identification | Device | Capacty | Free [ Type <
wey169-w2k3ent-bus
& vc;l&Q-kaBent-\s\ B legatels 2056GE 103.02..  wmis2
ey LE8-wekas-bus B legate02 2BE25GE 26513 ..  wmfsd
B veyireshobus B legato12 WEIGEE B3N . wmisd
& vey1rathas B Jemplatel 266.25GB 22279, wmis3
[y veyl74-wzkdent-bus B vlauwol 2EEZ2BGE 21711 wmbs2
T vey174wakaent- |— wlaulaZ FEISEE 21237 wmis3 ¥
3 vey174-wzkas-bus Raj |
Recent T asks x
Name | Target | Status | Reason = Time: | -
Move Resource Pool & Rrr-rPz @ Completed Adrmiristrator 1/20/2006 4: 10:56 PM
Move Resource Pool @& RK-RF1 Completed Adrministratar 1/z0/2006 50 PM
Move Resource Pool @ RK-RP1 & Completed Administrator 1/20/2006 4:10:43 PM
Create Resource Pool & Resources @ Completed Adrministratar 1/20/2006 4:10:33 PM LI
o Tasks @ Aams | &
3 Select the appropriate task from the list.
4  Right-click the task, and choose Cancel.
Recent Tasks b
Name: | Target | Status | Reason I= Time | -
| Clore Virtual Machine () veyl69-wek3ent.. & InProgres: 3 8 “ [istratar 1/20/2006 4:18:01 PM |
Clone Yirtual Machine B veyleswzkdent.. @ Canceled == lereator 12042006 4:16:54 PM
Paweer OFf Yirtual Machine ) voyl69-wzk3ent.., & Completed Administrator 12042006 4:15:33 PM
Power On Yirtual Machine @1 veyléo-wzkient.. @ Completed Administrator 1/20§2006 4:14:53 PM -
G Tasks (@ flams | [Shawing all entries

VirtualCenter stops progress on the task, returns the objects to their previous
states, and displays the task as canceled.

Recent Tasks *
Name | Target | Status | Reason = Time | -

[Zlone Virtual Machine 1 weyléo-wzkBent., &3 Canceled Administrator 1/20j2006 4:16:54 PM | j
Paver OFF Virtual Machine G0 wvoyléd-wkdent., @ Completed Adminiskyakor 1/20§2006 4:15:33 PM

Power On virtual Machine G veyleg-wzk3ent., @ Completed Adrinistrator

Move Resource Pool @ RE-RPZ @ Completed Adrinistrator 1/20/2006 4:10:56 PM ;I

¥ Tasks @ Alams | [Shawing all entries
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Managing Events

An event is any action that is of interest to the VirtualCenter Server or the ESX Server.
Each event triggers an event message. All event messages are archived on the
VirtualCenter Server’s database. View event messages from two locations:

®  The Events option in the navigation bar displays all events that have occurred on
the VirtualCenter Server.

B An Events tab for any object under the Inventory button. These Events tab listings
show only the events that occurred on or to the selected datacenter, host, or virtual
machine.

The most recent events appear at the end of a scrollable list. Messages are identified by
type: Information, Error, or Warning. Messages are also color-coded. A shortened event
message appears in the description portion of the panel. A more detailed version of a
selected event message appears in the Event Details portion of the panel. Typically, the
Event Detail entry indicates the host or virtual machine on which the event occurred
and describes the action that occurred. The object of the event is a link to the object’s
individual event page.

This section contains the following;:

B “Viewing All Event Messages” on page 303

B “Viewing Selected Event Messages” on page 305

®  “Sorting and Filtering Event Messages” on page 306

B “Exporting Event Messages” on page 307

Viewing All Event Messages

The Events tab is available when you select a resource pool, host, or virtual machine
object from the Inventory panel. This view of the events is available when the VI Client
is connected to an ESX Server.

NOTE

When connected to a VirtualCenter Server, Events are combined with the Tasks tab.
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5] vcy169.eng.vmware.com - ¥irtual Infrastructure Client

Fle Edt View Inventory Administration Help

Inventory Adrin
"
« |2
E [d | veyls9.eng. vimware.com
B ene veyl69.eng.vmware.com YMware ESX Server, ex.p, 21054
(0 Mode 1 ity & ation | Pefomance | Configuralion’ ;
& Mode 2
) qaz0ms Desciiption. Type o Taiget containg: = Clear
E “[V::’:"h”s Description | Type [z Tive |Task  [Targst [User a
wey169-rh9-ksi
B vorles-waent-bus @ Node 2 is powered off @ info 2/14/2006 5:08: 10 PM User
) veyl6s-wekdent-si @) Ma-2006 Is powsred off @ infa 2[14/2006 5:08:10 PM User
@ Node 1 s powered off infa 2/14/2006 5:08:10 PM User
@ QA-2006 Is powersd off nfo 2[14/2006 5:08: 11 P User
@ voy169-rha-bus is powered off info 2{14/2006 5:08:11 PH User
@) veyLeg-rho-lsi s powered off nfo 2/14/2006 5:08: 12 P User
a | .
Event Details

Type: info  Time: 2/14/2006 5:08:11 PM
Description:
@) weylB3h3bus on host veyl B9 ena vinwsts com s powered off

FTasks | |Showing all ertries

Figure 17-1. VI Client Connected to ESX Server > Inventory > Virtual Machine >
Events Tab

To view event details
From the Inventory panel, click the Events tab. Click an event.
The Event Details field displays additional information about the event:

B Events are messages that report Virtual Infrastructure Client activity. Event
messages are predefined in the product.

B Logs are stored reference information related to selected event messages. Logs are
predefined in the product. You can configure whether selected logs are generated
or not.

NOTE The views and capabilities displayed vary depending on whether the VI Client is
connected to a VirtualCenter Server or an ESX Server. Unless indicated, the process,
task, or description applies to both kinds of connections.
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Viewing Selected Event Messages

5

VMware, Inc.

Each object in the inventory panel has an Events tab in the information panel. Each
event that appears is an object-specific subset of all the server events.

To view the event messages and event detail for an object

1  From the VI Client connected to either a VirtualCenter Server or an ESX Server,
click the Inventory button in the navigation bar. Expand the inventory as needed.

2 In the inventory panel, select a folder, cluster, resource pool, host, or virtual

machine, as appropriate.

If you select a host, the event messages for all the virtual machines on that host are
included in the Events log.

3 Click the Events tab.

4  Click the event.

A full text message with links to related objects appears in the Event Details box.

(5)10.17.86.106 - YMware VirtualCenter EE M= K3
File Edit View Inventory Administration Help

[z | =] =B & Q
Inventory Scheduled Tasks Events Admin Maps Feedback

« % |
a E; Hosks & Clusters

2 [ New Folder
[ New Datacenter 1

cluster test das

& [y New Datacenter
[ New Folder
5 [ veytes.eng.mmare.com
@ ReRpL
@ ReRR2
&) veyteerhobus

view:  Tasks| [Events

Tasks & Everts

Description

[ Tyne

Desciiption, Type. or Taget contains:  ~ Clear

Time: | Task

[ Target &
cluster t

1
[

@) Move Host Into executed info 1/18/2006 2:07:42 PM  Move Host Into

& g duster I @) create Resource Pool executed info 1/18/2006 2108138 PM_Create Resource .., Resourt
g b om Alarm Host connection state! on ey 174.2ng. vl infa 1/16/2006 3100:08 P
B voantod @ Alarm Host CPU Lsage' o vey174.eng. vmware.c... infa 1716/2006 300113 P
B voyi4nzienthis [<F] Mavm:Hust Memary Usage' on Ve 74 eng it info. 1/18/2006 3:00:19 PM
B veyinakdant @ Alarm "irtual Machin €PU Usage' on vey174-wik,., info 1718/2006 3:00:19 PM
& voy174-wekas-bus @) Alarm “irtual Machine Memory Usage' on vey1 74, infa 1/18/2006 3:00:19 PM
@) User oot loggedin info 1/19/2006 %:35:16 AM

@) Recommended Power On Hosts executed info 1/19/2006 9:59:57 AM Recommended ... cluster t

@) Power On Wirtual Machine exscuted info

Event Detals
Type: info  Time: 1/18,/2006 3:00:06 PM

Description

Alaim Host connection stats’ on yewl 74.eng vriwste com caused & status change fiom giay to gieen

1/15/2006 10500501 A Power On Virtual.., weyl74-

FTasks () alams |

[Showing all enties ./

Click any of the blue highlighted items in the Events Details box.

The view changes to display the selected linked object.
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306

Sorting and Filtering Event Messages

Sort all items in the list by clicking in the column label heading. A triangle in the column
head shows the sort order as ascending or descending.

To sort a list

Click the column heading to resort the list by the entries in that column. The current
selection does not change.

To change ascending or descending order
Click the column heading to toggle between ascending and descending order.
To choose items in a list

Click an individual item. Use Shift-click or Ctrl-click to choose multiple items in the
Events panel.

To view selected columns only
Right-click any column head, and choose from the list of data fields to be displayed.
To search and list selected items

1  Choose View > Filtering to see the filtering options.

2 Enter text into the data field. Click Clear to empty the data field.

(%)10.17.86.106 - ¥Mware ¥irtualCenter K[ M= B
Fie Edt View Inventory Adwistration Help
. ] g - S 5
Inventory Schedued Tasks  Events Admin Maps Feedback

« % |
E [ Hosts &.Clusters

= [ MewFolder
[ Mew Datacenter 1

veyl74.engvmware.com YMware Host Agent, e.x.p, 20116

Tasks & Events

(= [i) Mew Datacenter
E [ New Folder
O [ veyiss.eng.vmmare.com
B verlear-bus Desciption, Type, or Taiget containe: = [power Clear
) veyles-rho-lsi Description [ Trpe B Time | Task [ Target [ User
G veyl6swekdentsi @J Power on vrtual, info  1/18/2006:9:4126 AM Power On Vittual... vey17dngkdent-.. Admiistrator
, ‘? t"‘:]:g'wzm“'bus @) voytPwzklent-.. () info 1718200654143 &M Admiristrator
et EQ”EVE(';; E:Sq e @) Power O Virtual, info 1/19/2006 10:00:01 A Power On Vitual... voylP4hdsi  Administrator
ae REREL g @ vey174-thatsiis... info 1{19/2006 10:00:24 A& Administrator
B ey T bus @) power onvirual.., & infa 1/19/2006 10:00:25 A Pawer On Vitual.., veyl74-wakent-,., Administratar
& ReRPLL @ Power on virtual info 1/19/2006 10:00:45 & Power On Vitual... veyl7shobus  Administrator
& Vot Prheki @) vey1 74-wekdent, info 1/19/2006 10:00:55 A Administrator
B vey174-wakaent-bus &) Power On Virtudl... info 1/19/2006 10:01:13 A Power On Virtual.., vey!?4-w2kas-bus  Admiristrator
() vey174-n2kdentIsi @) veytr4aho-busis., (& info 1/19/2006 10:01:55 A Adniristrator
O wey174-mekas-bus @) voy17dwzkas-b.. infa 1/19j2006 10:02:42 & Administrator
©J Power off Vitual. info1/20/2006 4:57:18 PM_Fower OFf Uirtual... veyi74-ho-si  Administrator
@) veyl74-thalis... info 1/20/2006 4:57:33 PM Administrator
4 C]
Event Detais
Type: info  Time: 1/20/2006 4:57:18PM  Task: Power Off ¥irtual Machine  Target: voylP4h81si
Description:
Fower Off Yirtual Machine executed

PhTasks @ blams | [Showing al entries
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Entries in multiple columns that match the search term are displayed. In the

example, the search word “power” is found in both the Description and the Task
column entries.

Exporting Event Messages

There is an option for exporting all or part of your events log file.

To export the events file

1

2

VMware, Inc.

From the VI Client connected to a VirtualCenter Server, choose File > Export >
Export Events.

Specify the time range of messages and the type of messages to export.

J-_-T,JE:n:purl: Events — O] x
|

—File

File name: IC:\,Documents and Settings) ¥y Documents) Erowse. .. |

—Events

Type: T User i+ System
Users: % all users

i~ These users: I Search... |
Severity: W Error ¥ Info ¥ warning

i Time:

i+ Last |1 33 IHour(s) 'I

i From: ITuEsdayJ June 13, 2006 j

Tas ITuEsdayj June 13, 2005 j

7 Limits

Mumber of events to retrieve: ¢ Al matching events

¢ oo = most recent matching events

k. I Cancel Help

|Ready [

Specify a file name, file type, and location for the exported file. Click the Browse
button to view the Save As dialog box.

The file is saved as a text file.

Select the Type radio button to indicate the type of errors to include in the exported
file.

You can specify whether to include user-generated or system-generated events.

You can specify all users, or you can specify These users and click Browse to select
a subset of users.
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5  Specify the time range of events to export. Options are Hours, Days, Weeks,
Months, and From/To date ranges.

6  Specify the number of events to export, either all or a specific number.
7  Click OK to create a file of the selected data.

VirtualCenter creates a file of the selected data based on the file extension provided and
stores the file at the specified location. If no file extension is provided, the default is a
text file. The file contains Type, Time, and Description.

Managing Alarms

Alarms are specific notifications that occur in response to selected events. Some alarms
are defined by product default. Additional alarms can be created and applied to
selected inventory objects or all inventory objects.

NOTE The views and capabilities displayed vary depending on whether the VI Client is
connected to a VirtualCenter Server or an ESX Server. The Alarms option is not available
when the VI Client is connected to an ESX Server.

This section contains the following topics:

B “Understanding Alarms” on page 309

B “Preparing for Email Message SMTP Alarm Notification (SEE UPDATE)” on
page 311

B “Preparing for SNMP Alarm Notification” on page 312

B “Creating Alarms” on page 314

®  “Editing Alarms” on page 320

B “Removing Alarms” on page 321

The Alarms tab in the inventory panel displays the list of alarms for the selected object

that are activated upon designated events. Alarms can apply to hosts and virtual

machines, and can be defined in parent entities such as folders or resource pools.

NOTE Alarms are configurable only through the VirtualCenter Server. ESX Server hosts
connected to a VI Client directly do not have the alarms functionality. To get the alarm
features, have the VirtualCenter Server manage the ESX Server.

The Alarms tab has two views available through buttons:
B Alarms - Displays triggered alarms against the selected inventory item.
308 VMware, Inc.
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Eh Mode 2
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Al 3

oyl 74, eng. vinpare.com

ters  Wirtual Machines
: [Mlams Definitions
Object | Status
[ lels)]

| Mame

@ new alarm

Permissions | Maps

| Defined In
New Datacenter

| Triggered
2[14[2006 3:27:46 PM

G Tasks @ tlams |

A

Figure 17-2. VI Client Connected to VirtualCenter Server > Inventory: Hosts and
Clusters > Host > Alarms Tab > Alarms Button

Definitions — Displays the alarms that are monitoring the selected inventory item.

If the event configured in an alarm occurs, the alarm is triggered and the server
takes the configured action (for example, sends an email notification).

|J-j 10.17.87.224 - Virtual Infrastructure Client

Fle Edit View Inventory Administration Help

sl 7
Inventory Scheduled Tasks

2

Events

b

Admin

¢¢|i:*n:h*@'

B [ Hosts & Clusters
E [ [Mew Datacenter
2 [0 ver16s.eng.emware
1 Ma-2008
() Hode 1
(G Hode 2
1 Qa-2008
& veyle9-rha-bus
& vey1es-rho-si
G veyles-wzkdent:
G veyles-wzkdent:
= @ veyl74engymware
B test

4 3

=

New Datacenter

Y tachines ' Hosts as
View:  Alams | |Definitions
Hame | Defined In

@ Host connectian state
@ Host CPU Usage

@' Host Memory Usage
@ virtual Machine CPU UL,
@' virtual Machine Memo. ..
@ New dlarm

Hosts & Clusters
Hosts & Clusters
Hosts & Clusters
Hosts & Clusters
Hosts & Clusters
This object

| Description
Default slarm to moritor host cannec. ..
Default alarm to monitor host CPU u...
Default alarm to monitor host memo..
Default alarm to monitor Virtual mach. ..
Default alarm to monitor Virtual mach. ..

] Tasks @ Alams |

Y

Figure 17-3. VI Client Connected to VirtualCenter Server > Inventory: Hosts and
Clusters > Host > Alarms Tab > Definitions Button

Understanding Alarms

Alarms send notification messages when selected events occur to or on hosts or virtual
machines. Alarms indicate the status levels of an object or collection of objects in the
hierarchy. Alarms can be defined at all hierarchical levels, including folders,
datacenters, clusters, resource pools, hosts, and virtual machines.

Alarms are inherited from parent levels and cannot be changed or overridden at a child
level. When you add new alarms to any object you contribute to the collection of alarms
that are in force at any of its child levels.

VMware, Inc.
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When an alarm is created, VirtualCenter verifies the user permissions to perform the
actions on the relevant datacenters, hosts, and virtual machines. After the alarm is

created, the alarm is performed even if the creating user no longer has permission to
create the alarm.

Alarms are applied to either hosts or virtual machines. Each alarm has a triggering
event and a notification method.

There are two kinds of alarm triggers:

Percentage — Monitors host processor (or CPU) usage, host memory usage,
virtual machine processor (or CPU) usage, virtual machine memory, and virtual
machine heartbeat.

The triggering options are Is Above (percent) and Is Below (percent). The default
monitor for virtual machine heartbeat is set to Is Below. The default monitor for all
other percentage options is set to Is Above.

State — Monitor host state and virtual machine state.

The triggering options are: Is (state) and Is Not (state).

There are several types of alarm notification methods:

Send a notification email message

SMTP sends an email message. The SMTP must be ready when the email message
is sent. There are two ways to set SMTP: through VirtualCenter or through
Microsoft Outlook Express. The VirtualCenter setup is not always needed if the
SMTP setting in Outlook Express is correct.

The VirtualCenter Server generates the subject and body text of the email message.
Only the To list (receiver) is required from user input. Specify the email message
address where the message should be sent. Separate the names of multiple
recipients with commas or semicolons.

Send a notification trap

The VirtualCenter Server is the default SNMP notification receiver. An SNMP trap
viewer is required to view a sent trap. The VirtualCenter Server host must be
configured to receive SNMP traps. Refer to “Preparing for SNMP Alarm
Notification” on page 312.

Run a script

The user script command and its arguments must be formatted into one string.
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The user script is running as separate process and does not block the VirtualCenter
Server processes. But the script does run and consume the resources on the
VirtualCenter Server machine, such as processor and memory.

B Suspend the virtual machine

m  Power off the virtual machine

®  Reset the virtual machine

The actions available with alarms are described in the following sections:

B “Preparing for Email Message SMTP Alarm Notification (SEE UPDATE)” on
page 311

B “Preparing for SNMP Alarm Notification” on page 312
B “Creating Alarms” on page 314
m  “Editing Alarms” on page 320

B “Removing Alarms” on page 321

Preparing for Email Message SMTP Alarm Notification (SEE
UPDATE)

If you are want to use email messages to send SMTP notifications, you must:
B Define the SMTP and email message addressing information.

B Specify the email message address for those intended to receive the notification
when you create the alarm.
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To define the SMTP and email message addressing information

1 From the VI Client, choose Administration > Server Settings > Mail.

[55] ¥irtualCenter Configuration Wizard El: M=l

Select Mail Sender Settings
What settings should VirtualCenter use For sending email alerts?
License Server
Statistics Mail
Runkime Settings SHITP Server |
Active Dirsctory
Mail Sender fczount |
SHMP
‘web Service
Connection Cptions
Loqaing Options
Finish
Far more information about this wizard
4 < Back Next = Cancel
4

2 For email message notification, set the SMTP server and SMTP port:

B SMTP Server — The DNS name or IP address of the SMTP gateway to use for
sending email messages.

B Sender Account — The email address of the sender, for example, mail_server
datacenter.com.

3  Click OK.

Preparing for SNMP Alarm Notification

To use SNMP traps, you must configure:
®  The VirtualCenter Server host.
®  The SNMP receiver server to accept the traps from VirtualCenter.

When you create an alarm, only one trap is triggered and sent. The alarm parameters
include:

B Type - The state VirtualCenter is monitoring for the alarm. Options include Host
Processor (or CPU) usage, Host Memory usage, Host State, Virtual Machine
Processor (or CPU) usage, Virtual Machine Memory usage, Virtual Machine State,
Virtual Machine Heartbeat.

312 VMware, Inc.



Chapter 17 Managing Tasks, Events, and Alarms

B Name - The name of the host or virtual machine that triggers the alarm.
®  Old Status — The alarm status before the alarm was triggered.
®  New Status — The alarm status when the alarm is triggered.

B Object Value — The object value when the alarm is triggered.

To define the SNMP information

1 From the VI Client, choose File > VirtualCenter Settings, and click the Advanced
tab.

2 Enter the SNMP and mail addressing, as appropriate.

@Virtual[enter Configuration Wizard

Select SNMP Settings
Where will SNMP alerts be received?

License Server

Statistics. - SMMP Receivers
Runfime Settings Primary Receiver
Active Directary i
c.we irectar Receiver URL ||ma|hﬂst 162
Mail
SNMP Community Skring Ipubhc
Webh Service
Connection Options I~ Enable Receiver 2
Logqing Options
Firish Receiver LURL I 0

I” Enable Receiver 3

Receiver URL I [0

I” Enable Receiver 4

Receiver URL I Ig

For more information about this wizard, I I I
d < Back Next = Cancel
see the online document ation,

4

Configure up to four receivers of SNMP traps. They must be configured in
numerical order, 1, 2, 3, and 4. Each SNMP trap requires a corresponding host
name, port and community. For example:

B Receiver URL — The DNS name and IP address of the SNMP receiver.
B Receiver port — The port number of the receiver.

If the port value is empty, VirtualCenter uses the default port. The default port
is 902.

®  Community String — The community identifier.

3 Click OK.
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Creating Alarms

If you plan to use email message or SNMP notification, refer to “Preparing for Email
Message SMTP Alarm Notification (SEE UPDATE)” on page 311 and define the address
information before you create your alarm.

To create an alarm

1  From the VI Client connected to a VirtualCenter Server, click the Inventory button.
Expand the inventory as needed, click the appropriate object, click the Alarms tab,
and click the Definitions button.

10.17.86.106 - ¥Mware YirtualCenter
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|rventory Scheduled Tasks Events Admin Maps Feedback
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=] @ Mew Falder New Datacenter
[y Mew Datarenter 1

) [ [Mew Datacenter

r

= @ New Folder Wiew:  Alams | |Definitions
= [@ veyl6g.eng.vmw Narme | Defined In | Description
() veylso-rhot @' Host connection state  Hosts & Clusters  Default alarm to manitor host connec. .,
31 vey169+hat | @ Host CPU Ussge Hosts & Clusters  Default alarm to monitar hast CPUw,..

(1 veyles-waks @' Host Memory Usage Hosts & Clusters  Default alarm to monitor host mema., .
(Eh wey169mak: @' virtal Machine CPU L., Hosts & Clusters  Default alarm to monikor Vircal mach. ..

=) g dhaster test das @' virtual Machine Mema...  Hosts & Clusters  Default alarm to monitor Vircal mach. ..
@ veri74.eng.me

[ & RK-RFL New Alarm, .,
& RE-RPLL e
(8 woyl7d-rho-t Refresh

Ch veyl74-rhgd:
[ veyl74-wzk3ent
£ vrulmiw?kapnr =

3

View Column P
Export List...

|

" Tasks ©FAlams | [Shawing all entries 2

2 Choose File > New > Alarm.

If you start from a folder, datacenter, or cluster, the Alarm Properties dialog box
displays the option to create an alarm for either a host or a virtual machine. If you
start from a resource pool, host, or a virtual machine, Monitor a host or Monitor a
VM is preselected and the other option is dimmed.
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3 Select the alarm type.

Alarm Properties [ x]

Gereral |Tr\gger5 | Reporting | Actions |

Chapter 17 Managing Tasks, Events, and Alarms

Alatm name: [rew alarm

Alarm description:

—Alarm type

' Manitor & host

£ Manitor a ¥M

Zaution: Changing this option will clear your current trigger list,

—Trigger priority

&+ Red
" Green

The trigger priority recrgarizes the order in which darms will be triggered, The default
ired) will naturally trigger the alarms that are red first,

[¥ Enable this alarm

Ok I Cancel I

4 In the General tab, specify a name for the alarm, the object to be monitored (host
or virtual machine), the trigger priority, and whether to enable this alarm.

Trigger priorities can be set to Red or Green:

B Red - The default, triggers the alarms prioritized red as first, then yellow, and

green alarms last.

B Green - Triggers the alarms prioritized as green first, then yellow, and red

alarms last.

5  To define the alarm but not make it active, deselect the Enable box.

6  Click the Triggers tab and the Add button.

Alarm Properties

General Triggers |Repurt\ng| Actionsl

Trigger Type \ Condition

= | (0 % Warning

i@ % lert |

Host CPU Usage [ is above

i

a0

Hosk CPL Usage:
Host Memory Lisage

Host Disk Lsage
Host State

[ rome |

Ok I Cancel I
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In the Triggers tab, there are four pull-down menus:
m  Trigger Type
The options listed apply to either the host or virtual machine.

For host alarms, the options are Host Processor (or CPU) Usage, Host
Memory Usage, Host Network Usage, Host Disk Usage, and Host State.

For virtual machine alarms, the options are VM Processor (or CPU) Usage,
VM Memory Usage, VM Network Usage, VM Disk Usage, and VM State.

m  Condition

The options for percentage triggers are Is Above (percent) and Is Below
(percent).

The options for state triggers are Is (state) and Is Not (state).
B Warning (Yellow) state or percentage and Alert (Red) state or percentage

Percentage options range from 5 percent to 100 percent in 5 percent
increments. Exiting condition is considered a yellow condition at n
percentage.

Virtual machine state options correspond to these activities: Creating,
Migrating, Connecting, Disconnecting, Migrating with VMotion,
Reconnecting, Removing, Resetting, Resuming, Starting, Stopping,
Suspending, Disconnected, Initial, Orphaned, Powered Off, Powered On, and
Suspended. Host state options correspond to these activities: Connecting,
Disconnecting, Reconnecting, Removing, Shutting down, Connected, and
Disconnected. Exiting state is considered a yellow condition at selected state.

The colors corresponding to the exiting/from and entering/to states are set in
the Actions tab. The default is From yellow to red.
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7 (Optional) Define multiple conditions for the alarm triggering event. Click Add.
Enter the parameters for each condition.

arm Properties [ x]

General Triggers |Repurt\ng| Actionsl

Trigger Type | Condition |0 % Warning | @ % Alert |
WM State is Powered On Powered OFf

WM CPU Usage is above s a0

WM Network Usage [is below -] 60

is above

Add | Remave |

ok | cancel |

8  Specify the reporting frequency when the alarm is triggered. Enter a value for
Tolerance and one for Frequency.

Alarm Properties

Ganerall Triggers Reparting |Actions |

r—Talerance

Once an alarm is triggered, it will nat trigger again unless it leaves this tolerance range.

F 35 percent (above or below limit)

~Frequency

Once an alarm is briggered, do not report & change again during this period of time.

F 35 minutes

Ok I Cancel
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9

Specify the action to be taken when the alarm is triggered.

Alarm Properties = x|

Eenelall Tnggersl Reporting  Actions

Alarm actions occur when the tigger changes from one colar to another. Use the list below to
define new actions. For each action, use the checkbores to the right to determine when the

action wil fire.
Action - | value | [~ From gieen ta yellow
Send a notification e-mail | | W From yellow to red

[~ From red to yellow

[ From yellow to green

Add | Remave |

Ok I Cancel |

10 Click the Actions tab. Click the Add button. Click the appropriate check box.

11

There are four different level changes: green to yellow, yellow to red, red to yellow,
and yellow to green. Attach an action for each change from one level to another.

Choose the action to be taken when the event is triggered and specify the
associated information.

The options are:

Send a notification email.
Provide the email address of the notification recipient in the Value field.

SMTP sends a notification email. The SMTP must be ready when the email is
sent. There are two ways to set SMTP: through VirtualCenter or through
Microsoft Outlook Express. VirtualCenter setup is not always needed if the
SMTP setting in Outlook Express is correct.

VirtualCenter Server generates the email message subject and body text. Only
the “to” list (receiver) is required from user input. Specify the email address
to which the message should be sent. Separate multiple recipients with
commas or semicolons. Refer to “Preparing for Email Message SMTP Alarm
Notification (SEE UPDATE)” on page 311.

Send a notification trap.

There is a default SNMP notification receiver, the VirtualCenter Server. An
SNMP trap viewer is required to view a sent trap. The VirtualCenter Server
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host must be configured to receive SNMP traps. Refer to “Preparing for SNMP
Alarm Notification” on page 312.

B Run a script. (SEE UPDATE)
Provide the path to the script.

The user script command and its arguments must be formatted into one
string.

The user script runs in other processes and does not block the VirtualCenter
Server from running. However, the script consumes server resources, such as
processor and memory.

{eventDescription} - full formatted message for alarm triggering
event

{entityName} — name of the entity name where the alarm is triggered
{alarmName} — name of the alarm that is triggered
{triggeringSummary} — summary info of the alarm with triggering
values

{declaringSummary} — summary info of the alarm declaration
{oldStatus} — alarm status before it is triggered

{newStatus} - alarm status after it is triggered

{entityObject} — inventory object as triggering alarm

Example scripts:

"c:\MyAlarmProcess.bat {entityName} {alarmName}"

Two alarm-triggering parameters are passed to the back file. The first
parameter is the name of the entity, and the second is the name of the alarm.
When the entity name is MyEntity and alarm name is MyAlarm, the script
becomes "c:\MyAlarmProcess.bat MyEntity MyAlarm".

"d:\tools\alarm.exe '{entityName}' '{alarmName}' {newStatus}"

Three alarm-triggering parameters are passed to the execution file. The first is
the entity name, the second is the alarm name, and the third is the alarm status
after triggering. When the entity name is my dummy vm, the alarm name is my
test alarm, and the new status is red, the script becomes:

"d:\tools\alarm.exe ‘my dummy vm’ ‘my test alarm’ red”

®  Power on, Power off, Suspend, or Reset the virtual machine.
These apply only to a virtual machine alarm.

12 To complete the alarm, click OK.
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VirtualCenter verifies the configuration of the alarm and adds the alarm to the list
of alarms for the selected object.
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Notice that the Defined In column indicates where in the inventory hierarchy the
alarm is defined.

Editing Alarms

Alarms can be modified, but you must edit them at the hierarchical level where they
were created. A simple change is to enable or disable the alarm. If an alarm is disabled,
an X appears on the alarm listing icon.

To edit an existing alarm

1 From the VI Client connected to a VirtualCenter Server, click the Inventory button
in the navigation bar. Expand the inventory as needed, click the Alarms tab, and
click the Definitions button.

If the alarm you want to change is not defined at the current location, click the
linked object in the Defined in column.

VirtualCenter displays the Alarms panel for the object where the alarm was
defined.
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3 Select the alarm to edit. Choose Inventory > Alarm > Edit Settings. The entry in
the Defined in column for the alarm must be This object.
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4  Edit the alarm general settings, triggers, or actions, as needed. Click OK.

VirtualCenter verifies the configuration of the alarm and edits the alarm for the
selected object. Refer to “Creating Alarms” on page 314 for additional information.

Removing Alarms
Remove alarms from the object in which they were defined. You cannot remove them
from a child that inherited the alarm.

To remove an alarm

1 From the VI Client connected to a VirtualCenter Server, click the Inventory button
in the navigation bar. Expand the inventory as needed, click the Alarms tab, and
click the Definitions button.

2 If the alarm you want to change is not defined at the current location, click the
linked object in the Defined in column. VirtualCenter displays the Alarms panel
for the object where the alarm was defined.
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3  Toremove the alarm, select the alarm, and choose Inventory > Alarm > Remove.
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A confirmation pop-up window appears.
4  Click Yes.

The alarm is removed.
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Defined Privileges

The following tables list the default privileges that, when selected for a role, can be

paired with a user and assigned to an object. The following tables use VC to indicate

VirtualCenter Server and HC to indicate Host Client, a standalone ESX Server.

When setting permissions, verify all the object types are set with appropriate privileges

for each particular action. Some operations require access permission at the root folder

or parent folder in addition to access to the object being manipulated. Some operations

require access or performance permission at a parent folder and a related object. Refer

to Chapter 15, “Managing Users, Groups, Permissions, and Roles,” on page 247 for
information on applying privileges to inventory objects.

Refer to Table 15-1, “Default Roles,” on page 255 for a list of predefined grouped

privileges.

This appendix contains these topics:

VMware, Inc.

“Alarm Management” on page 326
“Datacenter” on page 327
“Datastore” on page 327

“Folders” on page 328

“Global” on page 329

“Host Configuration” on page 330
“Host Inventory” on page 331

“Host Local Operations” on page 332

“Network” on page 333
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“Permissions” on page 334

“Performance” on page 333

“Permissions” on page 334

“Scheduled Task” on page 336

“Sessions” on page 336

“Virtual Machine Configuration” on page 337
“Virtual Machine Interaction” on page 339
“Virtual Machine Inventory” on page 340
“Virtual Machine Provisioning” on page 341

“Virtual Machine State” on page 342

Alarm Management

Table A-1. Alarm Management Privileges

Privilege Pair with Effective
Name Description Used Object on Object
Create Alarm!  Creates a new alarm. VC only Alarm All
User interface element — Alarm tab object %nventory
pop-up menu, File menu parent items
Delete Alarm Deletes an existing alarm. VC only Alarm All
User interface element — Alarm tab object %nventory
pop-up menu, File menu parent items
Modify Alarm  Changes the properties of an existing VC only Alarm All
alarm. object inventory
User interface element — Alarm tab parent items

pop-up menu, File menu

1

creates the alarm.

When creating alarms with a custom action, privilege to perform the action is verified when the use
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Datacenter

Table A-2. Datacenter Privileges

Appendix A Defined Privileges

Privilege Pair with Effective on
Name Description Affects Object Object
Create Creates a new datacenter. VC only Datacenter ~ Datacenter
Datacenter User interface element — Inventory folders

pop-up menu, toolbar button, and File >

New Datacenter
Delete Removes a datacenter. VC only Datacenter =~ Datacenters
Datacenter User interface element — Inventory plus parent

pop-up menu, Inventory > Datacenter > object

Remove, Edit > Remove
Move Moves a datacenter. VC only Datacenter,  Datacenters,
Datacenter Privilege must be present at both the source a.nd Datacenter

source and destination. destination  folders

User interface element — Inventory

drag-and-drop
Rename Changes the name of a datacenter. VC only Datacenter =~ Datacenters
Datacenter User interface element — Inventory

object, inventory pop-up menu, Edit >

Rename, Inventory > Datacenter >

Rename
Datastore
Table A-3. Datastore Privileges
Privilege Pair with Effective on
Name Description Affects Object Object
Browse Browses files on a datastore. HCand VC  Datastores  Datastores
Datastore User interface element — Add existing

disk, browse for CD-ROM or Floppy

media, serial or parallel port files
Delete Removes a datastore. HCand VC  Datastores  Datastores
Datastore User interface element — Inventory

datastore pop-up menu, Edit > Remove,
Inventory > Datastore > Remove

VMware, Inc.
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Table A-3. Datastore Privileges (Continued)

Privilege Pair with Effective on
Name Description Affects Object Object
Delete Deletes a file in the datastore. HCand VC  Datastores  Datastores
Datastore File  Uger interface element — Datastore
Browser toolbar button and Datastore
pop-up menu
Rename Renames a datastore. HCand VC  Datastores  Datastores
Datastore User interface element — Datastore
Properties dialog Change button, host
Summary tab pop-up menu
Folders
Table A-4. Folder Privileges
Privilege Pair with Effective on
Name Description Affects Object Object
Create Folder Creates a new folder. VC only Folders Folders
User interface element — Taskbar
button, File menu, pop-up menu
Delete Folder Deletes a folder. VC only Folders plus Folders
User interface element — File menu, parent object
pop-up menu
Move Folder Moves a folder. VC only Folders, Folders
Privilege must be present at both the source a.nd
source and destination. destination
User interface element — Inventory
drag-and-drop
Rename Folder Changes the name of a folder. VC only Folders Folders
User interface element — Inventory
pane object text field, pop-up menu, File
menu
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Table A-5. Global Privileges

Privilege
Name

Cancel Task

Description

Cancels a running or queued task.
User interface element — Recent tasks
pane pop-up menu, Tasks & Events
pop-up menu. Can currently cancel
clone and clone to template.

Affects
HC and VC

Appendix A Defined Privileges

Pair with
Object

Any object

Effective on
Object

Inventory
object
related to the
task

Diagnostics

Gets list of diagnostic files, log header,

binary files, or diagnostic bundle.

User interface element — File > Export >
Export Diagnostic Data, Admin System
Logs tab

VC only

Any object

Root folder

Licenses

Sees what licenses are installed and
adds or removes licenses.

User interface element — Licenses tab,
Configuration > Licensed Features

HC and VC

Any object

Root folder

Log Event

Logs a user-defined event against a
particular managed entity.

User interface element — Should ask for
a reason when shutting down or
rebooting a host.

HC and VC

All objects

All
inventory
objects

Manage
Custom
Properties

Adds, removes, renames custom fields
for a managed entity.

User interface element —
Administration > Custom Attributes

VC only

All objects

Root folder

Set Custom
Properties

Views, creates, and removes custom
fields.

User interface element — Any list view
shows the fields defined and allows
setting them

VC only

All objects

All
inventory
objects

Settings

Reads and modifies runtime VC
configuration settings.

User interface element —
Administration > VMware
VirtualCenter Settings file menu

VC only

All objects

Root folder

VC Server

Prepares or initiates a VMotion send
operation or a VMotion receive
operation.

No user VI Client interface elements are
associated with this privilege.

VC only

All objects

Root folder

VMware, Inc.

329



Basic System Administration

Host Configuration

Table A-6. Host Configuration Privileges

Privilege Pair with Effective on
Name Description Affects Object Object
Advanced Sets advanced options in host HCand VC  Hosts Hosts
Configuration  configuration.

User interface element — Host Config >

Advanced Settings, Inventory hierarchy

pop-up menu
Change SNMP  Edits, restarts, and stops SNMP agent. = HCand VC  Hosts Hosts
Settings No user VI Client interface elements are

associated with this privilege.
Connection Changes the connection status of ahost ~ VC only Hosts Hosts

(connected or disconnected).

User interface element — Right-click

Host
Hyper Enables and disables hyperthreadingin HC and VC  Hosts Hosts
Threading the host CPU scheduler.

User interface element — Host Config >

Processors
Maintenance Puts the host in and out of maintenance =~ HC and VC  Hosts Hosts

mode, shuts down and restarts the host.

User interface element — Host pop-up

menu, Inventory > Host > Enter

Maintenance Mode
Memory Sets configured service consolememory HCand VC  Hosts Hosts
Configuration  reservation.

User interface element — Host Config >

Memory
Internet Enables and disables internet services HCand VC  Hosts Hosts
Service provided by service console, such as

SSH, Telnet, SNMP.

User interface element — Host Config >

Security Profile
Network Configures network, firewall, and HC and VC  Hosts Hosts
Configuration =~ VMotion network.

User interface element — Host Config >

Networking, Network Adapter, DNS

and Routing
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Table A-6. Host Configuration Privileges (Continued)

Appendix A Defined Privileges

Privilege Pair with Effective on
Name Description Affects Object Object
System Updates the configuration of the system HC and VC  Hosts Hosts
Resource resource hierarchy.
Settings User interface element — Host Config >
System Resource Allocation
Storage Manages VMFS datastore and HCand VC  Hosts Hosts
Partition diagnostic partitions. Scans for new
Configuration  storage devices. Manages iSCSI.
User interface element — Host Config >
Storage, Storage Adapters, Host
Configuration tab datastore pop-up
menu
Virtual Changes auto-start and auto-stop order HCand VC  Hosts Hosts
Machine of virtual machines on a single host.
Auto-start User interface element — Host Config >
Configuration  Virtual Machine Startup or Shutdown
Host Inventory
Table A-7. Host Inventory Privileges
Privilege Pair with Effective on
Name Description Affects Object Object
Add Host To Adds a host to an existing cluster. VC only Hosts Clusters
Cluster User interface element — Inventory
pop-up menu
Add Adds a standalone host. VC only Hosts Datacenters,
stand-alone User interface element — Toolbar Host folders
Host button, inventory pop-up menu,
Inventory > Datacenter > Add Host, File
>New > Add Host, Host tab pop-up
menu
Create Cluster ~ Creates a new cluster. VC only Clusters Datacenters,
User interface element — Toolbar Host folders
button, inventory pop-up menu,
Inventory > Datacenter > New Cluster,
File > New > Cluster
Delete Cluster ~ Deletes a cluster or standalone host. VC only Clusters plus ~ Clusters,
parent object  Hosts

User interface element — Inventory
pop-up menu, Edit > Remove,
Inventory > Cluster > Remove
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Table A-7. Host Inventory Privileges (Continued)

Privilege Pair with Effective on
Name Description Affects Object Object
Modify Changes the properties of a cluster. VC only Clusters Clusters
Cluster User interface element — Inventory
pop-up menu, Inventory > Cluster >
Edit Settings, Summary tab
Move Cluster Moves a cluster between folders. VC only Clusters, Clusters,
Privilege must be present at both the source and Host folders
source and destination. destination
User interface element — Inventory
hierarchy
Move Host Moves a set of existing hosts into a VC only Hosts, source  Clusters,
cluster. and Host folders
Privilege must be present at both the destination
source and destination.
User interface element — Inventory
hierarchy drag-and-drop
Remove Host ~ Destroys a host in a cluster or VC only Clusters plus  Clusters,
From Cluster standalone host. parent object  Host folders
User interface element — Inventory
drag-and-drop out of cluster, pop-up
menu, Inventory > Host > Remove
Rename Renames a cluster. VC only Clusters Clusters
Cluster User interface element — Inventory
single click, inventory hierarchy pop-up
menu, Inventory > Cluster > Rename
Host Local Operations
Table A-8. Host Local Operations Privileges
Privilege Pair with Effective on
Name Description Affects Object Object
Create Virtual ~ Creates a new virtual machine from HC only Root folder  Root folder
Machine scratch on a disk without registering it
on the host.
No user VI Client interface elements are
associated with this privilege.
Delete Virtual =~ Deletes a virtual machine on disk, HC only Root folder  Root folder
Machine whether registered or not.
No user VI Client interface elements are
associated with this privilege.
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Table A-8. Host Local Operations Privileges (Continued)

Appendix A Defined Privileges

Privilege Pair with Effective on
Name Description Affects Object Object
Install Agent Installs and uninstalls variousagentson ~ HC only Root folder  Root folder

a host, for example, vpxa and aam.

No user VI Client interface elements are

associated with this privilege.
Manage User Manages local accounts on a host. HC only Root folder  Root folder
Groups User interface element — Users &

Groups tab (only present if the VI Client

logs on to the host directly)
Network
Table A-9. Network Privileges
Privilege Pair with Effective on
Name Description Affects Object Object
Delete Removes a network. HCand VC  Datacenter Datacenters
Network User interface element — Inventory

network pop-up menu, Edit > Remove,

Inventory > Network > Remove
Performance
Table A-10. Alarm Management Privileges
Privilege Pair with Effective
Name Description Affects Object on Object
Modify Creates, removes, and updates VC only Root folder ~ Root folder
Intervals performance data collection intervals.

User interface element — VC Settings >

Statistics
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Permissions
Table A-11. Permissions Privileges
Privilege Pair with Effective
Name Description Used Object on Object
Modify Defines one or more permission rules HCand VC  Any object All
Permission on an entity, or updates rules if already plus parent  inventory
present for the given user or group on object items
the entity.
User interface element — Permissions
tab pop-up menu, Inventory >
Permissions menu
Modify Role Updates a role's name and the HCand VC  Any object Root folder
privileges.
User interface element — Roles tab
pop-up menu, toolbar button, File
menu
Reassign Role  Reassigns all permissions of a role to HCand VC  Any object Root folder
Permissions another role.
User interface element — Delete Role
dialog box radio button and associated
menu
Resource
Table A-12. Resource Privileges
Privilege Pair with Effective on
Name Description Affects Object Object
Apply Asks the server to go ahead with a VC only Clusters Clusters
Recommenda-  suggested VMotion.
tion User interface element — Cluster
Migrations tab
Assign Virtual ~ Assigns virtual machines to a resource  HC and VC  Resource Resource
Machine To pool. pools pools
Pool User interface element — VM Creation
wizard
Cold Migrate Migrates a virtual machine's execution ~ VC only Virtual Virtual
to a specific resource pool or host. machines machines
User interface element — Inventory
pop-up menu, VM Summary tab,
Inventory > VM > Migrate, drag-and-
drop
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Table A-12. Resource Privileges (Continued)

Appendix A Defined Privileges

Privilege Pair with Effective on
Name Description Affects Object Object
Create Pool Creates a new resource pool. HCand VC  Resource Resource
User interface element — File menu, pools, pools,
pop-up menu, Summary tab, Resources clusters clusters
tab
Delete Pool Deletes a resource pool. HCand VC  Resource Resource
User interface element — Edit > pools plus pools
Remove, Inventory > Resource Pool > parent
Remove, inventory pop-up menu, object
Resources tab
Edit Pool Changes the allocations of a resource HCand VC  Resource Resource
pool. pools plus pools
User interface element — Inventory > parent
Resource Pool > Remove, Resources tab object
Hot Migrate Migrates a virtual machine's execution ~ VC only Virtual Virtual
to a specific resource pool or host. machines machines
User interface element — Inventory
pop-up menu, VM Summary tab,
Inventory > VM > Migrate, drag-and-
drop
Move Pool Moves a resource pool. HCand VC  Resource Resource
Privilege must be present at both the pools, pools
source and destination. source and
User interface element — destination
Drag-and-drop
Query Investigates the general VMotion VC only Root folder ~ Root folder
VMotion compatibility of a virtual machine with
a set of hosts.
User interface element — Required
when displaying the migration wizard
for a powered-on VM, to check
compatibility
Rename Pool Renames a resource pool. HCand VC  Resource Resource
User interface element — Edit > pools pools

Rename, Inventory > Resource Pool >
Rename, single-click, pop-up menu
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Scheduled Task

Table A-13. Scheduled Task Privileges

Privilege Pair with Effective on
Name Description Affects Object Object
Create Tasks! Schedules a task. Requires the VC only Allinventory ~ Allinventory
privileges to perform the scheduled objects objects
action at the time of scheduling.
User interface element — Scheduled
Tasks toolbar button and pop-up menu
Delete Task Removes a scheduled task from the VC only Allinventory  Allinventory
queue. objects objects
User interface element — Scheduled
Tasks pop-up menu, Inventory >
Scheduled Task > Remove, Edit >
Remove
Modify Task Reconfigures the scheduled task VC only Allinventory  Allinventory
properties. objects objects
User interface element — Inventory >
Scheduled Tasks > Edit, Scheduled
Tasks tab pop-up menu
Run Task Runs the scheduled task immediately. VC only Allinventory  Allinventory
User interface element — Scheduled objects objects

Tasks pop-up menu, Inventory >
Scheduled Task > Run

1

Creating and running a task (on-demand) requires permission to invoke the associated action. For

example, Alarms requires permissions on a folder to create alarms on objects in that folder.

Sessions
Table A-14. Session Privileges
Privilege Pair with Effective on
Name Description Affects Object Object
Global Sets the global logon message. VC only Root folder Root folder
Message User interface element — Sessions tab,

Administration > Edit Message of the

Day
Terminate Forces log off of one or more logged-on ~ VC only Root folder Root folder
Session users.

User interface element — Sessions tab
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Table A-15. Virtual Machine Privileges

Appendix A Defined Privileges

Privilege Pair with Effectiveon
Name Description Affects Object Object
Add Existing Adds a virtual disk that refers to an HCand VC  Virtual Virtual
Disk existing virtual disk. machines machines
User interface element - VM
Configuration
Add New Disk  Adds a virtual disk that creates a new HCand VC  Virtual Virtual
virtual disk. machines machines
User interface element - VM
Configuration
Add or Adds or removes any non-disk device. =~ HCand VC  Virtual Virtual
Remove User interface element - VM machines machines
Device Configuration
Advanced Changes values in extraConfig. HCand VC  Virtual Virtual
User interface element - VM machines machines
Configuration Wizard > Options tab >
Advanced - look for Configuration
Parameters button
Change CPU Changes the number of virtual CPUs. HCand VC  Virtual Virtual
Count User interface element - VM machines machines
Configuration
Disk Lease Leases disks for VMware Consolidated HC and VC  Virtual Virtual
Backup. machines machines
No user VI Client interface elements are
associated with this privilege.
Memory Changes the amount of memory HCand VC  Virtual Virtual
allocated to the VM. machines machines
User interface element - VM
Configuration > Memory
Modify Device ~ Changes the properties of an existing HCand VC  Virtual Virtual
Settings device. machines machines
User interface element - VM
Configuration - SCSI/IDE node
selection
Raw Device! Adds or removes a raw disk mapping HCand VC  Virtual Virtual
or SCSI pass through device. machines machines

User interface element - VM
Configuration > Add/Remove raw disk

mapping
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Table A-15. Virtual Machine Privileges (Continued)

Privilege Pair with Effectiveon

Name Description Affects Object Object

Remove Disk Removes a virtual disk device. HCand VC  Virtual Virtual
User interface element - VM machines machines
Configuration > Hard Disk (but not a
raw disk mapping)

Rename Renames a virtual machine or modifies HCand VC  Virtual Virtual
the associated notes of a virtual machines machines
machine.

User interface element - VM
Configuration, inventory, inventory
pop-up menu, File menu, Inventory
menu

Reset Guest Clears guestinfo variables. HCand VC  Virtual Virtual

Information No user VI Client interface elements are machines machines
associated with this privilege.

Resource Changes resource configuration ofaset HCand VC  Virtual Virtual
of VM nodes in a given resource pool. machines machines

Settings Changes general VM settings. HCand VC  Virtual Virtual
User interface element - VM machines machines
Configuration > Options tab (except VM
name)

Upgrade Upgrades the virtual machine’s virtual ~HCand VC  Virtual Virtual

Virtual hardware version from a previous machines machines

Hardware version of VMware.

User interface element — Pop-up menu,
File menu (appears only if vmx file
shows a lower configuration number)

1

states.

Setting this parameter overrides any other privilege for modifying raw devices, including connection
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Table A-16. Virtual Machine Interaction

Appendix A Defined Privileges

Privilege Pair with Effective on
Name Description Affects Object Object
Answer Resolves issues with VM state HCand VC  Virtual Virtual
Question transitions or runtime errors. machines machines
User interface element — Summary tab,
Inventory menu, pop-up menu
Console Interacts with the virtual machine’s HCand VC  Virtual Virtual
Interaction virtual mouse, keyboard, and screen; machines machines
gets screen shot information.
User interface element — Console tab,
toolbar button, Inventory > Virtual
Machine > Open Console, inventory
pop-up menu
Device Changes the connected state of a virtual HC and VC  Virtual Virtual
Connection machine’s disconnectable virtual machines machines
devices.
User interface element - VM
Configuration
Power Off Powers off a powered-on virtual HCand VC  Virtual Virtual
machine, shuts down guest. machines machines
User interface element — File menu
item, pop-up menu, pop-up console
menu, toolbar button, Summary tab
Power On Powers on a powered-off virtual HCand VC  Virtual Virtual
machine, resumes a suspended virtual machines machines
machine.
User interface element — File menu
item, pop-up menu, pop-up console
menu, toolbar button, Summary tab
Reset Resets VM, reboots guest. HCand VC  Virtual Virtual
User interface element — File menu machines machines
item, pop-up menu, pop-up console
menu, toolbar button, Summary tab
Set CD Media  Changes the backing of a CD-ROM HCand VC  Virtual Virtual
device. machines machines
User interface element - VM
Configuration > DVD/CD-ROM
Set Floppy Changes the backing of a floppy device. HCand VC  Virtual Virtual
Media User interface element - VM machines machines
Configuration
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Table A-16. Virtual Machine Interaction (Continued)

Privilege Pair with Effective on
Name Description Affects Object Object
Suspend Suspends a powered-on virtual HCand VC  Virtual Virtual
machine, puts guest in standby mode. machines machines
User interface element — File menu
item, pop-up menu, pop-up console
menu, toolbar button, Summary tab
Tools Install Mounts and unmounts the VMware HCand VC  Virtual Virtual
Tools CD installer as a CD-ROM for the machines machines
guest operating system.
User interface element — File menu
item, pop-up menu, pop-up console
menu
Virtual Machine Inventory
Table A-17. Virtual Machine Inventory Privileges
Privilege Pair with Effective on
Name Description Affects Object Object
Create Creates a new virtual machine and HCand VC  Parent Virtual
allocates resources for its execution. folders machine
User interface element — File menu, folders
pop-up menu, Summary tab - New
Virtual Machine links
Delete Deletes a virtual machine, optionally HCand VC  Virtual Virtual
removes underlying files from disk. machines machines
User interface element — File menu, plus parent
pop-up menu, Summary tab folders
Move Relocates a virtual machine in the VC only Virtual Virtual
hierarchy. machines, machines,
Privilege must be present at both the parent Virtua.l
source and destination. folders machine
. folders
User interface element — Inventory
hierarchy drag-and-drop in Virtual
Machines & Templates view
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Table A-18. Virtual Machine Provisioning Privileges

Appendix A Defined Privileges

Pair with Effective on
Privilege Name  Description Affects Object Object
Allow Disk Opens a disk on a virtual machine for n/a Virtual Virtual
Access random read and write access. Used machines machines
mostly for remote disk mounting.
No user VI Client interface elements are
associated with this privilege.
Allow ReadOnly  Opens a disk on a virtual machine for n/a Virtual Virtual
Disk Access random read access. Used mostly for machines machines
remote disk mounting.
No user VI Client interface elements are
associated with this privilege.
Allow Virtual Reads files associated with a virtual HC and Virtual Root folders
Machine Files machine, including vmx, disks, logs, vC machines
Download and nvram.
No user VI Client interface elements are
associated with this privilege.
Allow Virtual Wrrites files associated with a virtual HC and Virtual Root folders
Machine Files machine, including vmx, disks, logs, VC machines
Upload and nvram.
No user VI Client interface elements are
associated with this privilege.
Clone Clones an existing virtual machineand VConly  Virtual Virtual
allocates resources. machines machines
User interface element — File menu,
pop-up menu, Summary tab
Clone Template Clones a template. VC only Virtual Virtual
User interface element — File menu, machines machines
pop-up menu, Virtual Machines tab
Create Template ~ Creates a new template from a virtual ~ VConly  Virtual Virtual
From Virtual machine. machines machines
Machine User interface element — “Clone to
template...” File menu, pop-up menu,
Summary tab items
Customize Customizes a virtual machine’s guest VConly  Virtual Virtual
operating system without moving the machines machines

VM.

User interface element — Clone Virtual
Machine Wizard: Guest Customization
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Table A-18. Virtual Machine Provisioning Privileges (Continued)

Pair with Effective on
Privilege Name  Description Affects Object Object
Deploy Template Creates a new virtual machine from a VC only Virtual Virtual
template. machines machines
User interface element — “Deploy to
template” file menu, pop-up menu
items, Virtual Machines tab
Mark As Marks an existing, powered off VMasa VConly  Virtual Virtual
Template template. machines machines
User interface element — “Convert to
template...” File menu, pop-up menu
items, Virtual Machines tab, Summary
tab
Mark As Virtual =~ Marks an existing template as a VM. VC only Virtual Virtual
Machine User interface element — “Convert to machines machines
Virtual Machine...” File menu, pop-up
menu items, Virtual Machines tab
Modify Creates, modifies, or deletes VC only Root folder Root folder
Customization customization specifications.
Specs User interface element —
Customization Specifications Manager
Read Views the customization specifications ~ VC only Root folder Root folder
Customization defined on the system.
Specs User interface element — Edit >
Customization Specifications
Virtual Machine State
Table A-19. Virtual Machine State Privileges
Privilege Pair with Effective on
Name Description Affects Object Object
Create Creates anew snapshot from the virtual HCand VC  Virtual Virtual
Snapshot machine’s current state. machines machines
User interface element - Pop-up menu,
toolbar button, Inventory menu
Remove Removes a snapshot from the snapshot HCand VC  Virtual Virtual
Snapshot history. machines machines
User interface element — Pop-up menu,
toolbar button, Inventory menu
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Table A-19. Virtual Machine State Privileges (Continued)

Appendix A Defined Privileges

Privilege Pair with Effective on
Name Description Affects Object Object
Rename Renames this snapshot with either a HCand VC  Virtual Virtual
Snapshot new name or a new description or both. machines machines
No user VI Client interface elements are
associated with this privilege.
Revert To Sets the VM to the state it was in at a HCand VC  Virtual Virtual
Snapshot given snapshot. machines machines
User interface element — Pop-up menu,
toolbar button, Inventory menu, Virtual
Machines tab
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Installing the Microsoft
Sysprep Tools

If you plan to customize a Windows guest operating system, you must first install the
Microsoft Sysprep tools on your VirtualCenter Server machine.

Microsoft includes the Sysprep tool set on the installation CD-ROM discs for Windows
2000, Windows XP, and Windows 2003. It also distributes Sysprep 1.1 from the
Microsoft Web site. To perform a Windows customization, you must install the Sysprep
tools either from your installation disc, or from the 1.1 download package.

During customization, VirtualCenter searches for the Sysprep package corresponding
to your guest operating system. If the Sysprep tools are not found under the
corresponding operating system directory, VirtualCenter searches in the provided
\1.1 directory. If VirtualCenter does not find any Sysprep tools, the Windows virtual
machine customization does not proceed.

To install the Microsoft Sysprep tools from a Microsoft Web site download
1  Download the Sysprep package from:
http://www.microsoft.com/windows2000/downloads/tools/sysprep/default.asp

Although the Sysprep version indicates Windows 2000, it works with both
Windows XP Professional and Windows Server 2003.

Click Next to continue.
Click I agree to accept the terms and conditions.
Click Download.

Save the file to your local disk.

(o) G B N S

Run the Microsoft installer:
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Q257813_w2k_spl_x86_en.exe
Extract the files to the provided directory.

The following Sysprep support directories were created during VirtualCenter
installation:

C:\<ALLUSERSPROFILE>\Application Data\Vmware\VMware VirtualCenter\sysprep
GALLIN

. \2k\

. AXp\

... \svr2003\

where <ALLUSERSPROFILE> is usually \Documents And Settings\All Users\.
This is where vpxd.cfg is also located.

Select the 1.1 subdirectory.
Click OK to expand the files.

After you have extracted the files from Q257813_w2k_sp1_x86_en.exe to the
\1.1 directory, you should see:

...\1.1\docs\

...\1.1\samples\

...\1.1\tools\
..\1.1\contents.txt

To install the Microsoft Sysprep tools from the Windows operating system CD

1

Insert the Windows operating system CD into the CD-ROM drive (often the D:
drive.

Locate the DEPLOY . CAB file in the CD directory, \Support\Tools.

Open and expand the DEPLOY . CAB file, using a tool such as Winzip.exe or another
tool capable of reading Microsoft CAB files.

Extract the files to the directory appropriate to your Sysprep guest operating
system.

The following Sysprep support directories were created during VirtualCenter
installation:

C:\<ALLUSERSPROFILE>\Application Data\Vmware\VMware VirtualCenter\sysprep
AL

LA\ 2kN\

. AXp\

.. .\svr2003\

where <ALLUSERSPROFILE> is usually \Documents And Settings\All Users\.
This is where vpxd. cfg is also located.
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Select the subdirectory that corresponds to your operating system.
5 Click OK to expand the files.
After you have extracted the files from DEPLOY . CAB, you should see:

. .\<guest>\deptool.chm
. .\<guest>\readme. txt
..\<guest>\setupcl.exe
. .\<guest>\setupmgr.exe
. .\<guest>\setupmgx.dll
..\<guest>\sysprep.exe
. .\<guest>\unattend.doc

where <guest> is either 2k, xp, or svr2003.

6  Repeat this procedure to extract Sysprep files for each of the Windows guest
operating systems (Windows 2000, Windows XP, or Windows 2003) you plan to
customize using VirtualCenter.

You are now ready to customize a new virtual machine with a supported Windows
guest operating system when you clone an existing virtual machine.
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Performance Chart
Measurements

The following table lists the measurement options for each resource monitored on a
host. The following tables use VC to indicate VirtualCenter Server and H to indicate
Host Client, a standalone ESX Server.
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CPU

Table C-1. CPU Performance Chart

Inventory Resource
Cluster R Pool VM Host Name Iltem Measured
CPU Performance Chart
VCH VCH CPU usage as percentage over the collected
interval
vC VCH VCH VCH CPU usage in MHz over the collected
interval
VCH CPU reserved capacity
VCH CPU time spent on wait state
VCH CPU time spent on ready state
VCH CPU time spent on system processes
VCH CPU time that is extra
VCH CPU time that is guaranteed

Disk

Table C-2. Disk Performance Chart

Inventory Object Resource
Cluster R Pool VM Host Name Item Measured
Disk Performance Chart

VCH VCH Amount of data read from the disk in the
period

VCH VCH Amount of data written to the disk in the
period

VCH VCH Aggregated storage performance statistics

VCH VCH Number of disk writes in the period

VCH VCH Number of disk reads in the period

VCH VCH Resource Group CPU sample count

VCH VCH Resource Group CPU scheduling limit over
one minute

VCH VCH Resource Group CPU scheduling limit over
5 minutes
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Table C-2. Disk Performance Chart (Continued)

Appendix C Performance Chart Measurements

Inventory Object Resource
Cluster R Pool VM Host Name Item Measured

VCH VCH Resource Group CPU scheduling limit over
15 minutes

VCH VCH Resource Group CPU running peak over 1
minute

VCH VCH Resource Group CPU running peak over 5
minutes

VCH VCH Resource Group CPU running peak over 15
minutes

VCH VCH Resource Group CPU running average over
1 minute

VCH VCH Resource Group CPU running average over
5 minutes

VCH VCH Resource Group CPU running average over
15 minutes

VCH VCH Resource Group CPU active peak over 1
minute

VCH VCH Resource Group CPU active peak over 5
minutes

VCH VCH Resource Group CPU active peak over 15
minutes

VCH VCH Resource Group CPU active average over 1
minute

VCH VCH Resource Group CPU active average over 5
minutes

VCH VCH Resource Group CPU active average over 15

minutes
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DRS

Table C-3. DRS Performance Chart

Inventory Object Resource
Cluster R Pool VM Host Name Item Measured
DRS
VC DRS effective CPU resources available
vC DRS effective memory resources available
vC DRS number of failures that can be tolerated

Memory
Table C-4. Memory Performance Chart

Inventory Object Resource

Cluster R Pool VM Host Name Item Measured

Memory Performance Chart

vC vC VCH VCH Memory usage as percentage of total
available memory
vC VCH VCH VCH Memory zero
vC VCH Memory state
vC VCH Free space in memory heap
VCH Memory reserved capacity
vC VCH VCH VCH Amount of memory granted
vC VCH VCH VCH Amount of memory used by memory
control
vC VCH Amount of memory that can be used by
memory control
vC VCH Amount of memory that is unreserved
vC Amount of memory that is unreserved by
swap
vC VCH VCH VCH Amount of memory that is actively used
vC VCH VCH VCH Amount of memory that is shared
vC VCH Amount of memory that is used by swap
vC VCH Amount of memory that can be swapped
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Table C-4. Memory Performance Chart (Continued)

Appendix C Performance Chart Measurements

Inventory Object Resource
Cluster R Pool VM Host Name Item Measured
VCH VCH Amount of memory that is swapped
vC VCH Amount of memory that is swapped in
vC VCH Amount of memory that is swapped out
vC VCH VCH VCH Amount of memory that is an overhead
vC VCH Amount of memory thatis allocated for heap
VCH Amount of memory that is shared by
common
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Network
Table C-5. Network Performance Chart

Inventory Object Resource
Cluster R Pool VM Host Name Item Measured

Network Performance Chart

VCH VCH Aggregated network performance statistics
VCH VCH Amount of data received in the period
VCH VCH Amount of data transmitted in the period
VCH VCH Number of packets transmitted in the period
VCH VCH Number of packets received in the period

Resource Group
Table C-6. Resource Group Performance Chart

Inventory Object Resource

Cluster R Pool VM Host Name Item Measured

Resource Group CPU Performance Chart

VCH VCH Resource Group CPU sample period

VCH VCH Resource Group CPU sample count

VCH VCH Resource Group CPU scheduling limit over
one minute

VCH VCH Resource Group CPU scheduling limit over
5 minutes

VCH VCH Resource Group CPU scheduling limit over
15 minutes

VCH VCH Resource Group CPU running peak over 1
minute

VCH VCH Resource Group CPU running peak over 5
minutes

VCH VCH Resource Group CPU running peak over 15
minutes

VCH VCH Resource Group CPU running average over
1 minute
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Table C-6. Resource Group Performance Chart

Inventory Object Resource
Cluster R Pool VM Host Name Item Measured

VCH VCH Resource Group CPU running average over
5 minutes

VCH VCH Resource Group CPU running average over
15 minutes

VCH VCH Resource Group CPU active peak over 1
minute

VCH VCH Resource Group CPU active peak over 5
minutes

VCH VCH Resource Group CPU active peak over 15
minutes

VCH VCH Resource Group CPU active average over 1
minute

VCH VCH Resource Group CPU active average over 5
minutes

VCH VCH Resource Group CPU active average over 15
minutes

System

Table C-7. System Performance Chart

Inventory Object Resource

Cluster R Pool VM Host Name Item Measured

System Performance Chart

VCH VCH Number of seconds since startup
VCH Number of heartbeats in this period
VCH Resource CPU usage
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Index

A

access

permissions 262
rules 248

access permissions

assigning 263
changing 267
removing 268

active sessions 73

sending messages 73
terminating 73

adding

DVD/CD-ROMs 183
existing virtual machines 150
floppy devices 183

hosts 101

inventory objects 96
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serial port 181, 182

virtual machines 150

advanced configuration

hosts 110
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C
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existing virtual machines 215 D
roles 259 datacenters 23
virtual machines to a template 205 datastores 23
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removing hosts 106 exiting template 212
shared storage 234 DHCP 38
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log files 87 hosts 104
commands disk
service console 38 resources 179
configuring disks
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communication through a firewall 68 monitoring with SNMP 77
hosts 62 DVD/CD-ROMs
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virtual machine hardware 160 E
virtual machines 159 .
. editing
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F
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floppy drive
changing 162
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G
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installing 132
H
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Updates for Basic System
Administration

Last Updated: February 12, 2010

This document provides you with updates to ESX Server 3.0.1 and VirtualCenter 2.0.1
version of Basic System Administration. Updated descriptions, procedures, and graphics
are organized by page number so you can easily locate the areas of the guide that have
changes. If the change spans multiple sequential pages, this document provides the
starting page number only.

The following is a list of Basic System Administration page updates in this document:

VMware, Inc.

“Updates for the Configuring SNMP Trap Destinations Procedure on Page 80”
“Updates for the Creating Custom Virtual Machines Procedure on Page 127"
“Updates for the Installing and Upgrading VMware Tools Procedure on Page 134”

“Updates for the Scheduling a Power State Change for a Virtual Machine
Procedure on Page 149”

“Updates for the Starting and Shutting Down Virtual Machines Procedure on
Page 157

“Updates for the Changing the Audio Configuration on Page 180”

“Addition of the Customizing a Linux Guest Operating System Procedure on
Page 189”7

“Updates for the Preparing for Guest Customization Discussion on Page 190”

“Updates for the Creating an Alarm Procedure on Page 319”
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Updates for the Configuring SNMP Trap Destinations
Procedure on Page 80

The procedure “Configuring SNMP Trap Destinations” on page 80 contains errors. The
correct procedure follows.

To enable and disable traps

1  Edit the config.xml file.

The configuration parameter snmp/generateTraps in the
/etc/vmware/hostd/config.xml file determines whether to generate a trap. By
default, a trap is generated.

2 Todisable traps, add the following entry to the file:

<plugins>
<snmpsvc><generateTraps>false</generateTraps></snmpsvc>
</plugins>

3 To reenable traps, remove the entry from the file.

4  Restart vmware-hostd to see the change take effect.

Updates for the Creating Custom Virtual Machines
Procedure on Page 127

Step 19 shows an incorrect screenshot for the Virtual Disk Capacity page of the New
Virtual Machine wizard. The correct screenshot follows:

New Yirtual Machine Wizard M=] E3

Define Yirtual Disk Capacity
‘What size do you want this virtual disk to be?

‘izard Type Set the maximum size For the virkual disk,
Marne and Folder

Resource Pool Datastore: Istoragel

Datastore

Guest Operating System Available Space (E): 218

CPUs

[Memory Disk. Size: I 43: IGb vl
Tetwark

¥irtual Disk Capacity
Ready to Complete

Far mare infarmation about this | I |
= Back Mexk = Cancel
wizard, see the online documentati = —
4
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Updates for the Installing and Upgrading VMware Tools
Procedure on Page 134

The procedure “To install or upgrade VMware Tools (SEE UPDATE)” describes installing
or upgrading VMware Tools on Windows guest operating systems only. The heading

for this procedure should read “To install or upgrade VMware Tools on a Windows

guest operating system.”

This section of the manual omitted procedures for installing and upgrading VMware

Tools on Linux, Solaris, and Netware guest operating systems. These procedures
follow.

To install or upgrade VMware Tools on a Linux guest operating system from X
with the RPM installer

1
2

VMware, Inc.

Open a console to the virtual machine.
Power on the virtual machine.

After the guest operating system starts, right-click the virtual machine and choose
Install VMware Tools.

The remaining steps take place inside the virtual machine.
Do one of the following:

®  If you see a VMware Tools CD icon on the desktop, double-click it, and after
it opens, double-click the RPM installer in the root of the CD-ROM.

m  If you see a file manager window, double-click the RPM installer file.

In some Linux distributions, the VMware Tools CD icon might fail to appear. In
this case, continue to install VMware Tools from the command line.

When prompted, enter the root password and click OK.
The installer prepares the packages.

Click Continue when the installer presents a dialog box that shows Completed
System Preparation.

A dialog box appears with a progress bar. When the installer is done, VMware
Tools is installed. There is no confirmation or finish button.

In an X terminal, as root (su -), run the following file to configure VMware Tools:
vmware-config-tools.pl

Respond to the questions. Press Enter to accept the default value.
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8

9

Exit from the root account:
exit
In an X terminal, open the VMware Tools Properties dialog box:

vmware-toolbox &

To install or upgrade VMware Tools on a Linux guest operating system with the
tar installer or RPM installer

1

If you have a previous installation, delete the previous vmware-tools—distrib
directory before installing. The default location of this directory is:

/tmp/vmware-tools—distrib
Open a console to the virtual machine.
Power on the virtual machine.

After the guest operating system starts, right-click the virtual machine and choose
Install VMware Tools.

The remaining steps take place inside the virtual machine.

Asroot (su —), mount the VMware Tools virtual CD-ROM image and change to a
working directory (for example, /tmp), as follows.

Some Linux distributions automatically mount CD-ROM:s. If your distribution
uses automounting, do not use the mount and umount commands described in this
procedure. You still must untar the VMware Tools installer to /tmp.

Some Linux distributions use different device names or organize the /dev
directory differently. Modify the following commands to reflect the conventions
that your distribution uses:

mount /dev/cdrom /mnt/cdrom
cd /tmp
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6  Uncompress the installer and unmount the CD-ROM image.

Depending on whether you are using the tar installer or the RPM installer, do one
of the following:

®m  For the tar installer, at the command prompt, enter:

tar zxpf /mnt/cdrom/VMwareTools-5.0.0-<xxxx>.tar.gz
umount /dev/cdrom

where <xxxx> is the build or revision number of the release.
®  For the RPM installer, at the command prompt, enter:

rpm -Uhv /mnt/cdrom/VMwareTools-5.0.0-<xxxx>.1386.rpm
umount /dev/cdrom

where <xxxx> is the build or revision number of the release.

If you attempt to install an rpm installation over a tar installation, or the
reverse, the installer detects the previous installation and must convert the
installer database format before continuing.

7 Do one of the following:
B For the tar installer, run the VMware Tools tar installer:

cd vmware-tools-distrib
./vmware-install.pl

Answer the questions. Press Enter to accept the default value.
®  For the RPM installer, configure VMware Tools:
vmware-config-tools.pl
Answer the questions. Press Enter to accept the default value.
8  Log off from the root account.
exit
9  Start your graphical environment.
10 In an X terminal window, open the VMware Tools Properties dialog box:
vmware—toolbox &
To install or upgrade VMware Tools on a Solaris guest operating system
1  Open a console to the virtual machine.

2 Power on the virtual machine.
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3 After the guest operating system starts, right-click the virtual machine and choose
Install VMware Tools.

The remaining steps take place inside the virtual machine.

4 Loginasroot (su -)and, if necessary, mount the VMware Tools virtual CD-ROM
image, as follows.

Usually, the Solaris volume manager (vold) mounts the CD-ROM in
/cdrom/vmwaretools. If the CD-ROM is not mounted, restart the volume
manager by using the following commands:

/etc/init.d/volmgt stop
/etc/init.d/volmgt start

5  After the CD-ROM is mounted, change to a working directory (for example, /tmp)
and extract VMware Tools, as follows:

cd /tmp
gunzip -c /cdrom/vmwaretools/vmware-solaris—tools.tar.gz | tar xf -

6  Run the VMware Tools tar installer:

cd vmware-tools-distrib
./vmware-install.pl

Answer the questions. Press Enter to accept the default value.

7 Log off from the root account.
exit

8  Start your graphical environment.

9 Inan X terminal window, open the VMware Tools Properties dialog box:
vmware—toolbox &

To install VMware Tools on a NetWare virtual machine

1  Open a console to the virtual machine.

2 Power on the virtual machine.

3 After the guest operating system starts, right-click the virtual machine and choose
Install VMware Tools.

The remaining steps take place inside the virtual machine.
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4  Load the CD-ROM driver so that the CD-ROM device mounts the ISO image as a
volume.

Do one of the following:
B On the system console for a NetWare 6.5 virtual machine, enter:
LOAD CDDVD

B On the system console for a NetWare 6.0 or NetWare 5.1 virtual machine,
enter:

LOAD CD9660.NSS

When the driver finishes loading, you can begin installing VMware Tools, as
described in Step 5.

5  On the system console, enter the following command:
vmwtools:\setup.ncf

When the installation finishes, the message VMware Tools for NetWare are now
running appears in the logger screen (NetWare 6.5 and NetWare 6.0 guests) or the
console screen (NetWare 5.1 guests).

Updates for the Scheduling a Power State Change for a
Virtual Machine Procedure on Page 149

Step 11 incorrectly describes when VirtualCenter verifies user permissions for a
scheduled task. The correct text follows:

11 Click Finish.

Virtual Infrastructure Client adds the new task to the scheduled task list and
completes the task at the designated time. When you create a scheduled task,
VirtualCenter verifies that you have the correct permissions to perform the actions
on the relevant datacenters, hosts, and virtual machines. After the task is created,
the task is performed even if you no longer have permission to perform the task.

Updates for the Starting and Shutting Down Virtual
Machines Procedure on Page 157

Step 9 does not clearly indicate how to enable automatic startup or shutdown of
individual virtual machines. The step should include the following additional text:

Virtual machines listed under Manual Startup do not automatically start up or shut
down. To automatically start up or shut down a virtual machine, you must move
it so that it is listed under either Automatic Startup or Any Order.
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In addition, to have the virtual machines gracefully shut down when the server is
halted, do the following;:

a Select the virtual machine and click Edit.
b Inthe Shutdown Settings group box, select Use Specified Settings.
¢ From the Perform shutdown action list box, select Guest Shutdown.

d Click OK.

Updates for the Changing the Audio Configuration on
Page 180

The instructions for “Changing the Audio Configuration” section can be ignored as the
section incorrectly states that ESX Server supports audio devices.

Addition of the Customizing a Linux Guest Operating
System Procedure on Page 189

The instructions for customizing Linux guest operating systems were omitted from the
chapter “Customizing Guest Operating Systems.” These instructions follow.
Customizing a Linux Guest Operating System

You cannot start the Guest Customization wizard from a menu or toolbar option. The
Guest Customization wizard starts indirectly from the Deploy Template wizard or
Clone Virtual Machine wizard.
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To customize a Linux guest operating system
1  Start the Guest Customization wizard.

2 Onthe Computer Name page, specify the Computer Name and the Domain Name
for the virtual machine and click Next.

The computer name is the name given to the particular instance of a guest
operating system. The operating system uses this name to identify itself on the
network. On Linux systems, it is called the host name. This is not the same as the
virtual machine name that was declared earlier in the Deploy Template wizard or
Clone Virtual Machine wizard. You can specify the computer name in these ways:

B Assign a specific name — The name can contain alphanumeric characters and
the underscore ( _) and hyphen (-) characters. It cannot contain periods (.) or
blank spaces and cannot be made up of digits only. To ensure that the name is
unique so that you do not incur conflicts, select Append a numeric value to
ensure uniqueness.

®  Use the virtual machine’s name — The computer name that VirtualCenter
creates is identical to the name of the virtual machine on which the guest
operating system is running.

B Respond to prompts for a name — The VI Client populates the Deploy Virtual
Machine wizard with a prompt for the computer name after you complete all
the steps in the wizard.

®  Use a custom application to generate a name — The VI Client calls a custom
application stored on the VirtualCenter Server to generate a name. If you
select this option, enter the absolute path to the custom application in the
associated text field.

3  To automatically configure all network interfaces from a DHCP server, select
Typical settings on the Network page and click Next.

4  If VirtualCenter configuration is not appropriate for your environment, select
Custom settings and click Next.
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5  Select the NIC to customize and click Customize to make additional specifications.
The Network Properties dialog box opens.
Use the Network Properties dialog box to perform these steps:

a  On the General tab, select whether to use DHCP to obtain an IP address
automatically or enter the IP addresses manually. Also select whether to use
DHCP to obtain an DNS server address automatically or enter the DNS server
addresses manually.

b  Click OK to return to the previous dialog box. Click Next on the Network
Guest Customizations page.

6  Onthe DNS and Domain settings page, enter the IP addresses for the DNS servers.

Specify the DNS connections by entering DNS suffixes. For each DNS suffix you
enter, click Add. If you are adding multiple DNS connections, use Move Up and
Move Down to specify the order in which a virtual machine is to use the
connections.

7 (Optional) On the Save Specification page, save the customized options as an
.xm1 file by completing these steps:

a  Select Save this customization specification for later use.
b Specify the path and filename for the specification and click Next.

VirtualCenter saves the customized configuration parameters in an . xm1 file.
Later, you can import these predefined customized parameters when deploying a
template or cloning an existing virtual machine. Because of encryption, saved
customization files are unique to each VirtualCenter Server and to each version of
VirtualCenter. You must recreate the customization files for each VirtualCenter
Server. Encryption is preserved between upgrade versions on the same
VirtualCenter Server. This means you can use the same files between upgrades of
VirtualCenter.

8  Click Finish.

VirtualCenter closes the Guest Customization wizard and returns you to the
Deploy Template wizard or Clone Virtual Machine wizard.

9  Click Finish to deploy the virtual machine from the template or create the clone.
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Updates for the Preparing for Guest Customization
Discussion on Page 190
The “Preparing for Guest Customization (SEE UPDATE)” discussion contains
instructions to verify that the guest operating system meets the guest operating system

customization requirements, but does not describe those requirements. This section
should include the following additional information:

Virtual Hardware Requirements for Guest Customization

Guest customization requires that the source virtual machine used to create the clone
or templates has the following;:

B VMware Tools installed.
B Atleast one network interface card (NIC) configured.

When a virtual machine is cloned or used for a template, the new virtual machine
has the same number and type of NICs, for example, AMD VLance/PcNet versus
high-performance VMware vmxnet. This configuration cannot be changed during
the deployment or guest customization process.

m  SCSI disks.

VirtualCenter customization operates on the disk attached to the virtual SCSI node
with the lowest address on the SCSI controller with the lowest index. As a result,
you must make sure that the guest operating system being customized resides on
a disk attached as SCSI 0:0 node in the virtual machine configuration.

For Windows guest operating systems: Both the active partition (the partition
containing boot.in1i) and the system partition (the partition containing the
system directory, for example, \WINNT or \WINDOWS), are on the same virtual disk
and attached the SCSI 0:0 virtual SCSI node.

Active and system partitions are not required to be the same partition.

For Linux guests: The virtual disk containing the system partition (the partition
containing the /etc directory) must reside on the SCSI 0:0 node.

B 32-bit or 64-bit hardware corresponding to the 32-bit or 64-bit operating system
being installed.

Windows Requirements for Guest Customization

Guest customization of a Windows guest operating system can occur if:

B The guest operating system is not a primary or backup domain controller.

VMware, Inc. Update—11



Updates for Basic System Administration

The clone or template has one of the following Windows versions installed:
®m Windows 2000 Server, Advanced Server, or Professional
®m Windows XP Professional

®  Windows Server 2003, Web, Standard, or Enterprise Editions

NoTE Windows XP Home or Windows NT4 operating system guest
customization is not supported. Guest customization of 64-bit Windows operating
systems is not supported.

The Microsoft Sysprep tools are installed on the VirtualCenter server.

For information on installing the Microsoft Sysprep tools, see “Installing the Microsoft
Sysprep Tools” on page 345.

Microsoft Sysprep tools have certain requirements and impose certain restrictions on

the source machine. For additional information, see the Microsoft Sysprep
documentation.

Linux Requirements for Guest Customization

Guest customization of a Linux guest operating system can occur if:

The clone or template has one of the following Linux versions installed:
B Red Hat Enterprise Linux AS 3.0

B Red Hat Advanced Server 2.1

®  SUSE LINUX Enterprise Server 8, 9, or 10

The clone or template has a root volume formatted with an ext2, ext3, or ReiserFS
file system.

NOTE Guest operating system customization is not supported for Linux virtual
machines with disks managed by Logical Volume Managers.
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Updates for the Creating an Alarm Procedure on Page 319

The description of running a script in Step 11 lists the following incorrect variable name
entries:

m  {entityName}
®  {entityObject}

The correct variable name entries are as follows:

m  {targetName}
m  {target]

VMware, Inc. Update-13



Updates for Basic System Administration

Update—14 VMware, Inc.



	Basic System Administration
	Contents
	Preface
	Getting Started
	VMware Infrastructure Components
	Two Approaches to Managing Virtual Machines
	Components of VMware Infrastructure
	Virtual Infrastructure Client Interfaces
	Optional VirtualCenter Components
	Managed Components
	Functional Components
	Access Privileges Components

	Using this Document
	Getting Started
	Virtual Machine Management
	System Administration
	Appendixes

	Starting and Stopping the VMware Infrastructure Components
	ESX Server
	VirtualCenter Server
	Verifying That VirtualCenter Server Started
	Restarting the VirtualCenter Server
	Stopping the VirtualCenter Server

	VI Client
	Starting the VI Client and Logging On
	Stopping the VI Client and Logging Off

	VI Web Access
	Logging In and Out of VI Web Access

	VMware Service Console
	Using DHCP for the Service Console
	Connecting to the Service Console
	Using Commands on the Service Console


	Using the VI Client
	VI Client Overview
	Menu Bar
	Pop-Up Menus
	Console Menu
	Navigation Bar
	Inventory View Tabs
	Toolbar
	Status Bar, Recent Tasks, and Triggered Alarms
	Panel Sections

	Sorting and Filtering Lists
	Using Custom Attributes
	Selecting and Viewing Objects
	Selecting Objects
	Monitoring Objects
	Performing Actions on Objects


	System Configuration
	Host Configuration for ESX Server and VirtualCenter
	Configuring a Host
	Hardware Tab
	Software Tab
	Viewing Network Configuration Information
	Viewing Storage Configuration Information
	Viewing Security Configuration Information
	Viewing ESX Server Command Information


	VirtualCenter Configuration
	Configuring VirtualCenter Communication
	Configuring the Port That VirtualCenter Server Uses
	Configuring VirtualCenter Communication over a Web Connection

	Virtual Machine Configuration
	Working with Active Sessions
	SNMP Configuration
	Using MIBs with Your SNMP Traps
	Understanding SNMP Trap and Variable Definitions
	Using SNMP to Monitor the Computer Running ESX Server
	Information About the Physical Computer
	Information About the Virtual Machines
	SNMP Traps

	Setting Up ESX Server SNMP
	Installing the ESX Server SNMP Module
	Installing the ESX Server MIB Module
	Configuring the ESX Server Agent from the Service Console

	Configuring SNMP Trap Destinations
	Configuring SNMP Management Client Software
	Configuring SNMP Security
	Using SNMP with Guest Operating Systems

	System Log Files
	Viewing System Log Entries
	External System Logs
	Exporting Diagnostic Data
	Collecting Log Files


	Managing the VI Client Inventory
	Understanding VI Client Objects
	Adding an Inventory Object
	Moving Objects in the Inventory
	Removing an Inventory Object

	Managing Hosts in VirtualCenter
	Hosts Overview
	Understanding Host States
	Adding a Host
	Connecting or Disconnecting a Host
	Automatically Reconnecting a Host
	Removing a Host from a Cluster
	Removing a Host from VirtualCenter
	Host Advanced Configuration Options


	Virtual Machine Management
	Creating Virtual Machines
	Using the New Virtual Machine Wizard
	Creating Typical Virtual Machines
	Creating Custom Virtual Machines
	Mapping a SAN LUN


	Installing a Guest Operating System
	Installing and Upgrading VMware Tools
	Limitations
	VMware Tools Properties Dialog Box
	Options Tab
	Devices Tab
	Scripts Tab
	About Tab

	Automated VMware Tools Upgrades


	Managing Virtual Machines
	Changing Virtual Machine Power States
	Understanding Virtual Machine Power States
	Understanding Transitional Power States
	Manually Powering a Virtual Machine On and Off
	Using Suspend and Resume
	Scheduling a Power State Change for a Virtual Machine

	Adding and Removing Virtual Machines
	Adding Existing Virtual Machines to VirtualCenter
	Removing and Returning Virtual Machines from VirtualCenter
	Returning a Virtual Machine to VirtualCenter

	Starting and Shutting Down Virtual Machines

	Configuring Virtual Machines
	Virtual Machine Properties Editor
	Changing the Hardware Configuration of a Virtual Machine
	Changing Virtual Machine Options
	Changing Virtual Machine Resource Settings
	CPU Resources
	Advanced CPU Settings
	Memory Resources
	Disk Resources

	Changing the Audio Configuration

	Adding New Hardware
	Adding DVD/CD-ROM or Floppy Devices


	Customizing Guest Operating Systems
	Preparing for Guest Customization (See Update)
	Customizing a Windows Guest Operating System
	Using the Customization Specification Wizard
	Using the Clone Virtual Machine Wizard
	Completing a Guest Operating System Customization
	Completing Linux Guest Operating System Customization
	Completing Windows Guest Operating System Customization


	Working with Templates and Clones
	Understanding Templates
	Creating Templates
	Editing a Template
	Deploying Virtual Machines from Templates
	Deleting a Template
	Regaining Templates
	Cloning an Existing Virtual Machine
	Creating a Scheduled Task to Clone a Virtual Machine

	Using Snapshots
	Understanding Snapshots
	Relationship Between Snapshots
	Snapshots and Other Activity in the Virtual Machine
	Taking a Snapshot
	Changing Disk Mode to Exclude Virtual Disks from Snapshots

	Using the Snapshot Manager
	Restoring a Snapshot
	Parent Snapshot
	Revert to Snapshot Command



	Migrating Virtual Machines
	Overview
	Migration
	Migration with VMotion
	VMotion Requirements
	Shared Storage
	Shared VMFS Volume or NAS Storage
	CPU Compatibility
	Networking Requirements

	VMotion Compatibility
	CPU Compatibility Masks

	Migration Wizard


	System Administration
	Managing Users, Groups, Permissions, and Roles
	Access Elements
	Access Rules
	Hierarchical Inheritance
	Multiple Permission Settings
	Tasks Requiring Settings on Multiple Objects

	Users
	Groups
	Permissions
	Roles
	Creating Roles
	Cloning Roles
	Editing Roles
	Removing Roles
	Renaming Roles

	Access Permissions
	Assigning Access Permissions
	Adjusting the Search List in Large Domains
	Changing Access Permissions
	Removing Access Permissions


	Monitoring Your Vmware Infrastructure Environment
	Monitoring Your VMware Infrastructure Environment
	Performance Charts
	Performance Chart Resources
	Performance Chart View
	Selecting Performance Chart Options
	Viewing Stacked Graphs
	Setting the Statistics Collection Intervals
	Changing the Statistics Collection Level


	Maps
	Global Maps
	Inventory Maps
	VMotion Resource Maps
	Map Elements and Icons
	Viewing the Maps
	Editing the Maps

	Printing Maps
	Exporting Maps
	Navigating Between Maps
	Displaying Object Menus in Maps


	Managing Tasks, Events, and Alarms
	Managing Tasks
	Understanding Tasks
	Viewing and Performing Tasks
	Managing Scheduled Tasks
	Rescheduling a Scheduled Task
	Removing a Scheduled Task
	Canceling a Task

	Managing Events
	Viewing All Event Messages
	Viewing Selected Event Messages
	Sorting and Filtering Event Messages
	Exporting Event Messages

	Managing Alarms
	Understanding Alarms
	Preparing for Email Message SMTP Alarm Notification (See Update)
	Preparing for SNMP Alarm Notification
	Creating Alarms
	Editing Alarms
	Removing Alarms



	Appendixes
	Defined Privileges
	Alarm Management
	Datacenter
	Datastore
	Folders
	Global
	Host Configuration
	Host Inventory
	Host Local Operations
	Network
	Performance
	Permissions
	Resource
	Scheduled Task
	Sessions
	Virtual Machine Configuration
	Virtual Machine Interaction
	Virtual Machine Inventory
	Virtual Machine Provisioning
	Virtual Machine State

	Installing the Microsoft Sysprep Tools
	Performance Chart Measurements
	CPU
	Disk
	DRS
	Memory
	Network
	Resource Group
	System


	Index
	Updates for Basic System Administration
	Updates for the Configuring SNMP Trap Destinations Procedure on Page 80
	Updates for the Creating Custom Virtual Machines Procedure on Page 127
	Updates for the Installing and Upgrading VMware Tools Procedure on Page 134
	Updates for the Scheduling a Power State Change for a Virtual Machine Procedure on Page 149
	Updates for the Starting and Shutting Down Virtual Machines Procedure on Page 157
	Updates for the Changing the Audio Configuration on Page 180
	Addition of the Customizing a Linux Guest Operating System Procedure on Page 189
	Customizing a Linux Guest Operating System

	Updates for the Preparing for Guest Customization Discussion on Page 190
	Virtual Hardware Requirements for Guest Customization
	Windows Requirements for Guest Customization
	Linux Requirements for Guest Customization

	Updates for the Creating an Alarm Procedure on Page 319



